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Welcome to Windows 95

As the successor to MS®-DOS, Windows™, and WindfmwdVorkgroups, Windows 95
offers compatibility with the familiar Microsoft pducts you've been using for years. But
more than that, Windows 95 offers lots of powerfelv tools and a new, easy-to-use
interface.

From its improved user interface and built-in netdiing functionality to its 32-bit pre-
emptive multi-tasking architecture, the newest ioeref the Microsoft Windows operating
system, named Windows 95 has been redesigned vaprgou with a easier, more
manageable operating system. Windows 95 includey 32-bit technology features that you
are familiar with in Windows for Workgroups 3.1h¢luding faster file access, protected-
mode network protocols, and Remote Access Ser(iRaS). In addition, Windows 95 has a
wide range of new features to make computing easreefor both end-users and MIS
professionals.

The purpose of this first draft of tMgindows Resource Kit for “Windows 9% to provide

you with the information necessary to allow yowstmcessfully install and configure Windows
95 in your environment. Although we don’t have mafyhe implementation details for
installing and configuring Windows 95 in this vensiof theResource Kjtwe expect the
technical information we provide in this documetit vave enough details for you to begin
your evaluation of Windows 95 in your environmafie will be updating this kit for both the
second beta release and for the final release nflgWis 95. We would appreciate any
feedback on thiResource Kito make it more useful to you. Feel free to ssgygeditional
coverage or new topic areas that you'd like covered

You can submit comments via the CompuServe® Windows®Beta forum or via
Internet at wrk@microsoft.com.

New and Improved

We've spent the past several years working onrésase of the Windows operating system
and have added a wide array of features for batkhusers and MIS professionals. The
following are just some of the features in Wind@&sand, as you use Windows 95, you'll
discover the breadth of improvements Windows 9%uies to ensure it's even easier to use,
more powerful, and more compatible than ever before
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Features for End-Users

Even Easier
Windows 95 is easier for users to install becaleabis now a Windows applications. Setup
also includes Plug and Play auto-detection sudpodill types of hardware.

Windows 95 is easier for users to learn and tobesause it includes these features:

* More intuitive user interface including the newrstautton and Taskbar.

» Novice users will appreciate the fact that they ganup and running up to four times
faster than with Windows 3.1.

« Current Windows 3.1 users will appreciate the faat they can navigate through
Windows faster and more efficiently.

« Power users will appreciate features such as titieydb customize the interface and
to create shortcuts.

« Support for long filenames of more than eight chms, thus removing the need for a
three-character extension.

* Integrated networking provides a consistent walyrtwse and access resources whether
they’re on your PC or elsewhere on the network.

¢ New context-sensitive Help engine gives you therimftion you need in concise steps.
« Improved handling of application errors includinthancements toOTRL+ALT+DEL local
reboot to close hung applications.

Faster and More Powerful

Users will appreciate these features that improweddivs 95's speed and power over earlier
versions of Windows:

e 32-bit pre-emtive multitasking and multithreading

e 32-bit networking with full 32-bit protected-modeopocols and peer capabilities

¢ Built-in communications including a universal inbeoia MAPI

¢ Mobile and remote support with remote dial-in, @msal modem support, and hot-docking
and hot-swapping devices for portable computers

e 32-bit integrated multimedia architecture, incluglan32-bit CD file system and support
for Video for Windows

Compatible

Windows 95 is compatible with the hardware andvearfe that users use today. It includes
support for existing MS-DOS® and Windows-based @pfibns and can run on today’'s
desktop and portable computers.

2 Beta-1



Welcome to Windows 95

Features for MIS Professionals

Even Easier
Administrators will find that Windows 95’s Setupogess is easy to customize. They can
define a batch installation for their organization.

A unified logon to the network and greatly improueskr interface make Windows 95 easy for
the administrator to learn and use.

Managing, administering and supporting is easieabse Windows 95 includes the Registry,
Plug and Play support, SNMP and DMI support, aadufes which let you set systems
policies for individual workstations and users.

Faster and More Powerful
Windows 95 is faster and more powerful for admmaistrs to use because of these features:

e 32-bit networking

¢ Built-in communications that includes a universddax that is fully compliant to MAPI
1.0 allows administrators to hook in a variety dihservices to this single client

« Remote dial-in over a variety of protocols

In addition, because users are also using thigriated, robust, 32-bit operating system, there
will be fewer support issues for administratorsnanage.

Compatible

Windows 95 interoperates with a variety of netwogkconfigurations including both NDIS
and ODI drivers and includes protected-mode vess@iTCP/IP, IPX, and NetBEUI
protocols. It supports major systems managemetitines and backup providers including
SNMP, DMI, and RPC. Windows 95 also works with emtrdevice drivers and applications.

Beta-1 3
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How to Use This Document

This Resource Guide includes the following chapters

Chapter 1: Windows 95 Setup
This chapter explains the setup and configuratyatioas for Windows 95.

Chapter 2: Networking Basics
This chapter describes Windows 95’s networking isecture.

Chapter 3: Network Integration

This chapter describes how to configure Windows®d&ork within your networking
environment.

Chapter 4: The Windows 95 User Interface

This chapter describes the key user interface featand describes how you can customize
the Windows 95 interface to suit your needs.

Chapter 5: Printing

This chapter describes Windows 95’s improved pringystem and explains how to set up
printers with Windows 95.

Chapter 6: Windows 95 Security
This chapter describes Windows 95’s logon, useetleand share-level security options.

Chapter 7: Desktop Management and Remote Administration

This chapter describes how to use Windows 95’s adinative tools to manage and monitor
remote network resources.

Chapter 8: Mobile Services In Windows 95

This chapter describes Windows 95’s Remote Accagaliilities and the tools designed for
mobile users. It describes how to manage multipidigurations and how to keep files
between two computers synchronized.

Chapter 9: Troubleshooting Windows 95
This chapter describes how to troubleshoot thia ketsion of Windows 95.

Chapter 10: Windows 95 Testing Guide

This chapter explains how to install and test i@t release of Windows 95 in your work
environment.

4 Beta-1
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Windows 95 Corporate Evaluation Process

The rest of thilResource Kiprovides you with information about the Windows@bduct
that you will need to know as you evaluate andupethis beta release of Windows 95 in your
environment.

To more effectively understand how Windows 95 caetnyour organization’'s computing
needs, we suggest that you use the following psoces

1.

Read this document to understand how to evahrateset up Windows 95 in your
environment.

If you want more technical information on indival features, the needs of the
marketplace, or background on the goals of theldpueent team, read thdicrosoft
Windows “Windows 95” Reviewer’'s Guidehich is either included in your beta kit, or
available on CompuServe). Functionally, Reviewer's Guidés a superset of this
document with one exception: this document disaissstallation and configuration issues
within a corporate environment.

Since Windows 95 Beta-1 represents work in @egrit’'s important for you to read the
Beta-1 Release Notégr the latest information about this beta release

Please remember that this is a pre-release grrodie are continually refining
compatibility and performance. See “Areas Still én€onstruction” for more
information. If you have any suggestions on improgats or encounter problems with
compatibility in your environment, please reporgbtio Microsoft (see thBeta-1 Release
Notesfor details about how to do this).

We suggest installing this beta release in air@mment similar to what your users would
experience. You may want to install it over an gxgscopy of Windows or place it in a
separate subdirectory from your current versiowafdows. You cannot uninstall
Windows 95 if you install Windows 95 over your eiig copy of Windows.

After installing Windows 95, make sure your @amiment is properly configured. You
should look at the network clients and the prot@ral device driver settings (as detailed
in the Control Panel's Network tool), and ensuis these are compatible with your
environment. You should also install printers amatkgroup configurations from within
Windows 95, as appropriate. (For installation detaee Chapter 1, “Windows 95
Setup.”)

You should install all of the applications thaers run in your environment. Not only your
personal productivity applications, but your in-Bewapplications as well.

Install any network and/or systems managemeditwaie.

9. Test the operation of your software under Winsl@%. You should focus on compatibility

and features of Windows 95 rather than performaeeare continuing to do
performance tuning so performance tests today rmabeindicative of the level of

Beta-1 5
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performance you'll experience in the final prod€or testing details, see Chapter 10,
“Windows 95 Testing Guide.”)

After you test for compatibility, evaluate the n&atures in Windows 95. Take a look at our
desktop systems management, user profiles, paliRiesote Access, and Plug and Play
support. Take a look at the appropriate sectiotisigndocument to understand what each are
and how you could use them in your environment.

Areas Still Under Construction

This is the first technical beta release of Wind®wsWhile most of the base functionality is
present in this beta release of Windows 95, thexestill several areas that are under
construction and their present state is not egthegpresentative of the final Windows 95
product. For all practical purposes, Windows 9% ashole is under construction and various
components are likely to be changed or enhanced.

It is through feedback that we receive from Betassihat we drive the development efforts,
bug fixes, and functionality enhancements between and the time that Windows 95 is
shipped as final product. It is also based on faekiffrom Beta sites and analysis of the bugs
that are reported that final determinations areevato when Windows 95 will be released to
manufacturing.

One of the purposes for pre-releasing technical betsions of Windows 95 is to put the
product in the hands of experienced MS-DOS and Wirsdusers so they can provide
feedback to Microsoft about compatibility with thekiisting applications, device drivers, and
environment. While compatibility testing is beingrformed within the test labs at Microsoft,
it is through a technical beta release that thelyrbcan be tested with a breadth of different
application programs, network operating systems;IMS—based device drivers, Windows—
based device drivers, and hardware devices.

The following areas provided as part of this betaase will continue to receive close scrutiny
by the Windows 95 development team. Please keseprtimind while examining Windows
95:

* Performance.Use the final released version of Windows 95 caoaler than this beta
release, to formally test and report performandscising relative performance
improvements or degradations of a pre-final versibwindows 95 can be misleading to
end-users and may not properly reflect the truéopmance levels they will observe when
they try Windows 95 for themselves with the finabguct. Performance optimization is
something you can look forward to in the final pwod In a Microsoft product
development cycle, implementation of features amttionality are completed in the early
stages of development; code optimizations and pegoce tuning are refined towards the
latter phases.

6 Beta-1
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Compatibility. Use the final released version of Windows 95 coalier than this beta
release, to formally test and report compatibilgain, this is an area that is best tuned in
the latter stages of development and will not brieately represented for evaluation in

this beta release. Through the beta test proaesdbéck from users about running their set
of applications under Windows 95 is used by thestigpment team to ensure that
Windows 95 meets its final compatibility goals. Aisgues related to compatibility that are
identified while testing Windows 95 that resultdighavior different from that of MS-

DOS or Windows 3.1 should be reported as a bugapthe Windows 95 Beta

program.

User Interface Transition for Windows 3.1 UsersThe initial efforts for developing a
new easy-to-use interface for Windows 95 is focuetatew and novice users. During the
time after this beta release of Windows 95 anchthée wide-scale beta release, the shell
interface and development teams will focus on imm@isting migration aids to make it
easier for Windows 3.1 users to get up to speed Windows 95. Once advanced and
power users overcome the initial learning curvéhefnew Windows 95 user interface,
they will become quickly familiar and comfortablétwthe additional functionality offered
by the Windows 95 shell. The usability lab at M&wét and the interface designers
continue to work towards decreasing the time iesato transition experienced Windows
3.1 users, allowing them to discover the powekilfliéity, and robustness of Windows 95.

Beta-1 7






CHAPTER 1

Windows 95 Setup

With Windows 95’s Setup program, you can custoriiiedows 95 to suit the needs of your
organization. It's best to decide how you wantebugp Windows 95 before installation, but
you can also use the Setup program, the ContralPamnd other tools to customize Windows
95 after it's installed.

This chapter explains the setup and configuratyioas for Windows 95, and includes
information you’ll need to know to install and ubés version of Microsoft Windows 95.

In

This

Chapter You'll find answers to these questions in
this chapter:

e How do I install Windows 95 from the
network? (see page 12)

» How do I create a batch installation for
Windows 957 (see page 23)?

e How do I upgrade a Microsoft Network
Client? (see page 22)

e How do | install Windows 95 on a Novell
Network? (see page 22)

e How do I uninstall Windows 95?(see page
13)

Beta-1 9
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Pre-Installation Considerations

Before you install this beta release of Windowsy& should determine which version of
Windows, if any, is already on the computer you Waruse.

¢ If you have an alpha release of Windows 95 (sudi%)s you must not upgrade your
existing Windows 95 installation. Rather, you mshove your existing alpha version of
Windows 95 before installing this Beta-1 version.

e If you have Windows X or Windows for Workgroups.® you can either upgrade your
current installation to Windows 95 (the preferreetihod) or install this version of
Windows 95 in a new directory.

There are advantages and disadvantages to bath ofpnstallations. If you upgrade
from Windows to Windows 95, all of your previouspéipations will be migrated over to
work in your new Windows 95 environment. If youtalsWindows 95 to a new
directory, you must reinstall all of your Windowspdications before they will function
properly. If you choose to install Windows 95 iseparate directory, you can create a
dual-boot installation. This way, if you pre®bas your computer boots, MS-DOS wiill
start instead of Windows 95. If you upgrade youstig Windows 3X installation, the
dual-boot option is not available.

The table below describes the available optiond,hemw you should install Windows 95 to
enable them. Note that Windows 95 and Windows NTilMwerk properly together if you
currently have a dual-boot type of setup betweerD@S and Windows NT.

Install Upgrade existing
Windows 95 Windows 3.x installation

Feature to a new with Windows 95
Directory

Dual-boot Windows 95 and Windows  Yes* No

3.X

Migrate existing Windows application  No Yes

settings and files (without reinstalling)?

Dual-boot Windows 95 and Windows Yes Yes

NT

Previous MS-DOS directory left intact Yes No

* Requires MS-DOS version 5.0 or later
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Setting Up Windows 95 Beta-1

You can install Windows 95 Beta-1 from one of twoaises:

* Floppy disks. This is a standard floppy disk installation. Ingbe Setup disk in the disk
drive, change to that disk (for example, A:) angetyetup. Then follow the instructions on
the screen as the program prompts you for infolomatr more disks.

¢ CD-ROM. This installation follows the same procedure &sfkbppy disk installation, but
it is more convenient because there is no disk pimgpsince all the files are contained on
a single disc.

« Network. Setup from floppy disks or CD-ROM to a shared tmgaon the network for
others to use for setting up their workstationghuhesetup /aoption).

Setup Options

There are several options for starting the Wind®®@nstall process. Before you set up, it is
important to decide which kind of installation i®st appropriate for your organization. The
command line syntax for the setup command is:

setup[/d] [/i] [/id] [/nostart] [batch filg

Option Function

/d Does not check for disk space. This version of Winsl 95 uses
approximately 19 MB of hard disk space. The Setggmm generally
ensures that there is room on your hard disk befatalling, but not if you
use this option.

fi Ignores automatic hardware detection. The userhaile to check settings
and possibly make corrections on the System Infaamacreen during
Setup.

/id Doesn't use the existing version of Windows forupefThis option allows

you to set up Windows 95 in a directory that idetént than the one for the
existing Windows 3.1 installation. Keep in mindttifayou do install
Windows 95 to a different location, you may havedimstall the various
Windows applications to make them to work properiger Windows 95.

/nostart Copies a minimal installation of Windows 3.1 (cdlie Windows 3.1
standard mode stub) and then ends the Setup proghasnoption can be
useful for debugging potential Setup problems.

batch Specifies the batch file that contains Setup ogtidMith this option an
file administrator can customize an installation of VWiwd 95 to ensure
uniformity between various users and workstations.
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Local Versus Network Installation

Windows 95 can be installed either locally or frira network.

Local installation is probably the most common tgénstallation. In this case, all of the
Windows 95 system files are stored on a local kigskl. Setup copies all of the necessary
Windows 95 files into a temporary directory on tlser's computer and runs Setup from the
temporary directory.

In a network installation, floppy disks or CD-ROMen't necessary. The user connects to a
shared directory created by the administrator,thad runs Setup. For a network installation,
a user starts the computer and then connects shtired directory where the Windows 95
software is located. The Windows 95 software ismloaded from the server to the user’s
own computer, then Setup configures the user’s coen@according to predefined options set
by the administrator. (This assumes that the uggmnktworking software either on the hard
disk or on a bootable floppy disk.)

Support for Login Scripts

If you have a Microsoft Windows NT or Microsoft LAManager domain, you may already
be using login scripts. Currently, login scripte &nctional when centralized on a LAN
Manager server or a Window NT Advanced Server. hagripts are run after domain
validation occurs.

Batch Installation Support

An administrator can use the configuration optiohthe batch installation to create a hands-
free set up. This method also allows you to custerttie configuration of the Windows 95
desktop for all users installing from this sharetivork directory by specifying settings in a
batch file for one or more of the following:

¢ Windows directory e Mouse type
e User name * Keyboard type
¢« Company name * Network card (including driver type, IRQ, I/O,

base memory, and protocol type and settings)
This feature is not implemented for this beta.

« Allow the user to see the * Network (including network name and
“Customize” screen workgroup name)
This feature is not implemented for this beta.

e Computer name e Locale
This feature is not
implemented for this beta.
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Display type e Printers

For more information about configuring options fatch installation, see the “Batch
Installation” section later in this chapter.

Upgrading from Windows to Windows 95

To upgrade an existing computer from Windows or &fgins for Workgroups to Windows
95, follow these steps:

ok~ wbdpE

. Backup your hard drive to protect your datadsecof unforeseen problems.

Start Windows or Windows for Workgroups on yoamputer.

Insert the first Windows 95 setup floppy diskGi in the appropriate disk drive.
From File Manager, select the disk drive youdugestep 3.

Double-click Windows 95’s SETUP.EXE to run Setup

The Windows 95 Setup program runs entirely in giggmode from your existing Windows
or Windows for Workgroups installation and upgratles installation to Windows 95. All of
your current system settings (such as program gjcane automatically migrated to Windows
95. Setup also allows you to continue to use tippartied network configurations that you
had previously.

You can still run Setup from the MS-DOS prompt.

Uninstalling Windows 95

In case you need to remove Windows 95 from youd llaive, follow these steps:

1. Reboot your computer using a bootable MS-DOSB®x disk. Alternately, you can use

F4 to boot a previously-installed version of MS-D@8 poot from the Emergency Boot
Disk.

From the DOS prompt, type tegscommand for your C:\ drive.

Restore your pre-Windows 95 CONFIG.SYS and AUKBE.BAT files from your hard
disk or Emergency Boot Disk.

Note If you installed Windows 95 to a new directoryesk files are called
CONFIG.DOS and AUTOEXEC.DOS and are in the rootctiory of your boot drive. If
you upgraded a previous version of Windows hese files are called CONFIG.BAK and
AUTOEXEC.BAK and are in the root directory of yduwot drive.
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4. Delete the following files from C:\:

SULOGO.SYS SETUPLOG.TXT DETLOG.TXT BOOTLOG.TXT
WINBOOT.SYS SYSTEM XxXxx USER. xxx

5. Use thaleltree command to remove the directory tree into whicmdldiws 95 was
installed on your hard disk (for example, C:\WIND@V&nd all of its subdirectories and
files).

Caution This removes the whole Windows directory structémy information stored
by other applications in these directories willlbt. In addition, if you uninstall Windows
95, you will need to restore your original MS-DO®laVindows 3 configuration.

6. If you are using Windows NT or Windows NT AdvadcServer, do the following to
restore the original dual-boot configuration betaw&é¢indows NT and your previous
operating system:

* Use the Windows NT Setup Disk #1 to reboot your poter.
» Choose Repair.

*  When prompted, insert the Windows NT Emergency Rdpiak and choose to Repair
the Boot Files.

7. Restore your original MS-DOS and Windowsg &nfiguration.

About the Setup Process

There are two different ways to start the WindowsSetup program. The recommended way
to run Setup is from within your previous versidiindows (that is, Windows 3.1 or
Windows for Workgroups 3.1 or higher). This is gbksbecause Windows 95’s
SETUP.EXE is a Windows 3.1 application.

You can alternately run Windows 95 Setup from MSS$0

Note To run the Setup program from MS-DOS, you must$ieguMS-DOS version 3.3 or
later. To enable the dual-boot feature, you mustdirey MS-DOS version 5.0 or later.

If you choose to install Windows 95 from MS-DOSfi§eimports and runs a short
application called a stub (a Windows-like utiligguiring about 500K of conventional
memory). It is called a stub because its functityad limited to activating the essential
Windows portion of the installation. The stub onigies in real mode but launches the
installation process in protected mode. This stalisthe mini-version Windows 3.1 to run
the Windows 95 Setup program.
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The real-mode stub does the following:

1. Searches the user’s local hard disk(s) for pre/iversions of Windows>3.then if one is
found, asks the user if it is all right to statisthersion of Windows. With the user’s
approval, the real-mode stub starts the existimgior of Windows and then the Windows
version of Windows 95 Setup.

2. Performs minimum system checks to confirm thatdystem is capable of running
Windows 95 (that is, it ensures that there is ehaugmory and disk space, and that the
CPU and MS-DOS version are appropriate, for example

3. Checks for an installed XMS provider, and iristahe if one is not already present.
4. Detects problematic terminate-and-stay-resigesgrams (TSRs) and device drivers.

5. Installs the mini-Windows 3.1 components andstée mini-version of Windows 3.1 to
run the Windows 95 Setup program using the SHELLH3IE.EXE option.

Plug and Play Hardware Detection

One of the most helpful new features of Windowsd@5users is the support of a new
generation of hardware devices and peripheraled¢&lug and Play devices.

Plug and Play is both a design philosophy and afdeC architecture specifications. Plug and
Play is not proprietary to any one company; itisralependent set of specifications. These
standards may be followed by any company produocimgputer devices. The ultimate goal of
Plug and Play is to enable changes to a PC’s haedeamfiguration without needing the user
to change software settings. Device installatiavusthbe simple and fail-safe.

For devices, the installation is automatic—plugdkeice in, turn on the system, and it works.
With a Plug and Play system, the user can insert@move certain devices (such as
PCMCIA cards), or connect to or disconnect fronoakihg station or network, without
restarting the system or causing users to readfusitguration settings. The system figures out
the optimal configuration, and applications autdozdlly adjust to take full advantage of the
new configuration.

For example, suppose you have a new Plug and Btdyoc monitor. As soon as you
physically connect the card or monitor and turndbmputer’s power on, you're ready to go.
Or, suppose you have a portable computer withrieff@ommunications port. When you walk
into a room with an infrared printer, your computeautomatically configured to print to that
printer.
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The Plug and Play Detection Stage

Setup launches the Plug and Play hardware detettiolule that searches the computer to
detect its various hardware components. Once éotierr familiar component, Plug and Play
enters its configuration information into the Régiga hierarchical structure that replaces the
need for AUTOEXEC.BAT, CONFIG.SYS, and .INI filesd that Windows 95 will

incorporate it successfully each time the compstizts. Setup continues this until Plug and
Play has written all the information to the hardevaranch of the Registry. Using these
Registry settings, Setup uses its Generic Instal@rstall device drivers. Plug and Play
contributes by ensuring that the correct filesiaséalled and that the configuration options are
set properly.

For more information about the Registry, see ChiaptéDesktop Management and Remote
Administration.”

Note For a device to be properly detected and configutetbesn't necessarily need to be a
Plug and Play device. However, the informatiorhia following sections describes how Plug
and Play devices are detected.

Detecting and Configuring ISA Devices

The Plug and Play software optimally allocatesesystesources between the Plug and Play
cards and other devices in the system while raginb user intervention. The Plug and Play
ISA specification requires no changes to the IS8esyso Plug and Play ISA devices can run
on existing PCs.

Setup automatically configures Plug and Play ISA&lsas follows:

1. Setup puts all Plug and Play ISA cards in camfijon mode.

The Plug and Play software identifies and configutevices using a set of commands that are
run via three 8-bit 1/0 ports. A sequence of datdléd the initiation key) written to one
of the ports is used to enable the Plug and Plgig lon the card.

2. Setup isolates one Plug and Play ISA card imd@and assign a “handle” to each card.

All Plug and Play ISA cards respond to the samepld@ addresses, but each must be
assigned a unique address. The isolation proteas a unique number on each card (that
is, the EISA device ID and a serial number) todsmbne Plug and Play card at a time. As
each card is isolatk thePlug and Play software assigns a handle to the thsing this
handle is a relatively simple and efficient way floe operating system to select that
specific Plug and Play card.

3. Setup reads the card’s resource data strudutetérmine the card’s resource
requirements and capabilities.
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Each Plug and Play ISA card supports a read-oslyuree data structure that describes the
resources supported and those requested by thiofumon that card. The structure
supports the concept of multiple functions per k#d. For example, some audio cards
may provide sound generation, MIDI, joystick, and-ROM functions on a single card.
Each function is defined as a logical device.

Plug and Play resource information is providedefach logical device and each logical device
is independently configured through the Plug aray Btandard registers.

4. Setup allocates conflict-free resources to eacti.

Setup uses a process of resource arbitration &srdigte resource allocation to each ISA card,
then by using the command registers specifieddoheesource type, begins configuring
the ISA cards. If an ISA function isn’t reconfigbta, Setup assigns an equivalent resource
in place of the requested one. The resource datztiste informs the configuration
software that it cannot assign the requested resseuo other Plug and Play cards in the
system.

After the assignment of resources, an I/O conélietection mechanism may be invoked. This
mechanism provides a means to ensure that I/O re=®assigned are not in conflict with
standard ISA cards. The command set also suppditating or deactivating the
functions on the card.

5. Setup activates all Plug and Play ISA cardsrantbve them from configuration mode. To
re-enable configuration mode, the initiation keysirtoe reissued. This prevents the
configuration information from being accidentallased.

Setup Modularization

Early in the process, Setup copies everythinglitneied to a temporary directory on the
computer’s hard drive. From then on, Setup rungrtiallation entirely from the temporary
directory on the local hard disk.

The setup process now becomes very modular. Setwiews the computer not as a single
machine but as a collection of different devicegdéntifies the devices on the computer, then
uses the files it copied to the hard disk to rundbrresponding installation modules for those
devices. (If a device isn’'t found, Setup won't the corresponding installation module.)

Modifying the Boot Track

Finally, Setup modifies the boot records and thet bx@ck to point to WINBOOT.SYS. This
file takes the place of the MS-DOS files 10.SYS aE@DOS.SYS.
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Run Once

Run Once is a Setup process which occurs thdifinstWindows 95 is booted. This process
implements the initial configuration, online regéion, and modem detection. Run Once
launches printer setup, the tutorial, and custonviGEtup programs.

Note If Run Once fails, simply restart the computer.

Setup Failure Detection and Recovery

Setup creates some safeguards that you can uasdro€trouble during and after system
setup:

e The Setup Log

¢ The Detection Crash Recovery Log
¢ The Emergency Boot Disk

The following sections describe each of these seafebmechanisms.

The Setup Log

If something happens during Setup to cause ititotlfee best thing to do is to restart the Setup
program without deleting files or changing anythéise.

Setup creates an event log called SETUPLOG.TXharbot directory. If something causes
Setup to fail and you have to rerun it, Setup tisissevent log. The log shows Setup which
parts were successfully installed and if any failaccurred. In the case of a failure, Setup
notes where it occurred and uses that informaticavbid the same conflict.

The Detection Crash Recovery Log

Setup creates another recovery file called the diete Crash Recovery Log, DETLOG.TXT.
Setup uses this file to log the detection procésetup crashes during its detection phase, the
details are recorded for later recovery. As with BETUPLOG.TXT file, Setup uses the
information in DETLOG.TXT to avoid crashing twice the same problem by by-passing
known errors. By reading the Setup log file, Satigntifies which module caused the crash
and skips it, then proceeds with the next module.

Windows 95 Setup continues after almost any inpgion because the new Setup design
keeps the base files for the original version ofPISS, Windows, and networking software
intact until all new files are copied on the useystem. If Setup is interrupted, the system can
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still boot the user’s original MS-DOS, Windows, ametwork configuration. Then it will read
the Setup Log and Detection Crash Recovery Logcantinue the setup process. If you
reboot after a crash, you will be prompted to retu again.

After Setup has copied all of the Windows 95 filésnakes any changes required to allow
Windows 95's real-mode components to access thiedisks and then reboots. If Windows
95 fails to boot into real mode, Setup installs@ardefault CONFIG.SYS and
AUTOEXEC.BAT files and tries to restart again.

After Windows 95's real-mode components are iretigWIN.COM runs to start
automatically the full Windows 95 environment.

The Emergency Boot Disk

Setup provides one final safeguard—the Emergency Bs—which is created during the
initial stages of the setup process. If somethimgplens to the system which cannot be fixed
some other way, a user can reboot the computertitiEmergency Boot Disk to recover.

Converting Program Manager Groups

If you choose to upgrade your existing Windowsistallation with Windows 95, the Setup
application converts all Windows 3.1 Program Mamageups to folders inside the Programs
folder on the Windows 95 Start button. These faddwm be opened or explored to find the
applications previously contained in them. Wind®&swill automatically create a Shortcut
for each original icon you had for each applicatimaer your previous version of Windows.

For more information on navigating the user integfan Windows 95, see Chapter 4, “The
Windows 95 User Interface.”

Windows 95 Configuration Options

Unlike previous versions of Windows, Windows 95agpes all configuration settings into
two types:

* User-specific settings describe a user’s prefeerstech as screen colors and application
options.

e Computer-specific settings describe the hardwadenatwork configurations that have to
do with a particular computer. These include whddkrers to use and their settings.

Because it makes this distinction, users sharicgnaputer can each have a separate set of
configuration settings. Likewise, a user who moaesind among several computers on a
network can use a single set of configurationsgstfor each of the computers he or she uses.
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Thus, a user-specific settings, collectively cabeaser’s profile, travel with the user. (In the
latter case, the user profile must reside on ttwaor& server. You will need to reserve
approximately 16K per user profile.)

For details on how to define user profiles, seepfra7, “Desktop Management and Remote
Administration.”

System Policy Editor

Windows 95 also has the ability to allow adminiira to set user or computer settings for an
entire network from a centralized location. Admirasors can control network options such as
preferred server, domain logon, peer services,sadeethe Control Panel, ability to access
network resources, or even background screen ddben you use this feature, you must
store approximately 200K of data on a network setwevhich all users have access.

For details on how to use the System Policy Edgee, Chapter 7, “Desktop Management and
Remote Administration.”

Setting Up Windows 95 for Mobile Users

Windows 95 includes a number of features that nmadkile computing easier. One key
feature is Remote Access. This feature allowsidiakcess to your Windows 95 network and
can be configured in several different ways, dep&ndn your security requirements. For
example, you can restrict access of dial-in useesgingle computer, or you can allow them
access to some or all of the shared resourcesuwmgdwork.

Windows 95’s Remote Access client software worksdnjunction with many different back-
end servers, including these:

¢ Another Windows 95 computer

« A Windows NT or Windows NT Advanced Server versih RAS server

¢ A Windows NT version 3.5 Point-to-Point ProtocoP@®) server

¢ A Microsoft LAN Manager RAS gateway

¢ A Novell IPXWAN server

¢ A Shiva dial-up router

¢ Other third-party PPP servers

Once connected to a Remote Access server, a reaoteccess any resource available to the
server. In addition, if the client computer has R protocol loaded, it can simultaneously
access both Novell® NetWare® and Windows 95 semsirgy IPX.
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When setting up a Windows 95 network for accessiblile users, be sure to consider any
special needs your mobile users may have relatadttork topology and architecture. For
example, suppose you have a mobile user uses dA @fjlication to access to several
different LANSs. If that application requires a ftkénternet address to work properly, you
would need configure network routers for mobilestPthat the required address could be used
on multiple LANSs.

Similarly, if a mobile user had an IPX/SPX applioatthat required a fixed network number,
you would need to adjust the network routers fof tButing. For more information about
mobile computing with Windows 95, see Chapter 8ptiile Services In Windows 95.”

Hardware and Software Requirements

The following table describes the basic hardwageirements for Microsoft Windows 95:

Component Windows 95

Computer 386SX processor (or higher) with high-atgrioppy-disk drive
and hard-disk drive.

Memory At least 4 MB of RAM; more is recommended.

Disk space 30 MB of free hard-disk space is reconued. 14 MB of hard

disk space is required for a minimal installati®he full
installation requires 19 MB of hard disk space. ¥ag0 need at
least 5 MB free for your swapfile.

Video display Video graphics adapter (VGA) or SUGE&A monitor
(recommended).
Modem To use Remote Access.

Windows 95 also requires the following MS-DOS aedivork software:
¢ You will need MS-DOS version 3.3 or later. The teersion (6) is recommended. (To
check your version, typeer at the command prompt.)

* Windows 95 comes with client and peer-sharing ngtwoftware for both Microsoft
Network and Novell NetWare networks. In additionindbws 95 supports the network
software of several third-party vendors using thieddws 3.1 compatible network drivers.
For more information, see Chapter 3, “Network Inign.”

Windows 95 Setup automatically upgrades the folhmwietwork clients to use the Windows
95 Microsoft Network client software:

¢ Microsoft LAN Manager for DOS
¢ Microsoft Windows for Workgroups
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* Microsoft Workgroup Connection

Before running Setup, be sure that the networlatBeftware is correctly installed and is
running. Verify network connectivity by connectit@a server before running Setup.

For more information on networking with Windows $&e Chapter 2, “Networking Basics”
and Chapter 3, “Network Integration.”

Upgrading a Microsoft Network Client

As mentioned in the preceding “Hardware and So#Requirements” section, Windows 95
Setup upgrades Microsoft Network clients to thesigar shipped with Windows 95. When it
performs the upgrade, the following informatioraigomatically migrated to Windows 95:

Supported in this beta Not supported in this beta
Computer name File sharing options
Workgroup name LAN Manager logon
Logon domain name Printer sharing options
Comment Priority

Enable sharing (on or off)

In this beta release, Windows 95 Setup will notratig any shared resource definitions, any
persistent connections (per CONNECT.DAT), nor aghyigistrative options (per
ADMIN.CFG).

Installing Windows 95 on a Novell Network

When Setup detects Novell NetWare, it automatidaigs to install the Microsoft Client for
NetWare software. This gives users full 32-bit podéd-mode NetWare connectivity. In
general, Setup will replace the network adaptearedriprotocol, and shell with protected-
mode components. If it detects Btrieve or LAN Wddqe, however, Setup replaces only the
shell. Setup also replaces Novell's NetBIOS suppoogram with the 32-bit IPX/SPX-
compatible NetBIOS support driver, NWNBLINK. In dtidn, Setup upgrades Cheyenne
ARCserve and Arcada’s Backup Exec backup ageritetaew Windows 95 version.

Users can use the Custom Network dialog box infSetwverride the default settings. From
this dialog box, simply remove the Microsoft Clidat NetWare and add the appropriate
Novell NetWare client.

For more information about installing Windows 95 fize with a Novell NetWare network,
see Chapter 3, “Network Integration.” For more infation about Cheyenne ARCserve and
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Arcada’s Backup Exec backup agents, see ChaptBregktop Management and Remote
Administration.

Installed Windows 95 Files and Directories

The following shows the directory and file struetdior a default Windows 95 installation.

c:\ c:\windows c:\windows
winboot.sys \command win.ini
autoexec.bat \fonts system.ini
config.sys \help *.plw
setuplog.txt \hypetrm *.ini
detlog.txt \inf drwatson.log
bootlog.txt \media win386.swp
sulogo.sys \online user.dat
system.dat \pif real - nnde network software

\programs himem.sys
\start menu ifship.sys
\syshckup win.com
\system

\iosysbus

\viewers

\vmm32

\winboot

Batch Installation

Here is a list of the items you can currently cleaimga Setup batch file:

¢ Optional components that Setup will install

* System settings (such as the display monitor)
¢ Install directory

¢ Name and organization

« Network settings (not in this beta)

The following are samples of individual sectionghivi a Setup batch file. A line that begins
with a semicolon is a comment.

[OptionalComponents]

; This section contains the descriptions you see in the
; OC dialog, followed by a 1/0 - install/don’t.

; These strings can change, and localize.
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[System]

; This allows you to modify _some_ of the system se ttings. It is based
; on classes, and the following classes are ‘'recogn ized'
; The following are inf driven

; Power

; Locale

; Machine

; PenWindows

; Tablet

; eg Tablet=WACOM_510_COM2

; the following use descriptions

; Keyboard

; Monitor

; Display

; Mouse

; eg Mouse="No mouse"

; The choice must be in the list of compatible devi ces for that class.
; Again these strings can change and localize.

; The entry

; DisplChar=ColourDepth,X,Y

; can be used to set the initial video characterist ics

[Setup]
; Express = [0/1] ; To skip being asking you the majority of questions.
; InstallDir = <where Windows 95 is to clean install to>

[NameAndOrg]

; Name=<string>

; Org=<string>

; If the user is to be shown the GetNameAndOrg dial og
; Display=[0/1]

Maintenance

In previous versions of Microsoft Windows, you ntained your Windows installation with
the Setup icon in the Main group of Program ManalgeWindows 95, all of the system
configuration changes can be made through the Gldpémel folder.

Note You cannot add optional components after initiligen this release. You must rerun
Setup to install additional components.
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Networking Basics

Windows 95 includes a modular, open networking iéecture which allows you to use
highly-efficient interchangeable components that Iseit the way you use networks in your
corporation. This chapter describes the main elésrafithat architecture and describes how
this design helps to make Windows 95’s networkiapabilities versatile.

The key design points of Windows 95’s networkinghgtiecture include the following:

Fast, 32-bit VxDs Windows 95’s networking components are built as &gins Virtual
Device Drivers (VxDs). VxDs are 32-bit, and haveaomventional memory footprint. In
addition, since the operating system and the dedrigers are all running in protected-
mode, network I/O performance is 50 to 200% fattan Windows 3.1 because there’s
no more overhead for mode switching between pretecind real-mode operation.

Reliable. Since Windows 95’s networking components runrtgcted-mode and are
designed to a well-defined set of interfaces, tr@ymore reliable than real-mode
network components. Today's real-mode network camepts can conflict in memory or
attempt to exclusively chain the same set of infgs, which in turns leads to system
hangs or error conditions. Windows 95 arbitratesttrdware resource allocation so that
these errors won't occur with protected-mode neftvemmponents.

Modular, Open Design Windows 95’s networking architecture is highlydodar, and
includes a new Network Provider Interface, an lfedbée File System interface, and an
enhanced version of Network Driver Interface Speaifon version 3.1 which has been
enhanced for Plug and Play support.

Multiple Network Support . Windows 95 is designed to accept multiple network
providers, multiple network redirectors writtenthe IFS interface, and multiple NDIS
drivers as needed.

Multiple Protocol Support. Windows 95's protocol is one of the NDIS componefitse
NDIS interface enables Microsoft and third part@egdependently write network
adapter drivers and protocol stacks for Windows$hah coexist well. Windows 95
includes built-in support for IPX/SPX, TCP/IP, aNdtBEUI.

Plug and Play EnabledAll of Windows 95’s networking components are desid for
dynamic Plug and Play operation. For example, véehBXCMCIA network adapter is
inserted, the NDIS 3.1 network card driver is awttoally loaded, and the network is
available. Likewise, if the PCMCIA network cardreamoved, or the network cable is
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removed, Windows 95 will not hang as many real-moeksvorks do, but will notify any
applications using the network that it's no longeailable and will continue to run.

Windows 95’s Networking Architecture

The following figure provides an overview the netiwarchitecture built into Windows 95.

Application
interface

Network
providers

Redirectors

Transport
programming
interface

Transport
protocol

Device driver
interface

| Win32 Winnet interface || Win32 print APls |

Windows NP/PP

Winnet 16 Nﬁgys;e

IFS Manager

(SMB)

Windows networking NetWare-compatible

(NCP)

<&—\Vindows Sockets —®
4——NetBIOS —M—»

NetBEUI | [ IPX/SPX TCP/IP
| NDIS 3.1
[ NDIS20 ][ obi ]

The following sections describe key aspects ofdhihitecture, including:

The Network Provider Interface, which provides supfor concurrent network servers

The Installable File System, which provides supfamrimultiple redirectors

NDIS 3.1, which provides support for multiple protés and ODI

Network Provider Interface:
Support for Concurrent Network Servers

Windows 95 has an open, modular Network Providesrface (NPI) to allow multiple
network support to be installed in Windows 95 staméously. The NPI enables Microsoft or
any third party network provider to integrate vdrieetwork services seamlessly into
Windows 95. Key benefits of the NPI are:

« An open interface that allows any network vendosupply tightly integrated support for
their network servers in Windows 95

26
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¢ Access and management of all supported networksigfrthe Windows 95 Network
Neighborhood user interface

The NPI abstracts the network services for the \WMiwvgl95 user interface components, as well
as the various Windows 95 network and desktop nme&magt components. The NPI consists
of two parts—the network provider API and the netvoroviders. The network provider API
is a single, well-defined set of APl used by Windd®b to request network services such as
browse servers, connect and disconnect to seiyeesie a print job, and so on. These
requests are then passed to the network provitibesnetwork provider layer sits below the
API layer, and provides the needed network speséiwices. Conceptually, this model is
similar to the design of Windows 95’s various dewilriver interfaces, a well-defined set of
interfaces used by the operating system, and tiveces provided by a device driver often
written by a third party that honors the request.

One example of user visible support from the NP loa illustrated when specifying server
name strings. For example, Microsoft compatiblevoeis use the Universal Naming
Convention (UNC) which appears in this form:

\\server-nameshare-name
However, NetWare servers are specified in this form
server-nam&olume-namalirectory-name

Under Windows 95, when a request is made to contaexspecific server, the call is passed
to the respective network providers which will @atty parse the syntax of their server name
strings. This means that users need not be awdhesd differences.

Installable File System Interface:
Support for Multiple Network Redirectors

In addition to managing file systems, Windows 96'&tallable File System (IFS) provides
support for multiple network redirectors.

Windows 95's IFS interface is a well-defined sefA®fis that are used to implement all file
systems in the operating system including VFAT KB2AT) and CD-ROM file systems. The
Windows 95 IFS implementation is functionally sianito the IFS implementations on
Windows for Workgroups and Windows NT.

For networking, the IFS is used to implement nekwedirectors. The IFS offers a number of
key benefits for Windows 95 network redirectors:

¢ Designed for multiple redirector support
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¢ Increased reliability, the IFS model arbitrateorese requests, removing the source of
many real-mode redirector conflicts

« Improved performance, network redirectors will bigrfeom the unified IFS cache making
available client side network redirector caching

The IFS consists of a set of file system APIs aradiable File System Drivers (FSDs).
Multiple FSDs can be resident in the system simeltausly. The FSDs provide the logic
necessary for the file system to provide a considtegical view of devices, and arbitrates
access, update, and control of devices consisfingrg different physical media types. For
network redirectors, the FSD provides mechanisnhisdate, open, read, write, and delete
files, as well as services such as named pipesnaildlots.

Both Microsoft supplied Microsoft Network Clientéthe Novell Compatible Client are
implemented as IFS FSDs and there are many thitg-patwork vendors currently working
on IFS FSD redirectors.

NDIS 3.1: Support for Multiple Protocols and ODI

The Network Driver Interface Specification (NDIS9rgion 3.1 is a superset of the NDIS 3.0
functionality that exists for Windows NT and WindeWor Workgroups 3.11. NDIS support
in Windows 95 includes support for multiple prottscand ODI.

NDIS 3.1 has enhancements for Windows 95 in twodtegs:

¢ Plug and Play enhancements to the Protocol MarsagkMedia Access Control (MAC)
layer that enables network drivers to be dynanydatided and unloaded

¢ A new NDIS mini-driver model, the Windows 95 miningers are binary compatible with
Windows NT Daytona’s mini-driver implementation.&'NDIS mini-driver model is
similar to the driver models implemented for pristadisk drivers, and display drivers.

An NDIS 3.1 stack is composed of three componertspahe protocol, the MAC or mini-

port, and the mini-port wrapper. NDIS contains phetocol manager which loads and unloads
the protocol. This manager can manage multipleoga$ loaded simultaneously. Just below
is either the MAC or mini-driver wrapper, if usingini-drivers. Multiple MACs or mini-

drivers can be loaded in systems that have multipte/ork adapter cards loaded. Finally, the
mini-port wrapper layer below the mini-port doesapping of Windows NT Hardware
Abstraction Layer (HAL) layer APIs for 1/O.
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Novell NetWare Integration

Windows 95 provides a complete, Microsoft supphgidrosoft Client for NetWare. This
client can be installed as the default network supfor Windows 95, or it can coexist with
the Microsoft Network client. The Microsoft Cliefar NetWare for Windows provides
interoperability with NetWare. and 4x servers.

Windows 95 can also run on top of the existing NldMetWare 3x or 4.x clients, the NETX

or VLM shells. This support is intended to helptonsers make the transition from their real-
mode network to Windows 95’s fully 32-bit protectedde implementation in smaller steps if
necessary.

The client is fully implemented as 32-bit virtuauice driver components. The client runs in
protected-mode and designed for operation in aitasking environment, hence will be much
more robust than real-mode networking componentsuBning in protected-mode, the
drivers take no MS-DOS conventional memory space.

The Microsoft Client for NetWare is enabled for ¢lnd Play, meaning that it's possible on a
portable system to hot-dock or undock a notebookpeder and have the networking support
properly load and unload, without hanging the syst€his will also function in the same
fashion for the emerging market of PCMCIA netwoakds. One easy way to understand how
this work is to disconnect the network cable fromiyWindows 95 PC, and the system
continues to function. In real-mode networks, t@sses the system to hang.

Logon to Windows 95 is linked to either a NetWanreBindery, or 4x NDS. This logs the
user onto the Windows 95 system and to their predeNet\Ware server.

The Windows 95 Microsoft Client for NetWare candand run NetWare command line
utilities. It also supports the MS-DOS level Netwa&Pls, and the 16-bit Windows DLLs that
NetWare supplies can be run with the Microsoft @lier NetWare.

Microsoft File and Print Services for NetWare

Windows 95 provides File and Print Services for\Wate clients. These services provide
sharing for local files and printers on the Windd@&ssystem. During Windows 95 installation
and via the Network Control Panel tool the optiepiovided to install either the Microsoft
file and print services or the Microsoft file andrp services for NetWare. Windows 95's File
and Print Services for NetWare are meant to wooimcert with an existing Novell NetWare
server and add complementary sharing services.

For the Microsoft File and Print Service for NetWao be activated there must be a Novell
NetWare server on the network. Without this serskaring cannot be enabled Microsoft’s
File and Print Services for NetWare because ofpiass-through security” model.
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User-level security is implemented using the Net\&arvers security authority namely the
Bindery or the NDS, hence “passing through” thedadion of users to the NetWare server.
Before sharing is enabled, a NetWare server muspbeified via the Security Control Panel
tool. For more information on using and configuruggr-level security, see Chapter 6,
“Windows 95 Security.”

NetWare 4.x Support

Windows 95'’s client has support for logging intaldrowsing the NetWarexiNetWare
Directory Services (NDS). This means that the Msofo Client for NetWare is able to logon
into the NDS tree, connect to the NetWaneMDS tree, and navigate the tree. Accessing the
tree is simple, start in the Network Neighborhoad aelect a NetWarexXINDS tree.

The initial contents of the Network Neighborhood #re network resource contained in the
Organizational Unit (OU) context that the user.sT¢ould include NetWare servers or any
other services contained within the OU. By doubieking the server icons, the user can
further browse for resources contained on thiseserv

NetWare API Support

The Microsoft Client for NetWare includes suppant both the MS-DOS APIs and Windows
APls defined by Novell. Both of the 16-bit NovelLDs for Windows—NWNET.DLL and
NWCALLS.DLL DLLs—can be run with the Microsoft Cliefor NetWare. This ensures
compatibility of any MS-DOS or Windows applicatioasd utilities that are NetWare-aware
will run compatibly with the Microsoft Client for &Ware.

For more information about integrating Windows @ &lovell NetWare, see Chapter 3,
“Network Integration.”

Microsoft Network Integration

Windows 95 includes a network client that implernsesupport for Microsoft Network
functionality. This allows Windows 95 to connectindows for Workgroups, Windows NT
Advanced Server, LAN Manager and interoperate \@i®'s LAN Server, DEC®
Pathworkd", AT&T O StarLAN, and LAN Manager for UNIX®, as well as ettSMB-
compatible networks.

The Microsoft Network client is implemented as #lexiion of 32-bit, protected-mode
components. The network provider, redirector, amdIN3.1 drivers are implemented as
VxDs, and hence provide great performance sincedhgonents execute in protected-mode
without the overhead of switching to real-mode. Tibavork provider includes the
implementation of Windows 95 client-side cachingddditional performance boost. The
client has higher reliability than real-mode comguats, it is designed for operation in a multi-
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tasking environment and the components run in kétimg O context, hence they can't be
touched by errant Windows applications like readmaetworks. And finally, since they run
in protected-mode, they have no conventional merfaotprint.

The client is enabled for key Windows 95 featuiles long filenames, links, auto-reconnect
to servers, Point and Print, Plug and Play, arefjiieted tightly into the Windows 95 shell via
the NPI discussed previously. The client is protéedependent, it can use IPX/SPX (the
default installed protocol), TCP/IP, or NetBEUI.

The client provides full interoperability with Wingis for Workgroups, Windows NT
Advanced Server, LAN Manager, and LAN Manager foiX. It also provides compatibility
with AT&T StarLAN, IBM LAN Server, 3Corl 3+Opefil and 3+Sharfé and DEC
Pathworks.

Protocol Support

The protocols shipped with Windows 95 are impleradras 32-bit protected-mode NDIS
components. Windows 95 can support multiple prdosimnultaneously. Protocol stacks can
be shared among the networks that are installednfexample, a single TCP/IP protocol
stack can service both the needs of the Windows/diks client and the Microsoft Client for
NetWare.

All three protocols included with Windows 95 (IPX@%, TCP/IP, and NetBEUI) are Plug
and Play enabled. This means that if the netwodkéssailable either due to undocking a
notebook PC, or removal of a PCMCIA network cang, ¥Vindows 95 system continues to
run. The protocol stacks will unload themselvesrdftaving notified any dependent
applications that they will be unloaded from thetsyn. Additionally, this also means
protocols can automatically be loaded.

IPX/SPX

The IPX/SPX stack is compatible with the Novell Wetre IPX/SPX implementation. This
protocol stack can be used to communicate to eidetWare server, or a Daytona Windows
NT Advanced Server. This protocol is routable, ailtirun compatibly on most network
infrastructure (such as bridges, routers, and sptloat are designed for IPX/SPX routing.
Windows 95’s IPX/SPX protocol includes support fpacket burst” which can offer

improved network performance.

One enhancement made to the Microsoft IPX/SPX implgation is Windows Sockets
programming interface support. The Windows Sockeesface is supported using IPX/SPX
as the protocol. Hence, any WinSock applicatiomsraa on top of IPX/SPX with Windows
95. Support is provided for only Win32 WinSock dpations.

The Windows 95 IPX/SPX implementation also has supfor the NetBIOS programming
interface.
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TCP/IP

For connectivity to the Internet, and for many @rgtions implementation of an industry
standard network protocol, TCP/IP is becoming widelcepted. Windows 95’s
implementation of TCP/IP is a 32-bit, high-perfomoa VXD which consumes no
conventional memory.

Windows 95 includes a full TCP/IP implementatioattincludes several of the more
commonly used command line utilities, includingne] ftp, arp, ping, route, netstat, nbstat,
ipconfig, tftp, rexec, rcp, rsh, and traceroute.

The Windows 95 TCP/IP protocol support includeswWiadows Sockets programming
interface, and includes a WinSock DLL. Supportrisvided for both 16-bit WinSock (for
compatibility with existing WinSock applicationsh@32-bit WinSock (for Win32 WinSock
applications).

A NetBIOS programming interface support is alsopdigpl with the TCP/IP support.

Dynamic Host Configuration Protocol Support

In an effort to make implementation of the TCP/IBtpcol more manageable, Microsoft,
working with other industry leaders, created a laokl-compatible bootp mechanism for
automatically allocating IP addresses. The Dynatiaist Configuration Protocol (DHCP)
runs from a Windows NT DHCP server, which in tulb@ates a network manager. In a
centralized location on the network, the networkagger automatically establishes a range of
IP addresses per subnet for any Windows 95 TCHARtcequesting and address. DHCP
also allows the network manager to centrally eihla “lease time”-how long the allocated
IP address is to remain valid. Unlike bootp, thdrads allocation is dynamic, not
preconfigured. In this fashion it's possible to radkom subnet to subnet and always have a
valid IP address mask. Windows 95 includes a iggautflity that a user or administrator can
use to quickly examine the IP address allocatedeldime information, and other useful data
about the DHCP allocation, as shown below.

Windows IP Configuration Version 0.1
HostName.......:
DNS Servers......:
DNS Lookup Order. . . . :
Node Type .. .....: Mixed
NetBIOS Scope ID. . . . :
IP Routing Enabled. . . : No
WINS Proxy Enabled. . . : No
WINS Resolution For Windows Sockets Applications E nabled : No
DNS Resolution For Windows Networking Applications Enabled : No

Adapter Address 00-AA-00-18-B0-C4:

DHCP Enabled. . ....: Yes
IP Address. . .....:11.105.43.177
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Subnet Mask . .. ...:255.255.0.0
Default Gateway . . ..:11.105.0.1
DHCP Server......:11.105.43.157

Primary WINS Server . . : 11.101.13.53

Secondary WINS Server . : 11.101.12.198

Lease Obtained. . . .. : Tue 10th. May 1994 6:44: 40 am
Lease Expires . .. ..: Wed 11th. May 1994 6:44: 40 am

DHCP support can be specified when you install Wmel 95, or enabled via the Network
Control Panel. If the user prefers, a “hand-enteliedddress can be used and DHCP support
can be disabled.

Windows Internet Naming Service Support

The Windows 95 TCP/IP protocol stack lets the es@ose to install support for either the
Windows NT Windows Internet Naming Service (WINS$)}tloe OSF DCE Domain Naming
Service (DNS). The naming services provides narselugon by binding the node name and
the currently allocated IP address. This providesbrrect addressing of any requests for
resources from a node anywhere on the network,rttiisnizing the amount of network

traffic to locate the node on the network. Wind@&ssupports a single DNS server and up to
two WINS servers.

NetBEUI

Windows 95 provides a NetBEUI protocol stack thatsnpatible with existing networks that
use NetBEUI. This provides compatibility with Wings for Workgroups, Windows NT
Advanced Server, LAN Manager, and other networkBle#BIOS programming interface is
also supported.

Long Filename Support

Windows 95'’s network clients include long filenamgport. If the network server to which
the Windows 95 system is connected supports Idagdimes, then filenames on the server
will include identical support to Windows 95's Iddang filename support.(On some servers,
however, the length of filenames and restrictedattars may differ from Windows 95's.)
This means that it's possible to have long filenamgport on both the Windows NT
Advanced Server and NetWare servers if the searerproperly configured.
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CHAPTER 3

Network Integration

Windows 95 includes the networking components tteat your computer with existing
Windows NT, LAN Manager, and Novell NetWare netwsarkou can also connect to other
third-party networks.

This chapter describes how to configure Windows$®d®ork within your networking
environment.

In
This
Chapter

You'll find answers to these questions in
this chapter:

e How do I install Windows 95 to work with
Windows NT or LAN Manager?
(see page 40)

e How do I install Windows 95 to connect to
Novell NetWare? (see page 41)

e How do I install Windows 95 to work with
other networks? (see page 49)

e How do | add the Microsoft Network Client
in addition to a third-party client?
(see page 51)
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Connectivity With Multiple Network Servers

Windows 95 is designed to support concurrent conication with several different

networks. For example, a user’s workstation careltnnections to Windows 95 servers,
Windows NT servers, NetWare servers, and the |atalh at the same time. This capability is
available because of Windows 95’s modular Netwadvier Interface, which is described

in Chapter 2, “Networking Basics.”

Windows 95 includes several components you carnausennect with other networks:

¢ Microsoft Networking Client (for use with WindowsTNand LAN Manager networks)
« Microsoft Network File and Print Sharing

¢ Microsoft Client for NetWare

¢ Microsoft File and Print Sharing for NetWare

These components are discussed in the sectiorsl Caitegrating with Windows NT and
LAN Manager” and “Integrating with Novell NetWaréter in this chapter.

In addition, this beta release of Windows 95 sufsptbre following third-party network
clients:

¢ Artisoft LANtastic version 5.0 and greater

* Banyan® VINES® version 5.52 and greater

¢ Beame and Whiteside BW-NFS 3.0c and greater

« DEC Pathworks version 4.1 and greater (installeal psotocol)

« DEC Pathworks version 5.0 and greater (installea potocol)

« Novell NetWare version 3.11 and greater

¢ SunSelect PC-NFS® version 5.0 and greater

¢ TCS 10-Net versions version 4.1 or greater

Most of these network clients can be installed gaith any Microsoft networking
component (Microsoft Networking Client, Microsofti€ht for NetWare, Microsoft Network
File and Print Sharing, Microsoft File and Printaihg for NetWare). Windows 95 does not
include the files for these networks; you must obtem from the vendor. Windows 95 does
include the support necessary to work with these@orking components.

You must have the third-party network installed amshing before installing Windows 95. In
this case, Setup should detect the network ancchdbse to install support for it by default.
You can check this during Custom Setup by clickirwork Options.
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For more information about these third-party nekdrents, see “Support for Other
Networks.”

General Network Configuration Options for Windows

95

All networking options for Windows 95 are availalteough the Network icon of Control
Panel. When you double-click the Network icon pitsperty sheets are displayed. From these
three property sheets, you can set network optiadsconfigure properties of:

¢ Configuration

« |dentification

e Security

From the Configuration property sheet, you canigomé information about the user’s client
software, network adapter card driver, protocodl peer service.

™ Network 2 | x|
Conhguration Identificationl Securityl

Client [allows you to access other computers]:

Microzoft clent for Metw are

(54 Adapter [device that connects you ta the netwark];

DEC [DEZ201) Etherwforks Tubo/ TP Adapter... |

T Protocols [the language the maching speaks):

[MS ITGE] Ungermann-Bass xHS «|  Protocal.
PSP -compatible Protocal far Windows[1,0,0) —l
Microsct NetgEL] -

Semvices [allows you to share files/printers]:

Microzaft Metwork file and print sharing Service... |

Ok | Cancel | &ppl}lNowl

« The Client option installs client software for trerious types of networks on your

network. You can use either a 32-bit compatiblertliwhich needs no real-mode

Beta-1 37



Microsoft Windows 95 Resource Kit

components, or older real-mode components. There gnit to the number of 32-bit
network clients you can install, but you can hamly @ne real-mode client installed at a
time. Some networks are supported only as primatyarks. See at the section called
“Support for Other Networks” for any specifics abmstalling your network client
software to run with Windows 95.

e The Adapter option lets you install drivers for tretwork adapter cards that are installed
in your computer. You can select the type of drieeuse (enhanced-mode NDIS, real-
mode NDIS, or ODI), specify the resources the cgalsare using (such as I/O, IRQ, and
transceiver type), and define bindings and oth¢inogp for the card.

« The Protocol option lets you install protocols &ed related options and bindings.

Note This beta release does not support installing ewhdit protocols or network adapter
cards.

¢ The Service option lets you specify which type eépservice you want to run and allows
you to install and configure other types of sersjcich as backup agents and additional
print services.

From the Identification property sheet, you carcefgehe computer name, workgroup, and
description for a computer.

™ Network EHE

Configuration  ldenthcabon | Security |

windows uzes the following information to identify your
computer on the network, Pleaze enter a name for thiz
computer and the warkgroup it will appear in.

Computer Hame: IMACHINE'I

Workgroup: ITESTEHS

Deseriptior: [ Test computer in Lab #1 |

From the Security property sheet, you can spedifgtirer you will be using either share-level
security or information from a Windows NT or LAN Mager domain, or from a NetWare 3.
Bindery.
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™ Network EE

Cnnfigurationl |dentification :

r— Contral access to shared resources using:

<% Share-Level Security

Alloves you to supply a password for each shared
Tesounce,

< Userlevel Security

Allowws pou o zpecify uzers and groups who have
access bo each shared rezource.

[WEtait ek ek users atd| graums. from:

i

If you are running Microsoft Networking peer semgcyou will have the option for either
share-level and user-level security. If you aregidlovell peer services you can only use
user-level security.

Share-level security creates a secure computingagmment by allowing system
administrators or users to protect shared netweskurces by assigning a password to
network share names. For example, after a systemmasdrator assigns a password to a
network share, the user who wants to access arfitbe protected shared resource must type
in the appropriate password to access it. If tlreeshresource is not password-protected,
everyone with access to the network has full acte#sat resource.

User-level security creates a tightly secured cdmgienvironment by requiring each user on
the network to have a type of identification. Wing095 uses pass-through authentication,
meaning that another server authenticates useuatiodormation. Each user has a user name
and password which must be authenticated by theonk's security database to determine
which privileges the user has on the network. Wéneser tries to access a shared network
resource, the user’'s name and password are pastedlduthenticating server for
authentication of the account. The authenticaterges responds by telling the Windows 95
computer whether or not the account was validalidy the Windows 95 computer uses the
user name to determine permissions for any givaneshresource.

For more information about user-level security imidws 95, see Chapter 6, “Windows 95
Security.”

Resource Sharing and Permissions

The ability to share resources in Windows 95 isgrdited into the Windows 95 shell. To
share a resource, you can simply use the secongarge button to click (“right-click”) the
resource to be shared, then choose to displayrtpepy sheet for that resource. When you
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select the Share property sheet, you'll see e#tehare-Level Security or User-Level Security
property sheet, as appropriate.

If you are using the Share-Level Security propshget, you can assign one or more
passwords to a shared resource and, for each paksledine the level of access for that
resource. Then, when a user tries to access theroesby typing a password, the server
compares the password that the user typed withakswords defined on the server for
access, and if it finds a match, grants the appatgpaccess level to the user for the resource.

If you are using the User-Level Security propeftget, you can assign a hame to the resource,
then specify which users will have which level otess to that resource. Then when a user
tries to access the resource, the server checks#nts security information to see if he or she
is allowed access to the resource. This user ataafonmation is located on either a

Windows NT Advanced Server or a NovelkBindery or a 4« computer running Bindery
emulation. (This information can also be foundhia Security property sheet of the Network
Properties tool.)

Integrating with Windows NT and LAN Manager

Windows 95 was built to be a great desktop clienM/indows NT. Support for features such
as domain security and peer services help to isertf®e ability to transfer information easily
with little user interaction. The Microsoft Netwo€ldient for Windows 95 is a 32-bit
implementation which provides users with fasterrenmobust, and more reliable network
access. It also gives users the ability to accesgank resources as easily as they can access
local ones.

Users in a domain environment can participate éir tthomain security by enabling logon
validation from a Windows NT or LAN Manager domairhis is done by modifying the
properties of the Microsoft Network Client in thetork option of Control Panel.

— Logaon Y alidation

¥ Log an to windows MT domain

YWhen yau log on, vour paszward will be verified
an a 'Windows NT damain.

Windows NT zerver or domain:

MORTHAMERICA, =]
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Integrating with Novell NetWare

One of Windows 95’s main goals is to be a greaktpsclient for Novell NetWare. Because
an important part of this goal is interoperabilitigh Novell's existing 16-bit clients-NETX
and VLM-Windows 95 will continue to work with theséients. Even better, Windows 95
includes a fully 32-bit NetWare client which takdvantage of Windows 95’s new
architecture. Windows 95 also includes another corapt developed in the interests of
improved interoperability with Novell NetWare-NetWéacompatible peer sharing.

The following sections describe these components.

The Microsoft NetWare-Compatible Client for Windows

In Windows 95, Microsoft is introducing a NetWarengpatible client for Windows. This
client provides full NetWare client functionalitiy.is fully written as a 32-bit component, runs
in protected-mode, supports auto-reconnection takes advantage of caching. It is robust,
exhibits high performance, and takes up no congeatimemory. It also supports long
filenames, and is Plug and Play aware, which méeaist can be loaded and unloaded
dynamically. It currently supports most documentedWare 3x and 4x APIs. This means
that with this client you can access all of the\Mate resources that you can access with
Novell's NETX client or Novell's VLM client.

™ Metwork EBE
Configuration

|dentification | Secuity |

Client [allows you to access other computers):

Microzoft client for Netiw are

Configuration Information

When using this client, you do not need to load ldayell drivers or components. In the
default configuration, this client runs with Winde®5's IPX/SPX-compatible protocol and
Windows 95’s NDIS drivers. Windows 95 Setup ingtélflese components for you
automatically. If you want to use your current Qiver instead of an NDIS driver, you can.
You can also run Novell's real-mode IPXODI. Windo9&s IPX/SPX-compatible protocol
can run with Novell’'s IPXODI.

The NetWare-compatible client does aotess the settings in NET.CFG. Any of the
NET.CFG settings that the NetWare-compatible cliesgs are moved to the Registry during
Setup and are stored in the Registry. You can §pihase settings when you run Windows 95
Setup or change these settings later via the N&t@ontrol Panel. The Network Control
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Panel includes options for the network adapter|E&SPX-compatible protocol (and other
protocols), and the NetWare-compatible client. l@se options, only Preferred Server is used
in this beta release. This option is used by thi&\ldee compatible client for the first
connection. You are not required to set it.

With the NetWare-compatible client, drive mappilags always global; you cannot have a
different set of drive mappings in each MS-DOS isessT his means that the SYSTEM.INI
setting NWShareHandles can only be set to True.

Logging Onto the Network

You'll notice that the NetWare-compatible clientigferent from NETX and VLM because
there is no real-mode login before Windows 95 stdrhe goal is to have one unified login
prompt for Windows 95. This prompt allows the ugelog onto the system and to all
networks at the same time. Note that the first #meser starts Windows 95, there will be two
separate logon prompts—one for the system and ardefiWare (to the preferred server). As
long as the user makes the two passwords the saengecond logon prompt will not display
again.

The NetWare-compatible client is also differeninfirdlETX and VLM because it does not
map the first network drive to the login directarfythe preferred server as do NETX and
VLM.

All subsequent connections to NetWare servers beishade in the Windows 95 shell.

Upgrading from Novell Clients

If Setup detects Novell NetWare running, it wilptaece the Novell client software with the
32-bit Microsoft Compatible Network driver. Setuglwemark references to the older drivers
in your initialization files.

Login Scripts
For this beta release, login scripts are not pseExksvhen using the NetWare-compatible

client. The next beta release should include ateayn login scripts. If you must run login
scripts, you can run the NETX client or VLM clignstead.

In this beta release, there are new configuratianagement components which can perform
some of the functions contained in login scripts: felated information about system policies
and user profiles, see Chapter 7, “Desktop Managearel Remote Administration.”

Note that you can make persistent connections (fmthe same drive letter each time) to
NetWare volumes and directories. By using persistennections, the need for map
commands in login scripts is eliminated.
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Windows 95’s Microsoft Print Server for NetWare

The Microsoft Print Server for NetWare (MSPSRV.EX&}llesigned to run on a Windows 95
computer configured as a NetWare client. It prosiBeint Server functionality, allowing you
to despool print jobs from a NetWare queue to allpcnter. MSPSRY is a 32-bit application
that can be enabled from the property sheet ofarally-attached printer with access to a
NetWare server.

To enable this feature, select the “Enable MicroBoint Server for NetWare” option on the
Print Server property sheet. All NetWare servenshach you have access is listed in the
NetWare Server drop-down list. Once a NetWare sasvgelected, the available Print Servers
appears in the Print Server drop-down list.

You can adjust the time interval for polling thénpiqueue. This setting can be adjusted as
high as 15 seconds for maximum Print Server petdoce, or as low as 3 minutes for
increased local performance. The default is 30rs%0

Administrative control over MSPSRYV is coupled witte Printer Sharing control—the one
option controlling the user’s ability to both sharécal printer and act as a Microsoft Print
Server for NetWare. If the administrator has spedithat print sharing is not allowed,
MSPSRYV won't load and the user enable/disable aptwill be unavailable.

Note In this beta release, you cannot be attached tsahee server simultaneously as a user
and as a PServer.

Running NetWare Utilities

With the NetWare-compatible client, you can runNdvell 3x utilities that reside on the
NetWare server, such as SYSCON. To do this, fiegt amdrive to the volume by using the
Windows 95 shell. Next, start an MS-DOS sessiofitcvto that network drive, and then run
the utilities.

Note VLM’s NWUser tool is not supported when running tecrosoft Client for NetWare.

In this beta release, Novell NetWare dtilities are not supported by the Microsoft Ctiéor
NetWare. For information about problems with sgedifetWare 3x utilities, see the
Windows 95 Beta Release Notes

Using Novell’s NetWare Client

Windows 95 interoperates with Novell's NETX cliaarid Novell's VLM client. You should
continue to load the necessary MS-DOS TSR progkaan8UTOEXEC.BAT or
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STARTNET.BAT. You should also make sure that yollilshve necessary Novell files for
Windows 3.1 support, which can be obtained fromélov

By default, Setup automatically installs the MiafiClient for NetWare whenever it detects
that you are running the Novell NetWare Clienpdksible, Setup also replaces your network
adapter and protocol drivers with 32-bit versiahsis giving you fully 32-bit protected-mode
NetWare connectivity.

If you run any NetWare TSR programs or 3270 emutatgou should run one of Novell's
Workstation Shells instead of the Microsoft Cligmt NetWare. Windows 95 will support
Novell’s monolithic protocol stack, IPX.COM, and M&l's ODI protocol stack. If you are
currently using IPX.COM, you should either upgraaol¢he 32-bit Microsoft Client for
NetWare or use the ODI driver.

The following sections describe how to install avilbclient in more detail.

To maintain current NetWare Client support during Setup
When asked if you want to begin Setup or custepghoose Customize.

Click the Network button to display the CustomitiMork dialog box.

Click the Client button to display the Changefis dialog box.

Select the Microsoft Client for NetWare and klihe Delete button.

Click the Add button and specify either the NbiXetWare 3x or 4.0 client.
Click Close to return to the Custom Network diabox.

L e

Note If you are not using the Microsoft Client, the atdyprotocol and services dialog
boxes should be empty.

7. Click OK to return to the main Custom Setup atighox and continue with the rest of
Setup.

To replace protected-mode NetWare support with Novell Client software

If you let Setup automatically install the Micros@fient for NetWare and decide to return to
your original Novell NetWare configuration, follotivese steps:

1. Open an MS-DOS window.

2. Run the Novell NetWare installation program ahdose to install NetWare with
Windows.

3. Edit your SYSTEM.INI file to remove the line bieging with “network=" from the
[386ENh] section.

4. Typeexit to close the MS-DOS window.
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In the Network Control Panel, click Protocol.

Remove the IPX/SPX-compatible protocol by sébgcit and clicking Delete.

Click OK to return to the Configuration propestyeet, then click the Client button.
Select the Microsoft Client for NetWare and kli2elete.

Select either Novell NetWare (Workstation Skelision 3x) or Novell NetWare
(Workstation Shell version 4.0), then click Add.

10. Click Close to return to the Configuration peay sheet.
11. Click OK to save the changes.

© 0 N o O;

12. Restart the computer.

ODI Drivers Versus Monolithic IPX.COM

Windows 95 supports the NETX and VLM clients rurgnigith ODI drivers. This is the
configuration that Novell currently supports, ahimore stable than the configuration using
monolithic IPX.COM. Westronglyrecommend that you upgrade to ODI drivers if yoai a

still running IPX.COM.

Configuration Information for NETX
To run Novell’s NETX client with Windows 95, you msiudo the following:
« Configure Windows 95 to run with NETX, by specifgithis either during Windows 95
Setup or later from the Network Control Panel.

¢ Continue to load the necessary Novell MS-DOS TSRy@ms (LSL, ODI driver,
IPXODI, and NETX) in AUTOEXEC.BAT or other batcHdi just as you do with MS-
DOS or Windows 3.1.

Configuration Information for VLM

As with the NETX client, you must configure Windo@5s and load the appropriate TSR
programs to run Novell's VLM client with Windows 95

Because the VLM installation program installs Windcsupport, there is a certain order that
you must follow to set things up properly. Folldwetinstructions under the heading that most
closely describes your configuration.

=> If you are already running VLM with Windows 3.1, and install Windows 95 over Windows 3.1
1. Install Windows 95.
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2. During Setup, or in the Network Control Pan¢étaSetup, choose support for Novell
NetWare 4.0. You can also install support for Msofh Networking at this time.

3. Reboot the computer.

=> If you are already running VLM with Windows 3.1, but install Windows 95 to a new directory
or
If you are running VLM with MS-DOS
1. Install Windows 95 witilmo networking support.

2. Reinstall VLM and respond Yes to installatiorgindows support.
Specify the name of the directory where Windowss9stalled.

3. In the Network Control Panel, choose supportNovell NetWare 4.0. You can also
install support for Microsoft Networking at thisrte.

4. Reboot the computer.

Using NETX and VLM

When running NETX or VLM with Windows 95, the bel@vof the NetWare shell is the
same as it is with MS-DOS or Windows 3.1. You sHaitlll load the Novell TSR programs
and run login from AUTOEXEC.BAT, STARTNET.BAT, otteer batch file. Login scripts
work the same as in MS-DOS and Windows 3.1. Onaed@ii's 95 starts, you can still run
NetWare commands in a MS-DOS session.

The Windows user interface, however, has changeekeTis no longer a NetWare button in
the Connect Network Drive dialog box. This is bessathe Windows 95 shell incorporates all
of the functionality of Novell's Windows 3.1 NetWauser interface.

Note You may still run the NWUser tool with the VLM chie The following section
describes more about using the Windows 95 userfaai with NetWare.

Shell Support for NetWare

The Windows 95 shell includes support for browsind connecting to network resources on
Novell NetWare and other networks. This shell supothe same whether you are using the
Microsoft Client for NetWare or Novell's NETX or \W client.

The toolbar on every window includes the familiamm@ect Network Drive button. In this
dialog box, you can type in the name of a NetWalame (or directory), or graphically
browse the network for the resource you want. Wigpimg in a volume or directory name,
you may use either a UNC pathname, or NetWare-spteing. For example, suppose you
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want to connect to the server CORP, volume DOQ8ctiiry WORD, sub-directory Q1. The
UNC name is \CORP\DOCS\WORD\Q1. The NetWare nant@ORP/DOCS:WORD\Q1.
You can make any drive mapping permanent by chgdkia “Reconnect at Startup” check
box.

The Network Neighborhood tool is the primary mebpsvhich you can browse the network.
When you open the Network Neighborhood, you wid aét of the NetWare Bindery servers
that you are connected to. If you open the Entigéaldrk icon within the Neighborhood, you
will see a list of all NetWare servers on your raatkv In both the Network Neighborhood and
Entire Network views, you can open up a serverctess its contents without having to map a
network drive. The context menus (displayed wheanglack an object with the right mouse
button) show you all of things that you can do vgévers, volumes, and directories. You will
be prompted for authentication if necessary, andoan opt to save password so that you will
not have to type it in the next time.

Microsoft File and Print Sharing for NetWare

This beta release introduces Microsoft File andtPharing for NetWare.

Services [allows vou to share files/printers);

ticrogalt file and print sharing for Hefw ane _Senrice___;.

QK | Cancel | gpplyNowl

This component, like all other Windows 95 netwogkdtomponents, is 32-bit, runs in
protected-mode, supports long filenames, and ig &ha Play aware. Like the peer sharing
component in Windows for Workgroups, it allows sstr share their directories and/or
printers with other users on the network. Howelicrosoft File and Print Sharing for
NetWare differs from Windows for Workgroups peeashg in two fundamental ways.

First, the Microsoft File and Print Sharing for M&re components communicate using the
NCP protocol instead of the SMB protocol that Winddor Workgroups peer sharing uses.
This means that any NetWare client ( Microsoft Gitor NetWare, Novell's NETX, or
Novell's VLM) can connect to a Windows 95 computanning Microsoft File and Print
Sharing for NetWare. This is advantageous becausdds 95 computers already on a
Novell NetWare network can run peer sharing withmaiting to run a separate peer-
networking client and can access NetWare, Wind@wv¥\forkgroups, Windows NT, and
LAN Manager servers concurrently.

Second, Microsoft File and Print Sharing for Net@&/aperates under user-level security.
Access to a shared resource is based on the ideftite user trying to access that resource,
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instead of being based on a password associatedhait resource. The user database that
Microsoft File and Print Sharing for NetWare useseérify identity is simply the Bindery on
a specified NetWare server.

Configuration Information

The Microsoft File and Print Sharing for NetWare ¢e enabled during Windows 95 Setup,
or from the Network Control Panel.

Microsoft File and Print Sharing for NetWare canngt at the same time as Microsoft
networking (SMB-based) peer sharing. To set up d4ioft File and Print Sharing for
NetWare on your Windows 95 computer, from Secysityperty sheet for Microsoft File and
Print Services, type the name of a NetWare senreydur network. This is server that
provides the list of users and groups from which gan choose when granting access to a
shared resource. This server is also responsiblefifying users identities when they try to
access shared resources on your Windows 95 computer

Browsing and Access Options

When you use Microsoft File and Print Sharing fatWare, you can choose one of two
methods for browsing computers on the network. ¥aw use the Browse Master, or you can
use SAP browsing. (To specify your preference, ftbexNetwork Control Panel, choose
Services. Then choose the Microsoft File and FBhdring for NetWare and click Properties.)

By default, peer sharing uses a workgroup moddk frfeans that Windows 95 computers
running peer sharing are placed in workgroups amdbe browsed by workgroup. You can
use the Identification property sheet for the Netkw@ontrol Panel to specify the workgroup
and computer name for the computer.

Each workgroup must have a designated “Browse Mastell times. The Browse Master
keeps track of the name and address for each cemiputhe workgroup. From the Properties
property sheet, you can select Enable to allow gouonputer to be the Browse Master, or
select Disable so that it cannot be elected Bravaster.

All Windows 95 computers that are running the Mgoft Client for NetWare can see and
connect to Windows 95 computers in Microsoft Fihel #rint Sharing for NetWare
workgroups. Computers running Novell’'s NETX cliemtNovell's VLM client cannot
connect to Windows 95 computers in workgroups.

If you want NETX and VLM clients to be able to cauhto your Windows 95 computer, you
must enable SAP Browsing. When you enable thisoapthe workgroup will not be used.
SAP stands for Service Advertising Protocol anithésway that Novel NetWarex2.3x and

4 x servers advertise their presence on the netwdmks,Tif you enable SAP Browsing,
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Windows 95 computers will appear in the list of Waire servers that you can see from the
Windows 95 shell or from Novell's utilities.

Although Windows 95 computers with SAP Browsinglded appear in the list of NetWare
servers, you cannot use them in all of the sames Wet you use NetWare servers.

* When using NETX, you cannot login to one, though gan attach to one and map drives
to its directories.

¢ When using VLM, you cannot login to one at the camrhline, but you can runlagin
/nscommand, and use the login button in the NWUsédr too

¢ If you run SYSCON on a NetWare server, you can ghahe server to one of these
Windows 95 computers. However, the Windows 95 cdempdoes not have a Bindery, so
when you display all of the users (or groups) IrS®0ON, you will see the user list (or
group list) from the NetWare server that was selktd participate in user-level security.

¢ If you run Volinfo on a NetWare server, you mayestlone of these Windows 95
computers and display its volume information (itiyare attached to it). This shows all of
the available shared resources for the Windowso®&paiter.

In the Windows 95 shell, you can do the same thiag&/indows 95 computers running peer
sharing as you can to any other network resourmeekample, when you open the icon to
view its contents, you will see only the resourtted are shared, and that you have rights to
see. You can also create a link to the computenayr a drive to its shared directories, and so
forth.

Support for Other Networks

If you are not running the third-party network wheru set up Windows 95, and Setup detects
a network adapter, Windows 95 will choose to indted Microsoft Network Client by default.
You can check and/or change this during CustompSayiclicking Network Options.

You must install support for a third-party netwailring Windows 95 installation. Choose
Custom Setup, and click Network Options. This djabox displays the adapter, protocols,
clients, and services that Windows 95 will install.

=> To add a network client
1. Click Clients, and then click Add.

2. Choose the vendor, and the name of the network.
3. After adding a client, make sure that the cdrpectocol has been added.
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The dialog box that allows you add and remove ngting components is also in the Network
Control Panel. You can try adding support for avoek after Windows 95 is installed;
however we suggest that you install networking supguring Windows 95 Setup.

In general, Setup tries to direct any line contairthenet command to the C:\WINBOOT
directory. This will create problems if tmet line is from a third-party network. Check your
AUTOEXEC.BAT file after Setup to ensure all commambint to the correct directory.

In this beta release, Windows 95 does not suppBNISETUP.INF files for network
adapters. If you have a network adapter that idisted in the Select Device dialog box, you
will not be able to use this adapter.

All real-mode networking components including PRGI@L.INI are now located in the
C:\WINBOOT directory. The settings in PROTOCOL.Ibhly affect real-mode network
components. You should not change these values #iey will have no effect on the
protected-mode network. If you need to change amytim PROTOCOL.INI, use the Network
Control Panel to make changes.

Installing Support for the Third-Party Network

To install support for a third-party network, firglad the general notes for all networks in the
preceding section. Then follow the instructionshis section, followed by the instructions for
your particular network. (See the appropriate sedir your network later in this chapter.)

1. Be sure the third-party client is already irsthunder MS-DOS, Windows 3.1, or
Windows for Workgroups. It should be running whem ynstall Windows 95.
2. Install Windows 95, and choose Custom Setugk®lietwork Options.

3. Setup should have detected the network youusw@ng. This is displayed in the Clients
section. If it is correct, click OK to exit the Nedrks dialog box and continue with Setup.

4. Because the third-party clients keep track efrtatwork adapter and protocols, these
sections should remain empty in the Network Setafod box.

5. If you need to manually add the network clietitk Client, then click Add to display the
Network Options dialog box.

6. Select the vendor in the left pane, and the rafitige network client in the right pane.
Click OK, then click Close. You should be backlie main Network Configuration dialog
box. You should not have any protocols or netwat&mers shown in that dialog box.

7. If you want to install the Microsoft Network €fit in addition to the third-party client,
follow the steps in the next section. OtherwiselcDK to exit the Network Configuration
dialog box.
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Adding the Microsoft Network Client in Addition
to the Third-Party Client

Note In this beta release, you cannot run the Microsetivork Client with Artisoft
LANtastic, Beame and Whiteside BW-NFS, or TCS 1Q@-Ne

To install the Microsoft Network Client in additida a third-party client, follow these steps:

1. From the Network Configuration dialog box, cliCkents, then click Add.

2. Select Microsoft in the left pane, and Micro9éétwork Client in the right pane. Click
OK. Then click Close.

3. You must add a network adapter. Click Adaptiren click Add. Select the name of the
adapter vendor in the left pane, and the nameecdtlapter in the right pane. Click OK.

4. From the Network Adapters dialog box, selectatiepter and click Properties. Verify the
settings on the Advanced and Resources properétshe

5. Click OK to exit Properties, and click Closegeet back to the main Network
Configuration dialog box.

6. Setup automatically chooses the appropriatepods.
7. Click OK to exit and continue with Setup.

Artisoft LANtastic

To set up Windows 95 with Artisoft LANtastic suppdpllow the steps in the “Installing
Support for the Third-Party Network” section. Nttt setup steps are necessary.

Note The LANTtastic server cannot be run when Windowss&etting up.

To connect to a LANtastic server, you must typedtaplete server name and sharename in
the Map Network Drive dialog box or at a MS-DOSmppi.

In this beta release, browsing is not functionahwiANtastic.

A drive connected through the Windows 95 user fater will not be available at a MS-DOS
prompt, and vice versa. However, drive connectinade before starting Windows 95 will be
available through the user interface or at a MS-pamnpt.
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Banyan VINES

To set up Windows 95 with Banyan VINES supportidielthe steps in the “Installing
Support for the Third-Party Network” section.

Next, follow these steps:

1. Restart your computer while holding dosmiFT+F5. This prevents Windows 95 from
running automatically and allows you to edit yoWdPFOEXEC.BAT.

2. Use a text editor to open AUTOEXEC.BAT. Ensume necessary lines for starting the
Banyan network come after the following commane:lin

\winboot\net init /dynamic

and immediately after the following line:

cd <banyan directory>

In most cases, Setup places these lines at thefemdir AUTOEXEC.BAT file.

Note You must change to the Banyan directory to rundfmmsnmands.

3. Ensure also that thret start line includes a full path to the C:\WINBOOT direst@and
appears between thedirall andarswait lines.

If you are installing Windows 95 after you havetailed the Banyan VINES client, a Banyan
dialog box will appear when VINES.DRYV loads. Whaisthappens, follow these steps to
allow the Banyan VINES client to run correctly:

1. Check the box for keeping files on the network.

Click Install. Windows 95 will then exit and tes.

When the Banyan dialog box reappears, checkdkdor keeping files on the network.
Click Cancel.

N

DEC Pathworks

To set up Windows 95 with DEC Pathworks versionct.5x support, follow the steps in the
“Installing Support for the Third-Party Network”c@n.

Next, follow these steps:

1. Install Windows 95, and choose Custom Setugk@lietwork Options.
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2. Click Client, then click Add.

3. Select Microsoft in the left pane, and Microdeétwork Client in the right pane. Click
OK, then click Close. You should be back in themidetwork Configuration dialog box.

4. Click Protocols, then click Add.

5. Select DEC in the left pane, and the appropRattworks &« or 5x protocol in the right
pane. Click OK, then click Close to return to thaimNetwork Configuration dialog box.

6. Click OK to exit this dialog box and continuetiwSetup.

Note There is no 4- or 5x-specific client support in this beta release.

SunSelect PC-NFS

To set up Windows 95 with SunSelect PC-Nfepport, follow the steps in the “Installing
Support for the Third-Party Network” section. Alsee theBeta Installationrdocument and
theRelease Notes

Next, follow these steps:

1. Ensure that the SOCKDRV.SYS, PCNFS.SYS, and NB8.SYS files are copied to the
C:\WINBOOT directory.
2. Copy PCNFS.386 to the WINDOWS\SYSTEM directory.

3. Remove the PC-NR%tbind command from AUTOEXEC.BAT.

Note Connections to a PC-NFS server can be made onty #ioMS-DOS prompt.
Connections made through the Map Network dialogwitixesult in errors.

TCS 10-NET

To set up Windows 95 with TCS 10-NET support, fallthhe steps in the “Installing Support
for the Third-Party Network” section. No other Sfegre necessary.

If you are running TCS 10-NET, and MS-DOS displdys message “Invalid Drive
Specification,” run the MS-DOSetvercommand on the file 10NET.COM to correct the
problem.
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Beame and Whiteside BW-NFS

To set up Windows 95 with Beame and Whiteside BWSNEpport, follow the steps in the
“Installing Support for the Third-Party Network”c®n. Also see thBeta Installation
document, and thRelease Notes

IBM DOS LAN Requester

This beta release does not support installatidB®f DOS LAN Requester. To access your
IBM LAN Server, install the Microsoft Network Clieand remove all references to DOS
LAN Requester from your CONFIG.SYS and AUTOEXEC.BAEs before starting
Windows 95. All networking operations should becassful to the LAN Server.
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CHAPTER 4

The Windows 95 User Interface

Windows 95 has a completely redesigned user irtetttaat combines simplicity with power.
This chapter describes the key user interface featand describes how you can customize
the Windows 95 interface to suit your needs.

In
This
Chapter |you'll find answers to these questions in
this chapter:
e How do I customize the Start button?
(see page)
e How can | browse files and folders?
(see page 59)
e How can | use Find to search for files?
(see page 65)
e How can | set properties for an object?
(see page 66)

e How do I set up shortcut links from the
applications to the desktop?(see page 69)

e How can | start Program Manager and File
Manager so that my desktop looks like

Windows 3.17 (see page 70)
e How do | set up and use long filenames?
(see page 60)
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Building a Better User Interface

Through customer feedback and usability testingfoued out a lot about what people do and
don't like about user interfaces. It turns out thadple’s wants and needs cover the gamut.
New users want an interface that makes performiaglaeasy to learn, even at the expense of
efficiency. Experienced users want efficiency, povead customizability.

In response to all of the feedback we've receivethfusers, we've completely redesigned the
user interface for Windows 95, giving it a wholewleok. The major goal for Windows 95
was to make PCs even easierduoeryondo use. The most common and essential features of
Windows 95 user interface (such as switching tdsksiching an application, and finding a
file) are easy for beginners to discover. At theesaime, the product includes several
powerful tools that enable experienced users téraband customize the Windows 95
environment. Windows 95 also includes lots of féamifeatures to make it compatible with

the Windows 3.1 interface.

This chapter describes the features in the Windiwisiterface that make it a simple,
powerful, and compatible user interface.

Windows 95 Has a Simpler Interface

The first thing noticeable difference in Windowsi83he simplicity of the desktop.

After you boot into Windows 95, you are presentéith the new Windows 95 desktop (shown
below). It's neat and clean with only a few gragiiabjects on the screen. It's like moving
into a new office before you have the chance tyrgat it messy.
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|tfa Center

| Slalll <- Click here ta begin. 14 P

The simplicity of the desktop appeals to all useesise of cleanliness but also serves to focus
the novice user on the essentials:

e Taskbar. Quickly start a program from the Start buttonsilyaswitch tasks.
¢« My Computer: Makes browsing your PC logical and easy.

¢ Network Neighborhood In the world of mapped drives and complex integfa users
are unable to browse the network. Windows 95’s MetviNeighborhood makes browsing
networks possible and easy, independent of theanktprovider (such as Windows NT
Advanced Server, NetWare, or Windows 95 itself).

¢ Info Center. Optionally installed. Gives the user a singlecplto go to access all MAPI-
provided information (such as Mail and Microsoft\Wbork faxing).

The Taskbar

The Taskbar provides the user with a home baspeaftions. Any application currently
running in Windows 95 can be accessed by a singlésenclick on the appropriate button on
the Taskbar.
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iR Start-l 2 Microsoft Word - UIR_... |E|’;.j;5 Paintbrush - RICH BMP . =3 Microsoft Mail |

Task Buttons resize automatically depending omtimaber of active tasks. If the buttons
become too small to be useful, the user can regunaithe Taskbar. In fact, there are many
Taskbar configuration options that allow you totonsize to fit your needs including
repositioning, resizing, and “popup” (which hidas fTaskbar until you move the pointer to
the edge of the screen).

The Taskbar makes switching among multiple appboatas simple as changing channels on
a television set. Every new window that is openatdmatically gets a button on the Taskbar.
To change tasks, uses simply click buttons on #ekBar. They can also see which tasks are
currently running by looking at the Taskbar.

The Start Button

The most common task any user does with an opgrayistem is launch a program. However,
the Start button is much more than a super-effiggepgram launcher. When you click on the
Start button, a menu pops up giving you the follapehoices:

¢ Programs. Windows 95’s Setup program will transfer yourstixig Windows 3.1
applications to the Programs menu. You'll noticat tthe menu choice has an arrow that
indicates there is more information available. Byowing the arrow, you'll see the
program groups that you had under Windows 3

¢ Documents The Documents menu of the Start button contalist af the last 10
documents the user opened. It provides very quickss to the most recently-edited files.

e Settings This provides quick access to the Control PahelPrograms menu, the
Printers folder, the Font Manager, and the Taskbagse settings allow you to customize
the way that these items appear.

¢ Find. Find is a new feature of Windows 95 that goeb&ond File Manager's File
Search feature in WindowsxX3 Searches do need not conform to the *.* searcéyngax,
and criteria such as last modification date, sizdey and full text can now be used.

e Help Topics. Help has been completely revised and improvalfimlows 95 and is
easily accessible from the Start menu.

¢ Run. This option provides command-line type functigyfom Start button.

¢ Shutdown. This provides safe, easily-accessible shutdovtheiVindows 95 PC.
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File Management and Browsing

In Windows 95, you can create folders within otfedders. You can also cut, copy, paste, and
drag-and-drop files and folders, just like text atjects within applications. You can also
customize views within windows.

Windows 95 includes several ways to browse files.

¢ Through “My Computer,” from which users can opédwolder or drive by double-clicking
(or selecting it and choosing File Open).

« Through File Manager, which Windows 95 includesdompatibility with Windows 3.1.

¢ Through the Explorer, which is a powerful dual-pénewsing application.

When you double-click My Computer, you'll see a @mv containing files and folders on
your computer. Double-click any of folder to viets contents. Double-click a file to open it.

You can also use the secondary mouse button (yshalkight button) to click a file or folder.
When you do, a context menu offering several ogti@uch as open, move, copy, create link,
properties, and explore) displays.

Choosing the Explore option is another way to befiles and folders. This displays the two-
paned Explorer window (shown below). The Exploréfs pane is a hierarchical view. It
shows the object’s files and folders in the contd#xhe entire system. The right pane shows
the traditional view produced by opening an object.

5‘ Explorer - Richba's hd [C:]

Fil=  Edit “iew Toolz Help

| = Richba's hd [C:) - El =ik B e
|.-i‘-.II Folders | | Contentz of 'Richba'z hd [C:]' |
tAy Computer Mame | Sizel Type | Modified =
[#-=a 3% Floppy [&:] ] Compuserve Folder  01/05/34 03:154M
[#-&3 Richba's hd (L) 1 Excel Folder  11/08/93 01:17PM
- Host_for_c [H:] 21 Forecasting Folder  11/08/93 02:23PM [
B-52 WRTRERNVPSGMKTE (1) |47 g admiristation Folder  02/06/34 11:044M
B-52 WERETVAMAILDATA (M) 4 i Folder  01/13/94 10:464M
~@ll Control Parel [ Msaffice Folder  12/02/33 03:034M
8] Frinters Folder 23 Mspub Folder  07/11/94 10:454M
El"@ by Mebwark, spu o .
2 Q2 anm Folder  01/18/94 03:20PM
|1 Rich's Projects Folder  03/02/34 10:314M [+
4] | Iﬂ/z‘;
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Each time another object is opened with the Expldhe same window arrangement displays
the new object’s contents. If it is necessary tecdad several subdirectory levels down during
a search, the directory structure will appear eldft window while the target level appears in
the right window. This approach makes it easy &pkieack of where you are and keeps the
screen from getting cluttered.

Multiple drives can be easily viewed using this edrierarchy. In fact, almost everything in
Windows 95 can be viewed through the Explorer tomluding such diverse items as the
Control Panel and the Info Center.

The Explorer helps locate resources faster andayispnore information about them than File
Manager because the Explorer uses icons more &xagnthan File Manager.

Support for Long Filenames
Windows 95 supports long filenames, such as thiose/s below.

Z @

Lang File Ficture of Mom
M ame with no
extenszion

Files can be renamed in place in Windows 95 byctiakgthe file, clicking on the filename,
and typing a new name. The hidden file extensiowtsaffected by renaming the file. Files
can also be renamed from within the new Windows®&%&mon dialog boxes (such as File

Open and Save).

To ensure backwards compatibility with existing @8-S and Win16 applications,
extensions have not been eliminated, just hiddem friew by default. Users who want to
view extensions can certainly do so through Viewi@rs.

Document-Oriented Object Management

The Windows 95 user interface picks up on the conheedocument-oriented object
management in several subtle, but powerful waysefample:

60

A window is just an open view of an object. Whea tiser opens a folder from anywhere
in the interface, a new window opens. The titl¢hef new window is the same as the name
of the folder. For example, when a user doubleksle Word for Windows 95 document
called “My document” from the anywhere in the ifid@e, a new window (Word itself) is
opened entitled “My Document—Microsoft Word”.

In this beta release, this feature is partiallplemented in with Wordpad and Paint.
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¢ “New’” templates are available from within foldersdain the Explorer. From within any
folder in Windows 95 or from the desktop, users carate new files by selecting File New
and then choosing a file type. This is very conganfor creating and managing files
based on project you're working on rather thanaplication that happens to be open.

Network Neighborhood: Making Network Resources More
Accessible

Networks can often so large that browsing a laiggeof servers and services both arduous and
intimidating. With the Network Neighborhood, Winde®5 presents a constrained view of
the network that contains potentially the mostrieséing servers and services on the network
for the specific user logged in.

Specifically, Windows 95 creates a "Network Neightomd" container which displays the
following:
« All NetWare 3x servers to which the user is connected and autiaded

« All NetWare 4x servers associated with the lowest-level orgaitiaat unit in their
context

« All Windows servers in the user’s workgroup
¢ An “Entire Network” container that shows a hieracethtree of the entire network
* Remote Access folder, which provides dial-in access

The Network Neighborhood is completely dynamic-teait is populated every time the
Network Neighborhood is opened and displays onfyeruly accessible resources. The Entire
Network contains a hierarchical view of the whoégwork.

Configuring the Network Neighborhood is a functmfrwhat persistent mapped drives you
have to NetWare servers (or what NetWarecéntext you associate with) and/or Windows
workgroup you choose to associate with. Networkanizhies play an added role in the user
interface. As a result, as you define the workgsoapd network hierarchies in your
organization, think about workgroups also in teohthe people that work together and share
resources.

Printers Folder

From the Printers folder, users can install andigare printers. This folder can be viewed
either through the Explorer, or by opening My Cotepu

Network printing is simplified in Windows 95 in senal ways. You can create a shortcut to a
printer and keep this icon on your desktop. Thieypu want to print a document, all you need
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to do is drag and drop the document to the printar. Windows 95 also makes changing
printer properties easier since you can simplytheesecondary mouse button to select the
printer and choose Properties.

BA Printers Folder M=l 3
Fil= Edit “iew Help

S 9 o

Chizagn  HF Laszerdet [l Microzoft At
Printer in Bm.  in Rm. 326 ok, Fax =
310 =

I

Clearer, More Interactive Online Help

Online help has been redesigned to be easier taNiseows 95's Help is redesigned to be
more book-like. It includes two tabs—Contents ardek—that you can choose for more
information. In the Help contents displays top-le\ehapters” (represented by book icons)
that include subtopics (represented by page icdhahy chapters also have “Tips and Tricks”
subsections.

The topics themselves are short, usually fittingpoa screen, to keep users from having to
scroll through large, complicated help topics. Mémpics also contain a Shortcut button
which a user can choose to get to the approprlatepn Windows 95 to do the task he or she
wants to do. For example, a user who is searcloingdlp on how to change the clock on the
PC can “jump” right to the Clock Control Panel toaght from within Help.

7. Windows Help M=l 3

Caontentz|  Index Frint

To change your computer's date or
time

1 Click here 5 to dizplay date and time
properties.

2 Click the setting you want to change, and then
click or type the new walue.

3 IF pou want to change the way the date or time iz
dizplayed, click Format.

Mote

* The date and time zettings are used to identify
when filez are created or modified.

In addition, from within all Windows 95 Control Ralriools, a new “?” icon appears on the
upper-right of the Title Bar. By selecting this tiger’s cursor changes to a “?” and can be
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dropped on any target in the dialog box. This kging a short description of whatever was
selected. “What's this?” can also be accessedgby-dlicking within Control Panel tools.

Wizards: Your Guide to Powerful Capabilities

Started in Microsoft’'s Applications Group, Wizarai® a proven tool that make it easy for
uses at all levels to take advantage of powerftbmplex functionality. A series of
guestions are posed to the user in a friendly tnaihkt-forward way, as illustrated below.

@New Device Installation Wizard A

Welcome to the Printer Installation ‘Wizard. This wizard
‘ will help vou to quickly and easily install vour printer.

@New Device Installation Wizard A

‘Wwhat type of printer would you like to install?

If your printer iz directly attached to pour computer
zelect local printer, otherwise select network. printer.

Click the Printer that matches your hardware, and then
% click OK. If you have an installation digkette for this
— device, press the ‘Have Disk.__" button.

=
‘ Manufacturers: Models:
Dfalap_mducls =] |Z5HP LaserJet 1ID PS Cartridge =
/ g:gg:r‘ ZJHP LaserJet D PostScripts
‘ Epson = HP Laseret lIP
Fuiilsq “HHP LaserJet IIIP PS5 Cartridge
Generic Z HP LaserJet IP PostScripts ]J
Hermes L
HP EQHP Laserdet lllSi 1
= |1eM EHP Laserdet 11151 PostScript 1
Kodak =l L=up. Lot Corioa 11 &

Have Dizk... |

Windows 95 uses Wizards throughout the systemuidtiicg:

* Add Printer wizard in the Printers Folder
« New Device wizard in the Control Panel
¢ Remote Access setup wizard in the Network Neighbadh

Windows 95 Has a Powerful Interface

While simplicity appeals to new users, it may be power of Windows 95 that most appeals
to the experienced users. With Windows 95, expeddmsers can customize the user
interface, define shortcuts, and perform a wideieta of tasks than beginners.
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Windows 95 Mouse Features

Windows 95 takes greater advantage of the capabilif the mouse by making extensive use
of both the primary and secondary (often calletldefl right, respectively) buttons.

The primary (left) button is used in the traditibmause activities of choosing, selecting,
pointing, and dragging. Drag and Drop defaultdh®grimary mouse button.

The secondary (right) button is the object mentdmst-the key to the object structure.
Clicking an object with the secondary mouse buttisplays a menu offering choices of what
you can do with the object. (This is often calleiglit-clicking.”)

The menu shown below is the result of single-cligkiin icon with the secondary mouse
button. Notice that the choices presented deperileoabject selected. For example, since
this was a Microsoft Word document, there is aroopto print. If the object were a Shortcut
to a screen saver, Print would not be listed, lthetrooptions, such as Test, Configure, and
Install, would be listed.

Open
Frirt

Cuit
Copy

Create Link
Delete
Send To 3

Advanced File Management Features

The Windows 95 Explorer is powerful, flexible, eféint, and extensible. It also solves many
fundamental problems with the Windows 3.1 File Mgeralike having to have a new window
for every drive. Explorer includes these poweréadtiires:

¢ Single view local and network resourcesWith Explorer, users can view all resources on
the local computer and on the network. My Compatet the Network Neighborhood can
be browsed and managed, and, if the MAPI 1.0 stésyand Windows 95 Mail are
installed, the Info Center can be browsed givingeas to mail, shared folders, and any
installed MAPI service providers (such as CompuSemail).

* Flexibility and customizability. Through the Explorer toolbar and View menu, usars
view folder contents in several ways including &argon, small icon, list, and details
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views. Folder contents can easily be sorted by naire, type, and modification date by
selecting the column title. Users can also map okdwrives from the Explorer toolbar.

« Detailed information about objects The Details View option provides a wealth of
context-sensitive information about folder contents

Note File Open and Save As also offer file browsing.e&SAs also displays the same file
structure as the Explorer and offers an opportunitsreate a folder for storing the target file.
This means it is no longer necessary to leave plicagion, go into File Manager, create a
folder, and return to Save As, in order to saviea f

Improved File Searching

A powerful new Find utility is built into WindowsD It goes far beyond the functionality of
the File Manger’s Search utility in Windows 3.1.

#X Find: All Files

File Edit “iew Optionz Help

Name & Location | Dte Modiied | Advanced |

MHamed: IFleport j ml

Look in: IHald drive [C:) j Eiarsa.. | &
Mew Search |
™ Top level only EW Searc|

Find includes these features:
< Partial name searchesTyperep in the Find Files Named window and all files and
folders with “rep” in the name will be found.

e Search on “Last Modification Date”. Files can be searched on last modification date.
Therefore, the user can perform searches liked'BlhWord documents modified in the
last 3 days”.

* Full text search Full text of documents can also be searched.
e Search results saveComplex or useful searches can be saved.

* File management from search results pandRename files, create new folders, look at file
properties all from within the results pane jusifag®u were in the Explorer.
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File Synchronization With Briefcase

The Briefcase in Windows 95 is used for maintairsggchronized copies of files that you
might use in multiple locations. For example, yoighmhwork on a document at work and then
want to take it home to make further changes. Ttief@ase is a centralized database that will
verify that you always have the latest copy ofdbeument available to you. For more
information on using the Briefcase, see Chapték8bile Services In Windows 95.”

3ty Briefcase
File Edit “iew EBriefcase Help
Iﬁ My Brisfcase g:gl “ynl E s

Object Properties

Each type of object has a distinct set of charasties. For most objects, you can view these

characteristics—or properties— by right-clicking titgect. You can use the property sheets
that display to customize the particular object.

Here are some examples of property sheets foruanbjects in Windows 95:
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This first property sheet is for a hard disk. Netibat you can select other tabs to view
information about other disks (including drive ée#t which are assigned to shared network
directories) for your system.

Properties for Disks

‘ A 350" Floppy Dig

Label: [RICH'S HD |

:MPRODUCTS1AWRELEASE I F: WELILOYS LM I 4| »

Compressed LongMames

|:| Free Space: 28E16,384 Bytes
[24.4 MB]
] Used Space: 194 568,192 Bytes
[185.5 MB]
Capacity: 220,184 576 Bytes
[209.9 MB]
[Eopy/Eampare:.. | | Refrezh | | Farmats.. | | ore Infa... |

b aintenance Status

Defragmented: 3 dayz ago Current
Checked for Damage: 2 dayz ago Current

| K | | Cancel | |Appl}l Nowl | Helm |

The next property sheet is for a file—in this cas@TEPAD.EXE. Notice that there are fewer
properties on a file than on a Disk.

Properties for

Type: Application

Size: 1135174668 bytes
Location:  Windows
M5-D05 Mame:

Lazt Changed: 01/27/94
Last Accessed: /27494

Attributes
] Biead Only [ Hidden
irchive S pstem

Path: Coiindows

| ak | | Cancel | |3pply Nowl | Helm
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The last example shows the properties for a Shiofintice that the properties for a Shortcut
are different than for a file since a Shortcutdsamtially a pointer to a file. (For more
information, see the following section called “Stcats.”)

Properties for % |
| General

Hic;
ﬁ |Publisher Ink

Type: Lirk.

Location:  Programs

Link To: 0\ spubiispub. eve |

Type: Application
Size: 1.280,320
Working: I |

Hat Key: [Mene |
Bur: INormaI window EI

| Find Qriginal... | | LChange lcon... |

| QK | | Cancel | |&pp|}l Nowl | Help |

Control Panel

Windows 95 includes the familiar Control Panel. €ohPanel is a special folder containing
property sheets for key system objects used iromiging the computer’s configuration. For
each Control Panel option, there is a corresponciimgmand on the Settings menu.

B3 Caontrol Panel

File Edit VYiew Help
I Contral Panel

—1]
1
Display Keyboard Locale Messaging
Profiles
D e
Mouse Multimedia M etwork. Mew device
= i
= = &
Printers Security Sustern Telephony
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There are several ways to activate the Control Hanetions:

« Directly, through the Control Panel icon.

¢ Through the Start menu. (Choose the Start butt@mm thoose Settings, then Control
Panel.)

e Through the Windows 95 Command Control Panel.
« By using the Explorer to go through the Control &da open a utility directly.

< By linking individual Control Panel icons to thesttetop. Their property sheets can be
opened from there.

Shortcuts

Shortcuts are an abstract but extremely powerallfar increasing efficiency and are
especially useful in a networked environment. Aruse create a shortcut to an object (such
as file, program, network folder, Control Panellt@o disk drive) in Windows 95 and place it
anywhere else in the user interface or in an agtdin. When this shortcut is opened, it opens
the related object. For example, suppose a usatesra shortcut for “My network folder” and
place it on the desktop. When the shortcut is ogheib@ctually opens the user’s network
folder located on a remote network server.

Shortcuts look like regular icons with a small “jpifrarrow in the lower-left corner.

&=

Shortcut bo by
Metwark,
Folder

To create a shortcut, simply select an object, temse Create Shortcut from the File menu
or from the context menu (displayed when the ubeksthe secondary mouse button).

Windows 95 keeps track of any renaming relatechtotsut for objects created since
Windows 95 was last installed. This means thatea can create a shortcut to
\\ServekSharéMy Network Foldemland put it on the desktop. Then if someone laeames

the network folder, the shortcut will still work gpite of the fact that the name of the folder to
which it points has changed.

You can also rename shortcuts themselves. In addii shortcut can be deleted without
affecting the object to which it points.

Here are some examples for how users might usetcsits
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Shortcuts in the Programs Folder Similar to how icons appeared in the Windows 3.1
Program Manager as “shortcuts” to typingri filenamé, in Windows 95, you can
include shortcut icons in the Start Programs merailable through the Start button).
Users can keep shortcuts to all their favorite paots in one central place, regardless of
where the programs are actually installed. Whemoatsut is added or deleted from the
programs folder, likewise it is added or deletemhfrthe Start Programs menu.

Shortcuts on the DesktopUsers can create shortcuts to commonly accefissd f
programs, drives, folders, and utilities right brit desktops. This is especially powerful
with network resources, because no complicated &ingnor drive letter mapping is
required to access network folders.

Embedded Shortcuts in applicationsUsers can, for example, drag a shortcut to alarg
file sitting on the network somewhere into a maflssage. When the message recipient
double-clicks the shortcut the network file, rattiean a copy, opens. This is much more
efficient than embedding the actual file becausemuch smaller and it cuts down on
version proliferation.

Windows 95 Has a Compatible Interface

Compatibility with Windows 3.1 is an important #ttite of Windows 95’s user interface.
Individuals who have used Windows 3.1 already kitlognize the following features from
Windows 3.1:

70

Program Manager and File Manager.With minimal changes in appearance, the
Program Manager and the File Manager run on Windiwand are easily accessible via
the Start button. Several designs for access aadiltleonfiguration for these Managers
are underway. For example, when an upgrade bomts\fimdows 95 for the first time,

the Program Manger might be opened as a windowp@&@haps there will be a “Windows
3.1 compatibility” menu item on the Start buttoattvill launch the Program Manager
and the File Manger. Independent of the final deslgcision, there will be many help
and learning devices (like the “Click Here to Béganrow that zooms across the Taskbar
when you first boot into Windows 95) that are sfieally designed for the Windows 3.1
users who upgrade to Windows 95.

MS-DOS box.For the “command-line junkie”, the usability anower of the MS-DOS
box have been dramatically improved. New capagditnclude Windows application
launching, TrueType fonts, cut-copy-paste sup@atn-sizing, UNC pathname support,
and drag and drop target.
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Tip

You can start an application from the MS-DOS boxyming “start application-namé
(for example, typestart wordpad” to launch the Wordpad tool). In addition, you can
open a document by typingtart document-naniéfor example, type Start

readme.doc¢ to open the readme.doc file in Wordpad).

The Run command.Available from the Start button, this feature hks® deen improved.
It now supports UNC pathnames and has new brovesipgbilities.

Tip  You can connect to a server’s shared resourceihg tlee Run command. First
choose the Run command, then type a server nartige(form\\server-nampe When you
do, Windows 95 displays an Explorer window showatigpf the shared directories and
printers for the server. Choose a resource to @inoet.

Improved ALT +TAB task switching. Despite the fact that task switching has been made
dramatically easier and more accessible via thedd¥us 95 Taskbar, the familiar
ALT+TAB “cool switch” has been updated. It now displayscamic road map of all active
tasks, to prevent getting lost in the infiniter +TAB loop that was common under
Windows 3.1. Try it and see.
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CHAPTER 5

Printing

With Windows 95, printing is even faster and easian before. This chapter describes the
improvements made to this printing system oveMttiedows 3.1 printing system. It also
explains how to set up printers with Windows 95.

In
This
Chapter

You'll find answers to these questions in
this chapter:
e How do I install a printer? (see page 73)

e How do I connect to a network printer?
(see page 80)

e How does Point and Print work?
(see page 81)

e How can | use Point and Print to a
NetWare server?

(see pages 81)
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Improved Printing in Windows 95

Windows 95 includes several significant improversdaot printing over Windows 3.1. These
include:

¢ A new 32-bit print subsystem.Windows 95'’s print subsystem is compatible with
Windows NT 3.1 print subsystem including monitoifsieh facilitate bi-directional
communications with printers.

¢ Quicker “return to application” time. Background spooling and the use of enhanced
metafile (EMF) spooling can significantly decre#ise time it takes to return control to the
application, depending on job content.

« Better conflict resolution. Spooling from MS-DOS applications solves conflistsen
multiple MS-DOS or MS-DOS and MS-Windows applicasaare trying to print at the
same time.

e “Point and Print” support. Windows 95 provides “hands-free” printer instadat
Additionally, users can Point and Print to Windd®%s Windows NT, and NetWare based
printers.

« Improved network printer connections. UNC connections are used whenever possible to
eliminate the need for LPT port redirection.

32-Bit Print Subsystem

In Windows 3.1, print spooling functionality wasnied by Print Manager and was
supported by code in several different Windows congmts. In Windows 95, the print
spooler is implemented as a series of 32-bit videaice drivers and DLLs, and consolidates
the spooler functionality into a single architeetur

The new spooler provides smooth background printmgVindows 3.1, Print Manager
passed a fixed amount of information to the printdrether the print was ready to receive it
or not. If the printer wasn’t ready to receive mdega, the Windows 3.1 system was
suspended until the printer was ready. Unlike Rviahager, the Windows 95 spooler passes
data to the printer only when the printer is retlyeceive more information by using
background thread processing. This helps to redihee often seemed like “jerkiness” when
printing documents with Windows 3.1 Print Manager.

The new spooler provides quick “return to applieatitime. Due to the smooth background
printing, made possible by the new 32-bit printsidbem, Windows 95 spools enhanced
metafiles (EMF) when printing from Windows—baseglaations rather than raw printer data
to result in quicker return to application time.dg@rspooled, the EMF information is
interpreted in the background, and output is thesr t the printer.
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Application

Graphical Device Interface

Enhanced
Metafile (EMF)

Return control
to Application

v

; ; { 32-bit Print
Printer Driver Subsystem Router
Spooler
¢ v ¢

Local Print NetWare Print| [Microsoft NetworK

v

Provider Provider Print Provider
Printer

EMF information is generated by the Graphical Devitterface, and is spooled instead of the
raw printer data generated by the printer driver.&ample, if a document contains a solid
black rectangle, the EMF would contain a commandr#w a rectangle with the given
dimensions, that should be filled in solid, witle tolor black. Once the EMF is created,
control is returned to the user, and the EMF 8lenterpreted in the background on a 32-bit
print subsystem spooler thread and sent to theéeprittiver. This results in control being
returned to the user in significantly less timenthaving to wait for the print calls to be fully
interpreted by the printer driver directly.

Win16 or Win32
Application

v
Print API - GDI
v

Enhanced
Metafile (EMF)

Return control

to Application <

32-bit Print
Subsystem
Spooler

v

Printer Driver

=

Printer
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The new spooler is much more powerful and flexitilallows the user to select printer
attributes on a per-printer basis instead of réogiiglobal printing attributes as in Windows
3.1. For example, each printer can have a diffeseparator page and the option of printing
directly versus printing via a queue.

Improved Printing Support for MS-DOS-based Applications

Windows 95 improves on support for printing fromMB8-DOS-based application in the
Windows environment over that provided by Windows By allowing MS-DOS-based
applications to spool print jobs to the Windowsm@mt subsystem 32-bit spooler. With
Windows 3.1, users printing from MS-DOS applicati@ould not take advantage of the
Windows—based spooling functionality offered bynPManager, and encountered device
contention issues when trying to print from MS-D®8sed applications at the same time as
printing from Windows—based applications.

Windows 95 addresses the print issues in WindotvdRBincorporating the functionality for
an MS-DOS-based application to spool directly 83B-bit Windows 95 print spooler. This
support is integrated into a print spooler virtdavice, which takes the output destined for a
printer port and first places it in the Windows @t spooler before sending the data to the
printer. This functionality works with all existingS-DOS—based applications, and results in
quicker “return to application” through the usetld spooling mechanism. While MS-DOS-
based applications do not benefit from EMF spoglimgich is supported only for printing
from Windows—based applications, users won't entaxuthevice contention issues, but will
benefit from smoother background printing and fiomproved printing performance in
Windows 95. The print spooling functionality foreuith MS-DOS—based applications is
automatically installed and configured. Handlingrasparent to the user.

Support for Deferred Printing

To benefit mobile computer users, the Windows 98t mubsystem also features support for
deferred printing. This capability allows users aohnected to a printer to generate print jobs,
which are stored on their local computers. Thisuieais handy for users working in a location
away from the printer, and for users in the offideo temporarily lose printer connections
because of network or printer problems, for examidiebile users can create print jobs from
Windows—based applications (Win16 or Win32 appiaa) or MS-DOS—based applications
while on the road, then print on a physical primece reaching their home or office. Items
not immediately printed are held in the print quanél the user reconnects to a printer.
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Image Color Matching Support

Windows 95 includes Image Color Matching (ICM) sappenabling applications to offer
better consistency between the color of imagedalisd on the screen and the color of images
generated by an output device.

Using technology licensed from Kodak®, Windows B8ludes image color matching (ICM)
support for display and printer drivers. ICM prosgdconsistent, predictable color rending
from input, through monitor preview, to output. Ajgptions that use ICM functionality
enables portability of color information across laggtions that manipulate the graphic
information, across users to provide consistenofig®lors, and across platforms allowing
color information to be easily moved to differepstems where the ICM technology has been
implemented.

Because Windows 95 includes ICM support as patebperating system, application
vendors can integrate ICM functionality into thapplications, and thus take advantage of this
new system service. To provide support for deuwmpendent color matching, colors used in
applications are tied to international (CIE-bassalprimetric standards, rather than in device-
dependent form to specific hardware devices. Theaimg system will then do the
appropriate color transformations to map the dewidependent color representations to the
colors supported by the physical device.

The key to ICM support is the use gpefile, which represents the color properties of a
monitor, printer, or scanner device. The profilenfat used by the ICM support in Windows
95, is the result of an industry consortium calBalorSync 2.@and is made up of many
industry hardware vendors (including Kodak, MicrbsApple Computer Inc., Sun
Microsystems®, and Silicon Graphics, among othans) industry standard-setting bodies.
The ColorSync efforts provide for a consistent sfpkatform color standardization process
that will result in industry-wide standards for iehdig ICM properties of output and display
devices.

Installing a Printer

Installing a printer is quick and easy. Everythyioy need, whether you are installing a local
or remote printer, manipulating a print job, or @mgimg a printer, is all conveniently located
in one place—the Printers folder. Additionally, ycan access the Printers folder either from
the Settings menu from the Start button.
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EA Printers Folder =] E3
File Edit “iews Help

To set up a new printer, open the Printers folder select the “Add Printer” icon.

The New Device Installation Wizard is designed étptthe user install a printer in an easy,
step-by-step fashion. The Wizard dialog boxes walkthough the process of setting up and
configuring a printer.

Some printers take advantage of the built-in béctional communications ability and be able
to initially configure device driver settings sua$ available fonts and the amount of installed
memory without any user intervention.
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Setting Up a Local Printer

It's much easier to find the correct printer totatiswith the New Device Installation Wizard
which groups printer models by manufacturer. Whet select a printer manufacturer on the
left side of the dialog, the list of available gegnmodels are displayed on the right. Choose
the printer you want to install by either doublesking on the model or by highlighting the
model and choosing OK.

E Hew Device Installation Wizard

Welcome to the Printer Installation wizard. This wizard
will help wau ba quickly and easily install pour printer.

To begin installing your printer. click Mext.

Wwhat type of printer waould you like ta inztall?

If your printer is directly attached to your computer
zelect local printer, othenwise select network. printer.

s Select Device E

Click the Prninter that matches your hardware, and then
click OK. If you have an installation diskette for this
device, press the 'Have Dizk__.° button.

Manufacturers: Models:

D ataproducts 2] [E5HP Laserlet 4P -

3;332:" H S HP LaserJet 4MP ’J
A HF Lazerlet APAMP PostS cript

A HP Laserlet 45i

A HP Lasenlet 45i/45iM% PS
8% HP LaserJet Il

I HF Laserlet Il PS Cartridge

Have Disk.__. |
0K I LCancel |

If the printer you are installing is not “Plug aRthy” capable, the Wizard prompts you for the
port that you want to use with your printer. Nexdu can choose to configure that port if
necessary, as in the case of COM ports where yguneed to select the appropriate baud
rate.

Next, the Wizard prompts you for a “friendly” pramtname—one that people, not just
computers, will find useful. For example, if yowaplto share this printer with others on you
network, it's a good idea to have the reflect infation user's may need to know in order to
use this printer properly such as its physical tioca
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» New Device Installation Wizard

“t'ou may tppe a friendly name for thiz printer if pou ke,
or you may use the hame supplied below. When you
are done, press Finish to install the printer and place it
in the printers folder.

Printer narne:

IHF' Laserlet Il in Finance

< Back | Finish | Cancel |

When you choose Finish, the system begins copyi@agécessary files. If you already have all
of the files needed to install the printer, you e#ther use the files you already have or you
can choose to install new files. You can instaWiides from your Windows floppy disks or
CD, from a disk supplied by your manufacturer,ronf a location on your network.

Once installation is complete, you can print a pegie to ensure that the printer is functioning
properly.

Setting Up a Remote Printer

The easiest way to set up a remote printer ismplgiprint to it! Really! Windows 95
supports Point and Print to any Microsoft Windoviss@rver and many other servers such as
Novell NetWare.

Note Point and Print is only fully supported to Windo9 servers and partially supported to
NetWare servers in this beta release.

Whether you find the printer in the Explorer, deagrinter onto your desktop, or drop a
document onto a remote printer, Windows 95 autarabi tries to install the printer for you.
Depending on the type of server to which the priilgeonnected, Windows 95 may be able to
completely install the printer correctly withoukasy you any questions at all.

If the print server you're using doesn’'t supporirffand Print, you can use the New Device
Installation Wizard to select the printer you waminstall. The only difference between
setting up a remote printer and a local printengishe New Device Installation Wizard is that
you will need to specify the name of the print serv
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Point and Print

When you want to install a new remote printer, Vidiwd 95 makes intelligent choices to
install all necessary components and properly gondi the print device without any user
intervention. What information is available and hélindows 95 determines the correct
information depends on which print provider is used how much information the provider
can determine about the print device.

Point and Print functionality means Windows 95 raftés to identify the printer you want to
install and copy the driver and any printer spedifformation from either the server or an
alternate location on the network. If some of tifeimation is not available, Setup prompts
you for any missing information or, if it's not fod locally, for a location of the printer driver.

When you install a local printer under Windows 8b of the information about the installed
printer is stored in the Windows 95 Registry. Ifiya@re using the print sharing capabilities
built into either of the Windows 95 peer servers) ylon't need to do anything other than
share your printer and grant appropriate sharimmissions to configure Point and Print.
When a user wants to set up and connect to yontepyithe client computer asks for the
information about the installed printer from theves and the server responds with the
appropriate information. The printer driver is atsipied from the server and installed on the
local computer.

Configuring a Novell NetWare Server to Support Point and Print

If you are using the Microsoft Client for NetWanedaare logged onto a server for which you
have administrative privileges, you can configuféawvell NetWare server to store Point and
Print information in the NetWare Bindery. Simplyiriy up an Explorer window for the server
and right-click a printer. Choose the Point anchP8ietup menu option. If you want to set the
printer Model, the Select Device dialog box disglaif his is the same one as for installing a
local printer.) If you select the “Set Driver Pathyjtion, you are presented with the Printer
Driver Directory dialog box displays. Type in thetp for the printer drivers directory that
you want to be used when others are setting ugpthiger.

« Printer Diriver Directory

Path: | |
Cancel |
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Notes For this beta release:

« If you are using user-level security you must gerdess to both the printer and the
printer drivers directory on your computer.

« If you are using NetWare. X you must be using Bindery emulation to suppoihfand
Print.

* You can only choose the printer manufacturer andehgou cannot add additional
configuration information to the printer informatio

Using a Printer

Printing a document is simple. If the documentgsem from the File menu, click Print. If the
document is not open, drag and drop the documeateither a locally-installed printer or a
network printer.

To view documents waiting to be printed, open thaters folder and double-click the
appropriate printer. This displays the print quetithe print jobs. If you have administrative
privileges for the printer, you can manipulate pjabs remotely.

To change printer settings, double-click the pritethe Printers folder. Then from the
Printer menu, click Properties. The settings yauazange depend on the type of printer you
have.

Tip For easy access to your printer, use your rightsadautton to drag the printer’s icon
from the Printers folder to the desktop, and tHexk Shortcut on the pop-up menu that
displays. Then you can quickly print a documenttggging the document’s icon onto the
printer icon.

Using a Network Printer

With the Microsoft Windows 95 Network clients ohet third-party network supporting
Uniform Naming Convention (UNC) paths, you no longeed a physical redirection to a
printer to print. Instead, as soon as you doubite¢he installed network printer or drop a
document onto a network printer in your printersiéo, the connection is automatically made
for you.

Tip You can quickly locate a printer on a particulawse by choosing Run Application from
the Start button, and typing the server name @an®le \\myserver). You will be logged
onto the server and prompted for a password if egetihen an Explorer window will be
displayed.
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If you use a network client that does not suppdOtonnections, or if you need to have a
physical redirection to support printing from atpgarar application, you can still make a
connection to a printer by using the appropriatevask commands (such arét use Iptl:
\\servelkprinter’ or “capture Ipt1:”).

To share a locally-installed printer with other pkn follow these steps:

1. Open the Printers folder, then from the Primtenu, click the printer you want to share.
2. Click Properties and choose the Sharing tab.
3. From the Sharing property sheet, specify the@optyou want.

For more information on sharing printers and relaiptions, see Chapter 3, “Windows 95
Networking.”

You can use a shared printer just as you wouldaliginstalled printer. Print either an open
document by selecting Print from the File menu pridting to a network printer or an
unopened document by dragging and dropping it erptinter you want to use.

Tip You can use WinPopup to send a message from aptirdt a print job is done. The
Microsoft Windows Network must be running first.rinformation about how to use
WinPopup, from the Help menu in WinPopup click HElgpics.

Print Troubleshooter

This Print Troubleshooter helps you identify antyegrinter problems. To use the Print
Troubleshooter, open online help (press From Printing Options, select the Print
Troubleshooter. Print Troubleshooter provides &sef questions. Click on the answers that
apply and try the suggested steps to fix the proble
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CHAPTER 6

Windows 95 Security

Windows 95 is an easy-to-use desktop environmetht fwil local and network security
features. This chapter describes Windows 95's Iaggamurity mechanisms to control local
access to data. It also describes user-level samg-¢bvel security options to secure data that
is accessible via the network.

In
This
Chapter | You'll find answers to these questions in
this chapter:
e How do I create a single unified logon for
my system? (see page 87)
e How do | set up share-level security?
(see page 90)
e How do I install user-level security?
(see page 92)

e How do I grant permissions for shared
resources? (see page 94)
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Local and Network Security

Windows 95 includes security for resources thatlmmaccessed locally and for shared
resources that are available on the network.

Local securitypertains to users who physically access the coenpid the keyboard, the
mouse, or other input device. Here, Windows 95 jgies/security user by user, based on the
user logon name and password.

Network securityn Windows 95 pertains to access of shared netwes@urces rather than
access of a computer. Windows 95 provides two gémgres of network security:

e Share-level security, where access to shared res®ig determined by passwords
assigned to resources.

« User-level security, where access to shared ressisaletermined by permissions granted
to individual users.

The following sections provide more details aboubd@ws 95'’s local logon security, share-
level security for shared network resources, ard-level security for shared network
resources.

Log On Security

By default, Windows 95 prompts each user for aypeass at startup. If a user wants to work
locally with files that are not shared for othetwark users, no password is required.

Note You can change default logon requirements via #uty Control Panel.

The only resources available to local users whpdss the logon screen are:

= Local resources which have not been shared orress$igny security
m  Network resources which have not been assignedeawyrity

Note In general, to gain access to network services nyast supply a password. In addition,
because Remote Access connections are also storegear-user basis in the Registry, you
must supply a valid local logon password to use it.

The password the user types initially becomes fae’'si Master Key password. The local
password is a per-user configuration—that is, eaeh is assigned his or her own username
and password combination for logon.
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Storing Passwords in Windows 95’s Password Cache

When you use share-level security, a password eassigned to any shared resource. The
Password Cache stores these passwords in an esttfijptof resources and passwords on a
local hard drive. Each resource typically has vts @assword. If there are 30 shared
resources, for example, there will be 30 passwstai®d in the password cache. This could
be a problem if users had to remember and type gassword for each of these resources.

Password caching solves this problem by storingyasls for resources in the password
cache at the time you use the resources. At logben you type your logon name and Master
Key password, this cache is unlocked and all teeurce passwords stored in the cache are
made available. Then, when you need to accessadstpassworded resource you have
accessed before, password cache automatically tladgrassword from cache and unlocks the
resource. To prevent unauthorized access of paddiles, the cached file can be “unlocked”
only by the user’s logon name and password.

If a you choose Cancel while logging on to bypasslibgon screen, the cache will not be
opened and you will be prompted for a password &awhyou attempt to use a protected
device.

If you are accessing a passworded resource fdirgii¢ime and choose Save This Password
In Your Password List, password caching will sawanypassword to the password file.
Password caching builds the password file as ype hew passwords. Once a password has
been cached, Password Cache will automatically é@rfter you the next time you want to
access that resource. The Password Cache workayatevice that requires a password, but
it only works from within Windows 95.

]

Y'ou must supply a paszward ta make this connection: K

Cancel
Resource: MIKEGAL-MTIMCE

Help

Pazsword: |

Save this Paszward in vour Password List

Note Passwords can contain up to 14 characters andnmousbntain spaces or punctuation
marks.

The password caching list is stored in the *.PWsfin the Windows directory. Passwords
for network connections are stored encrypted ifSHARES.PWL file. Passwords are
encrypted using the Data Encryption Standard (CH@)rithm. A non-encrypted password is
never sent across the network.
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Caution If you delete the *.PWL files, you will lose allg@viously listed password. You
will need to retype each password.

Windows 95's customized password cache allows usetstermine which passwords they
want keyed to their master password and which weayt entered separately. For example, a
user can choose to cache passwords for the maictaliies and printers he or she uses, but
not cache passwords for Microsoft Mail, Scheduba¥] other networks he or she sometimes
accesses.

The Security Balance

Password caching makes accessing network resatmogenient. Occasionally, however,
caching raises questions about security, becawse need to know only one password to
access all the resources.

Resource security and data integrity is a balaeteden security and convenience. The idea
is to maintain security without losing the convere. If 30 or 40 resources are passworded,
people tend to write the passwords down so theytimnget them. Which would be safer,
passwords written down or stored in an encryptadsyworded, local file?

The Master Key Password

Windows 95’s Master Key password can provide aiedhifogon for all system components
requiring password authentication services, as ageliny applications that choose to use the
Master Key services. For example, spreadsheetatabdses can use the Master Key services
to keep data secure.

The Master Key associates the username and passugptied at Windows 95 logon to other
authentication-aware programs or system componeotsever, it's also possible to maintain
separate password, in essence for higher secAiritgtwork manager can choose to associate
other passwords, for example, with vital corpoddta access or other sensitive network
services.

The figure below shows the Master Key property sfwhich you can access from the
Control Panel).
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Y Properties

| Remote Administration | Profiles | Update |

—Master Key

ze the Master Key password to unlock
your password-protected features.

Change Master Key...

Use the Master Key ta unlack:
O Microsaft Mebwork

Chanae Sitale Bassword.,

oK | Cancel | gppIyNowl

The Master Key provides a mechanism to individualgnage components that choose to use
the unified password cache. On a service by seraicapplication by application basis,
Windows 95 can be configured to use the Windowk§6n for authentication. This makes it
possible for a user to achieve a “single logon”docess to all resources on the Windows 95
system, as well as the network using Windows 95stér Key. One example of how the
Master Key service is used within Windows 95 isviding a single logon to both the network
and email. Once a user has logged onto their Wisd@PC, the password typed to log on to
Windows 95 will also automatically log on to email.

Network Security

In Windows 95, there are a number of ways in whérhote users can access resources on
your Windows 95 computer. The most obvious exarigpfite and print sharing; any

Windows 95 user using one of Microsoft’s file arthpservices providers can opt to share
files and printers with other users on the netw@Qrther examples of remote-accessibility are
remote administration, Remote Access, and RematecEure Call (RPC). All of these
(optional) components enable remote users, viaghgork or a modem, to access a Windows
95 computer in some way. Thus, there must be ggeudchanisms to control who can access
your computer and what rights they have.

Windows 95 provides two different security models-arghlevel security and user-level
security. Windows 95 can be configured to use artbeother of these models; the chosen
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model then applies to all components that requoeisty, such as file and print sharing,
remote administration, Remote Access, and netwacdkip agents.

Notes
In this beta release, RPC is not secured.

Windows 95 provides two options for file and prtiaring—Microsoft Network File and
Print Sharing, and Microsoft File and Print ShariogNetWare. (For more information, see
Chapter 3, “Network Integration.”) If you run Micsoft File and Print Sharing for NetWare,
then you can use only user-level security. If yoiranning Microsoft Network File and Print
Sharing, then you can use either share-level arlagel security. If you are not running any
file and print sharing, then RPC can use eithereshevel or user-level security to access
resources.

Share-Level Security

In this model, a password is associated with asguece or service that can be accessed
remotely. Any user that knows this password caesthe resource or service. In Windows
for Workgroups, file and print sharing uses shaxeel security, as does remote
administration. For example, each shared diredias/a password associated with it; in order
to access that shared directory over the netwadssunust type the password.

Note If you are running Microsoft File and Print Shariiog NetWare, you cannot use share-
level security. (However, in this beta release, Beni\ccess will still use share-level security
in this case).

Setting Up Share-Level Security
Share-level security is enabled by default, unjessare running Microsoft File and Print
Sharing for NetWare.

You can access the Network Security property shyestlecting the Security tab from the
Network Control Panel. This property sheet hasdwtion buttons—one for share-level and
one for user-level security. If you select sharelesecurity, then all installed components that
require security on the network (or over a modeiil)juse share-level security.

Using Share-Level Security

Each shared directory and shared printer can hasadaonly and/or full access password
associated with it.
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= To set the password on a shared directory or printer
1. Using the right mouse button, select the dimgycémd then choose Properties from the
context menu.

Select the Sharing tab to view the Sharing ptyheet.
Specify that you want to share the directory.
Specify whether you want users to have read-onfyll access to this resource.

A

Type a password for the resource.

Remote administration, which is the ability forasministrator to remotely run Net Watcher
to manage your shared directories, can be secuth@wassword.

=> To set a password for remote administration on a share-level computer
1. From the Security Control Panel, click the Resndtiministration tab.

2. Check the box to enable Remote Administration.
3. Type a password.

User-Level Security

User-level security is different from share-levetsrity because it is user-based, not
password-based. Access to remote resources idrantdenied depending on the identity of
the user that is attempting to access them. Yowoatrol the remote resources on your
Windows 95 computer by specifying which users amligs have access to them, and what
rights they have. For example, if you share ongoof directories on the network, you can
specify that the whole Accounting group has realg-ancess on that directory, and that Sue
and Bob have full access.

When a user tries to access a resource on yourutempVindows 95 must have some way to
determine if the username and password are validther words, Windows 95 needs to verify
their identity against some list of valid usergni&rly, when you grant access to your
resources, you must have some list of users tosehfsom. Rather than maintain a user
database on every Windows 95 computer, Window&®&rages an existing user database on
a network server. This server provides the Wind®®%/system with the list of valid users and
groups. The Windows 95 system contacts this séovauthenticate user connection requests.

« If you are running Microsoft Network File and Prilharing, then the provider of the user
list and authentication must be a Windows NT domizirthe next beta release, the
provider can be either a Windows NT Advanced Seover domain.

¢ If you are running Microsoft File and Print Sharifog NetWare, then the user list and
authentication provider must be either a Novell\Wate server or a Novell NetWare 4.x
server running Bindery emulation.
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« If you are not running any file and print sharititgen the provider must be a Windows NT
domain for this beta release. In the next betaseleéhe provider can be a Windows NT
domain, a Windows NT Advanced Server, or a Noveli\Mare server.

Setting Up User-Level Security

This section describes how to set up user-levelrig@nd the related security implications
for various file- and print-sharing scenarios.

= To set up user-level security if you are running Microsoft Network File and Print Sharing
1. From the Network Control Panel, click the Setgurb.

2. Select the option button for user-level security

3. Type the name of the Windows NT domain that priivide the user list and
authentication.

User-level security will now apply to file and prisharing, Remote Access, and remote
administration. In the next beta release, Rematedeture Call (RPC) and network backup
agents may also be secured via user-level security.

= To set up user-level security if you are running Microsoft File and Print Sharing for NetWare
1. From the Network Control Panel, click the Segurb.

2. Check the box for user-level security.
3. Type the name of the NetWare server that willvfute the user list and authentication.

In this beta release, user-level security will rapply only to file and print sharing. In the next
beta release, Remote Access, Remote ProceduréRPdll), remote administration, and
network backup agents may also be secured vialesgersecurity. In this beta release, these
services will use share-level security, exceptréonote administration, which is not available
in this release.

= To set up user-level security if you are not running any file and print sharing
1. From the Network Control Panel, click the Setgurb.

2. Select the option button for user-level security

3. Type the name of the Windows NT domain that priivide the user list and be used for
authentication of users.

(In the next beta release, a NetWare server oddwis NT Advanced Server also may be
used as the provider.)
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If you are not running any file and print shariagd you select user-level security, then this
applies to only Remote Access. In the next betass, this will apply to Remote Procedure
Call (RPC) and network backup agents as well. Reradiministration applies to file and print
sharing, and thus is not available.

Permissions in User-Level Security

For each resource or service that is governed éxtlasel security, there is a list of users and
groups—called trustees—that can access that resdtoceach trustee, there is a set of rights
assigned for a resource. The kinds of rights tbatgan give depend on the kind of resource
you are securing.

¢ For shared directories, you can allow a user t@ hlaad-only access, full access, or
custom access. Within custom access, you can traniser any or all of the following
rights: read, write, create, list, delete, chanlgeattributes, and change permissions.

« For shared printers, a user either has the righattess the printer or not.
¢ For Network DDE objects, you can allow a user teehaead-only or full access.

* For Remote Access, you can give a user the rigtiaian to your computer, or to dial in
to your computer and have network access.

¢ For remote administration, a user either has tjie tb be an administrator or not.

Permissions are enforced on a resource as folléwee user has explicit rights to the
resource, then those rights are enforced. If tke dses not have explicit rights to the
resource, then the permissions are computed bygaiti of the rights of each group to which
the user belongs. If none of the groups to whiehuber belongs have any rights for that
resource, then the user is not granted access t@source.

When access rights for a file or directory on a fléiws 95 computer have not been assigned
explicitly, implied rights are used instead. THe 6r directory inherits the access rights
assigned to its nearest “ancestor” (such as thenpdirectory). If none of its ancestors, up to
and including the root directory of the drive, hawplicit rights, no Remote Access is
allowed.

Note It is not possible to set explicit trustee listsindividual files in Windows 95.

It is possible for a user to connect to a sharegtcthry (or to make a directory the current
directory) even if the user has no access to ifilélat directory. Under user-level security, the
rights that a user has to a file or directory dweags the same regardless of the path through
which the user is accessing this resource. Thistiglways the case under share-level
security.
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Windows 95 supports a special World group, whidiudes anyone who is able to connect to
the Windows 95 system. The World group is a usefeéns for setting default permissions to
a resource.

How to Grant Permissions
Setting permissions is the same for both sharestidiries and shared printers.

=> To set permissions on shared directories and shared printers
1. Right-click on the directory and choose Progsrfrom the context menu.

2. From property sheet for the directory, click g
3. Use the Add and Remove buttons to add and renmeses that are allowed to access that
directory.
= To set permissions for remote administration
1. From the Security Control Panel, select RematmiAistration.

2. Use the Add and Delete buttons to add and remsers that are allowed to access that
directory.

= To set permissions for Remote Access
1. Inthe Remote Access folder, choose Dial-In @piof Security.

2. Choose Allow Caller Access and choose Add.

For more information about Remote Access, see @nh&pt'Mobile Services In Windows
95.”
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Desktop Management and
Remote Administration

Windows 95 includes tools that make it easier ieradministrator to manage workstations on
the network from a central location. This chaptesatibes how to use Windows 95's
administrative tools to manage and monitor remetavark resources.

In

This — —

Chapter You'll find answers to these questions in
this chapter:

e How do I view and edit the Registry?
(see page 97)

e How do | define user and workstation
profiles?
(see page 98)

e How do | set up and enable remote
administration? (see page 101)

e How do I monitor Windows 95
workstations remotely?
(see pagse 104 and 106)

e How can | set up network-based
applications? (see page 106)

e How do | set up a network backup agent?
(seepage 108)
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Key Improvements

Administration of networked computers is easier tlo&n with Windows 3.1 because
Windows 95 includes several new features and itnfretuiral enhancements.

This beta version of Windows 95 includes new feegwhich makes an administrator’s day-
to-day tasks easier:
« Assign remote administrative access for computerthe network

« Set the master password, define user profiles(fandhis beta version) specify
administrative updates through the Security propsteets

* Remotely manage a server’s resources using Nethafatc

¢ Monitor performance of Windows 95 computers usiggt&m Monitor

¢ Monitor Windows 95 remote connections from a SNMRle

« View and control configuration and settings of Womg 95 operating system

« Permit user to use centrally located desktop gsttivhen using different PCs on the
network

* Allow multiple desktop configurations on one comgubr restrict all computer users to
one local desktop configuration

This chapter provides details about the featurashblp simplify administrative tasks.

The Windows 95 Registry

The Windows 95 Registry is a centralized repositdfrinformation needed to set up and
configure the computer. It takes the place of AUKEBE.BAT, CONFIG.SYS, and .INI
files.

The Registry contains three types of information:

« Per-user information for a specific individual isthe HKEY_CURRENT_USER key
¢ Global information about the computer is in the HKEOCAL_MACHINE key

« Specific information about a particular configuoatithat is not user-specific is in the
HKEY_CURRENT_CONFIG key

Hardware devices can automatically place theirrmédion into the Registry via the Plug and
Play interfaces. Software applications can plae& thformation in the Registry by writing to
standard APIs.
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Rather than containing information about a singlefiguration and a single user-as
CONFIG.SYS, AUTOEXEC.BAT, and .INI files did-the Ristry can contain information
about several configurations and several usersekample, it can contain information about
multiple configurations which each apply to the puter at different times, such as when the
computer is connected to a TCP/IP network, whé&nhdbnnected to a NetBEUI network,
when it is docked, when it is undocked, and so on.

Because Windows 95 includes an auto-detectionredtu Plug and Play and other hardware
devices, Windows 95 automatically detects and iflestmost hardware as it is added to or
removed from the system. When Windows 95 encouaterseew hardware configuration, it
asks the user to provide a hame for that configamatnd adds the configuration to a
configuration-mapping table. When Windows 95 chebkshardware configuration, one of
three things occur:

¢ In most situations, the configuration ID is mappe@ unique configuration and Windows
95 selects the appropriate one automatically.

« If the user is booting with a new docked or undakc&enfiguration for the first time, the
Windows 95 creates a new configuration for the newnfiguration ID.

« If the configuration ID is mapped to more than eoefiguration (for example, because
Windows 95 cannot distinguish between two confitjare), Windows 95 asks the user
which one to use.

Because per-user Registry information can be miaideon a central network server, a user
can move from one computer to another within theksymwup and maintain all the same per-
user settings (such as desktop and network acet#sgys). This makes the administrator’s job
easier because access permissions can be seboreel person regardless of the computer
he or she chooses to use. For more informationtadmtting network policy, see the “Defining
User and Workstation Policies” section later irstthapter.

Remote Access of Registry Information

A set of Registry APls make Registry informatioragable through Remote Procedure Calls
(RPCs) to standard Windows 95 and third-party mameant tools. This permits
administrators to remotely view and modify configiimn information for hardware and
software components which store their informatiothie Registry. Note that the Registry
APIs are remotely accessible via named pipes (eliele only), NetBIOS over NetBEUI,
Windows Socket on IPX, and Windows Socket on IP.

For more information about RPC in Windows 95, skapier 2, “Networking Basics.”

In this beta release, to set up a Windows 95 coengatrespond to remote Registry requests,
you need to start the Registry server-side RPOcgijun. (From the Startup menu, choose
Run and typeegserve.exd Once started, you can use the Registry Ediibtyut
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(REGEDIT.EXE) to view and modify the Registry infioation on another Windows 95
computer. You can even use the Windows 95 Rediditor to view and modify Registry
information on Windows NT computers if you have fiieper user privileges. (You cannot
set or change permissions on a subkey from Wind@&v$lowever, you can create new keys
that inherit the permissions of their parent key.)

Note The this beta release version of Registry Edit@sduot yet allow remote functionality.
An updated version of the utility will be placed the CompuServe shortly after you have
received this beta release.

Defining User and Workstation Policies

Administrators are responsible for defining policfer user activities and workstation
functionality. To help with this task, you can uke System Policy Editor to create user and
workstation profiles which specify applicable p@ for specific individuals and
workstations.

45 System Policy Editor - [Untitled)

Fil= Edit “iew QOptionz Help
MECIE
Default Uszer

% Default wiorkst...

Note The System Policy Editor is such a powerful utitityt an administrator should
consider restricting its use to other trusted adstrators. The administrator can use the
System Policy Editor to restrict its use.

Pointers to the Registry

When you set resource policies using the SystemeyPBHitor, it creates an ASCII-formatted
input file (by default, named ADMINCFG.ADM) whiclees as a template listing the policies
an administrator can set. This file includes paite information contained in the Registry
and when it is used by the System Policy Editois as a front-end to the Registry.
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How Policies Works

When a policy is created, the administrator usgdl& path to indicate the policy’s location.
Policies can be stored in a shared network dirgctor either a local or a remote server.

When someone logs on, the logon process checkss#res configuration information for the
location of the policy file that applies to the uaed/or workstation. Logon then tailors the
user’s work environment to meet the specified pedi@as follows:

¢ Logon checks for a profile to match the computen@alf one exists, logon applies the
computer-specific policies to the user’s work eomiment. If a profile for that computer
name doesn't exist, logon applies the Default Wiatken policies.

* Logon checks for a profile to match the user ndfrene exists, logon applies the user-
specific policies to the work environment. If nlaigon applies the Default User policies.

Managing System Policies

Administrators can set policies to control bothresgecific and computer-specific
configuration of the desktops from a central lomatiThe policies are placed in a file (by
default, named POLICIES.DAT) on central server Whgaccessible to all the workstations
whose configuration needs to be controlled. THigrmation is downloaded by Windows 95
when it boots from this central server.

For the new computer-specific policies to takeaffévindows 95 must rebooted. For new
user-specific policies to take effect, the usertrag on.

Note In this beta release, there is a limited set ofiathtnative policies implemented. These
policies will be extended to other operating systeatures after this beta release. These can
be extended by the administrator, but complete ghecuation is not yet available.

Also after this beta release, Microsoft will publithe format of the output file so that
administrators and third-party software developears write their own applications for editing
the policy file.

Setting Policies with the System Policy Editor

When you use the System Policy Editor to definécpes for your organization, follow these
three steps:

1. Set the default user and workstation policiés fve Default User and Default Workstation
icons).
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2. Create profiles for individual users and workstss (via the Add New User and Add
Workstation icons). By default, these will inclutthe policies you defined for Default User
and Default Workstation.

3. Select users and computers that need to functitside the defaults and modify their
policy settings as appropriate.

Setting Default User and Workstation Profiles

By clicking the Default User icon, the default upeficies display. You can use this property
sheet to implement users’ default network policidsese policies determine the extent of user
network activity for connections, sharing, passvepahd network traffic.

#¢ Properties for Default User EHE

EIQ]] Sharing
Dizable File Sharing Controls
i [ Dizable Print Sharing Controls

When you double-click the Default Workstation ictime following property sheet displays.
From this property sheet, you can implement wotkstadefault settings for system and
network policies. The System policies determinetivaeuser profiles will be used. The
Network policies determine the user’s default nekaenvironment for logon, sharing,
passwords, auditing, password caching, and renuatating.

& Properties for Default Workstation [ x|

|»

Metwark Path for Windows Setup
Em Metwork
Em Logon

B

=) Passwords
{ LB Hide Share Passwnrds in Nislans

i-[@ Dizable File Sharing
‘[ Disable Frint Sharing
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Creating Individual User and Workstation Profiles

Once you set the Default User and Default Workstagiolicies, these become the templates
for any new user and workstation profiles you @edb create a new user profile, from the
System Configuration Manager toolbar, click the Atlelv User icon. When the
corresponding dialog box displays, you can chargieips to suit the individual user.

Likewise, to create a new workstation profile, klibe Add Workstation icon and change
policies as appropriate for that workstation.

Downloading System Policies to the Workstation
To set up Windows 95 computer to download systelicips, follow these steps:

1. Open the Security Control Panel and click thelaip tab.
2. Select Update Administrator Policies at Logon.

3. Type the UNC pathname of the file that cont#iespolicy information. For example, you
might type a pathname like this one:

\\myserver\policiesdir\policies.dat

Windows 95 updates policies from before the usgs bon. Each user should have at least
read-only privilege for this file.

Note After this beta release, Microsoft will enhance sigetem policies feature to
automatically download policies central locatiomsNovell NetWare (SYS:LOGIN directory)
and Windows NT (\PDC\LOGIN directory) servers with the administrator having to
individually set up each desktop.

Configuring Remote Administration

When you use remote administration to access anotimputer, there is no difference
between what you see in the application window @ ycreen and what would appear on the
remote computer’s screen—it’s as if you were sitihthe remote computer.

Granting someone remote administration privilegegithe user full access to all shared
resources on the system (including the abilitydd and remove other remote administrators).
Granting or removing remote administrator accessfa user does not take effect until the
user next connects to the Windows 95 system.

To set up remote administration for a computefofolthese steps:
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1. From the Control Panel double-click the Secudbn.

2. When the Security property sheet displays, ahtlos Remote Admin tab.
3. Use the Add key to add new administrators tdith@®f remote administrators for this

computer when using user-level security.

Set Password;  Flemote Admnistration

Allows admin
fram remate ¢

Adminiztrator
Domain &drn

¥ Enable Reme M.

Prafiles | Update | |

: Choose Administrators

Dromain Admins

€7 Domain Users

Add |

DObtain List Fram:
DEAD_ZOME Vl

-

§ Administrator

g brentg
& charlest
& darel
& Guest
& home
0 test

Cancel Help |

Note For user-level security, the property sheet ligisiaistrators allowed to remotely
manage files and printers. For share-level secuhigyproperty sheets allows you to specify
the password needed to remotely manage this semesources.

Use the check box to enable or disable remote asimgtion, and then add and remove users
and groups as appropriate.

Remotely Setting Passwords, Profiles, and Updates

In addition to granting remote administration ascg®u can perform the following
administrative tasks through the Security propshiyets:

¢ From the Set Password property sheet, you cahesddaster Key password. It also
controls cached passwords to other services detedtiy the administrator.

* From the Profiles property sheet, you can deterrifingers will be able to create their
own desktops or have them set by the administrBigpending on what the administrator
decides, Windows 95 will store the desktop pararmaetethe computer profile or a user
profile. “User-specific” profiles are stored in tleeal Profiles directory
(C:\WINDOWS\PROFILES) and generic profiles are stbin the local user Registry.
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« From the Update property sheet, you can determimelwcomputers will issue
administrative updates.

Note The Update property sheet appears only in this\etsion of Windows 95. Policy
update will be controlled by a separate administma&pplication in subsequent releases.

For more information about security in Windows 88e Chapter 6, “Windows 95 Security.”

Monitoring Remote Connections From an SNMP Console

Windows 95 includes a Simple Network Managementdea (SNMP) agent which
conforms to the SNMP version 1 specification. Tdgent allows you to monitor remote
Windows 95 connections from an SNMP console.

The agent is implemented as a Win32 service anésmoa Windows Sockets over both
TCP/IP and IPX. The Extension Agents are implentgeateWin32 DLLs. (For more
information about writing SNMP MIBs under Windows,%ee the SNMP section in the
Windows 95 Beta-1 SDK

In this beta release, the agent and its correspgriRiFC1156 Extension Agent are installed
automatically when you install the TCP/IP protoda. start the agent on a PC, from the
Startup menu choose Run and tgpenp.exe

The configuration information for the RFC1156 Exdiem agent is placed in the Windows 95
Registry under HKEY_LOCAL_COMPUTER\System\Current@olSet\Services\
SNMP\Parameters.

Managing Shared Resources Remotely

Net Watcher is Windows 95’s tool for creating, aofiing, and monitoring remote shared
resources. Net Watcher includes a set of iconsntia&e it easy to do the following:

e Add a shared resource e Show users

¢ Show shared resources « Disconnect a user
e Stop sharing a resource ¢ Show files

¢ Show alog ¢ Close afile
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[ Met Watcher - 1 Connections to \AKURTP-C [_ (O] x|
Admirister  Wiew Help
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LUzer Computer | Shares | Oper Files | Connected Time | Idie Time ADMING
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You can also use Net Watcher to create computditgg@nd implement password security.

Setting Up a Net Watcher Window for a Remote Computer

You can display a Net Watcher window for a remamputer in one of two ways:

¢ Select the target computer on the network
¢ Use the secondary mouse button to choose WatckiServ

(Windows 95 will prompt you for the appropriate pasrd, if needed.)

From the Network Neighborhood window, you can aigbt-click any networked computer
you have the option to remotely manage the filéesgof another computer. Choose Admin
File System from the menu that displays.

EE Network Neighborhood =] E3
File Edit Wiew Help

=l =l
Entire Metwark Remate Denizel Denizelr3
Access
0 = =
—pen bl Faty
Explore
g Watch Server
R e etk rive empest Yalp
Create Shortcut
I——————
= Froperties. ..
Wwarped wihat
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Remotely Creating a Shared Resource with Net Watcher

A local resource is normally shared through itspgnty sheet. An administrator can also share
a resource remotely through Net Watcher. To deealect the Add Share icon to display the
Enter Path dialog box. Then type the path of tieuece that you want to share.

= i [=]
Administer  Wiew Help
20 el aja Rl 7
Shared Directory | Shared Az | Accesz: Type | Perzistent | Cornrient
cADOS pos Read Only ez Kurt's DOS share
+ Enter path
oK |
F'Ieasn_a enter the name of the path Cancel |
7 you wish to share, — T I
nelp |
r ]
——— Path: A
Ic::\\-'alid.Ioc:al.path.on.remote.machine

ADMIN$ and IPC$

In the process of enabling remote administratiom @omputer, two special resources are
created.

« ADMINS gives administrators access to the file egston the remote computer.

* IPC$ provides an interprocess communication (IEf@nnel between the two computers.

Stopping Access to a Shared Resource

When you use Net Watcher to close any specifidmg used by a remote user, the user
remains connected to the shared directory busisodinected from the file. However, if you
do not take preventative measures, such as stojpgltiae directory, the user may
immediately reconnect and start using the sameadjén.

Note As with local computers, when you stop accesstoures on a remote computer, be
sure to stop sharing the resource rather than gidiptonnecting the user or closing the file.
If you don't stop sharing the resources, userssgaply reconnect and start using that
resource again. However, if you change the passfeora resource, any users connected to
that resource will be disconnected. They cannainmeect without the new password.
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Setting Up Network-based Applications

The Shortcut features of the Windows 95 shell gtewiery powerful opportunities for
centrally-managed software applications. Admintstican place applications on a network
server and create shortcuts that appear both opuwtens that run Windows 95 over the
network as well as on standalone workstations. Wdeeipled with Windows 95’s user
profiles features, users can create their own shtsrand desktop configurations that travel
with them from computer to computer while also havihe corporate-wide programs created
by an administrator.

To create a network-based shortcut, follow thespsst

1. Create a directory on a network server to whithisers have access.

2. On all Windows 95 computers, create a shortzthe directory by dragging the
directory’s icon from the Network Neighborhood ke tPrograms folder.

3. From the context menu, choose Create Shortat. He

Once this is done, you can put just about anytiimgwant in the directory on the
server-programs, shortcuts to programs or foldmisdirectories, and so on.

One big advantage for setting up shortcuts like ihthat system administrators can make
software upgrades relatively painless for usergesthe files that need changing reside only
on the application server, and not users’ workstati

Monitoring System Performance

System Monitor is a tracking tool that monitors thal-time performance of various computer
components, functions, and behaviors and displaysesults in graphs or charts. This
information is useful in locating bottlenecks awts1g other performance problems.

Collected over time, counter statistics show penfomce trends. These can help an
administrator tune or troubleshoot the computer.éxample, monitoring memory and
swapping activity can help determine if the computeds a new hard drive or just some
more RAM.
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System Monitor tracks the following five categories

e 32-bit file system ¢ NCP redirector
*  NWLink ¢ SMB Redirector
¢ VMM 32 Memory Manager

Note Additional categories will be added in future be¢asions of Windows 95. Also, by
using System Monitor’s extensible interface, thpatty companies can add their own
categories and data items.

Each category includes multiple items which Syskéomitor also tracks. For example, the
VMM 32-bit Memory Manager has more than 15 itemsjuding allocated memory, free
memory, page-ins, and swapfile in use. (You carosbdhe Explain button for a description
of any item.)

To create a picture of a computer’s performancegsh the categories and items to be
tracked, and then click the graph or chart button.

With the appropriate privileges, you can use SydWonitor over the network to track the
performance of remote computers.

Note The network version of the System Monitor is nappkd with this beta version, but
can be downloaded from the CompuServe beta forum.
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Network Backup Agents

This beta release of Windows 95 includes two ndtveackup agents. A network backup
agent enables your computer to be backed up toeadidve on a network server. However,
you must also have the corresponding server-basebrk backup software to do this.

In this beta release, there is a network backuptdgem Arcada Software and a network
backup agent from Cheyenne Software.

The Cheyenne agent works with Cheyenne’s ARCsenvBlétWare product and enables
backup of a Windows 95 computer to a tape driva dletWare server.

The Arcada agent works with Arcada’s Backup Exexdpct for NetWare (Enterprise Edition
or Single Server Edition), which also enables badkua tape drive on a NetWare server.
Both Arcada and Cheyenne are concurrently devejopiaducts to enable backup of a
Windows 95 client to a Microsoft Windows NT Advaxc8erver. This support will be
integrated into the current backup agent which solyports NetWare.

Setting Up and Using the Arcada Agent

To use the Arcada agent for backup, you must Haéollowing components:

¢ Arcada Backup Exec for NetWare—Enterprise Editiosimgle Server Edition

« New versions of the Arcada NLMs. These have beeatga specifically for Windows 95
and can be obtained by contacting Arcada Softwaeett.

¢ The Windows 95 agent—WIN_AGNT.EXE and related filetlB.EXE, PUB.HLP,
WIN_AGNT.RES and WIN_SPX.DLL. These five files aratomatically copied to your
hard disk during Windows 95 Setup, as long as ymse to install support for Microsoft
Networking or Novell NetWare.

To back up a Windows 95 computer with the Arcadengdollow these steps:
1. Run the publisher (PUB.EXE). This will allow yém specify which directories you want
to make available for backup.

2. From the publisher, select the Enable buttoiis Wil automatically load the agent
(WIN_AGNT.EXE), which means that your computeréady to be backed up. Once the
agent is enabled, it should start up automatiesish time Windows 95 is booted.

3. You must be attached to the backup server te fiaur computer backed up, but you do
not have to be logged in to the server.

4. Run Arcada Backup Exec (NetWare Enterprise &ditir Single Server Edition). See the
Arcada Backup Exec product documentation for furthfermation and instructions.
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5. Within the Backup Exec software, the Windowsc®mputer will show up in the list of
backup sources. Find the Windows 95 computer ilishef backup sources by looking
for the name that was given to the workstatiorhapublisher utility.

6. Follow Backup Exec instructions for backing ug/andows workstation.

Setting Up and Using the Cheyenne Agent

To use the Cheyenne agent for backup, you mustthav®ellowing components:

¢ Cheyenne ARCserve for NetWare (Version 5.01).

« New versions of two Cheyenne NLMs—APROCESS.NLM an8WAPE.NLM. These
have been updated specifically for Windows 95; tbeay be obtained by contacting
Cheyenne Software directly.

¢ The Windows 95 agent—ARCSRV32.EXE. This file is am#ically copied to your hard
disk during Windows 95 Setup, as long as you chosestall support for NetWare.

To back up a Windows 95 computer with the Cheyeagent, follow these steps:

1. Double-click ARCSRV32.EXE to run the agent. Yaill see a user interface for the agent
which normally shows various parameters and siagidiowever, in this beta release, you
will not see values for any of these fields.

In the agent user interface, select the Optioeisu, and choose Status Log File. This will
show the name and location of the agent log filehls log file, you should see the
network address of your Windows 95 computer.

3. Run Cheyenne ARCserve for NetWare. The Winddwsd@nputer is shown in the list of
PC clients, as are computers running MS-DOS andi@is 3.1. (See the Cheyenne
ARCserve product documentation for further inforimatand instructions.)

4. Find the Windows 95 computer in the list of Riénts by looking for the network address
found in the agent log file.

5. Follow ARCserve instructions for backing up andbws workstation.

N
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CHAPTER 8

Mobile Services In Windows 95

Windows 95 includes several features designed edfyefor mobile users. This chapter
describes how Windows 95 tools make it easier $@rsiwho have both portable and desktop
computers to manage multiple configurations arkegp files between two computers
synchronized. It also describes how users can usddis 95's tools to remotely access the
network and other services such as Internet anth@nl

In

This

Chapter |You'll find answers to these questions in
this chapter:

e How do | set up Remote Access so other
computers can dial in to my computer or
other Remote Access servers?

(see page 112)

e How do I set up Remote Access so | can
dial in to other computers?(see page 112)

e How do | set up a Briefcase and
synchronize files? (see page 118)

e How can | set up separate configurations
for docked and undocked states for my
system? (see page 120)
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Remote Network Access

Windows 95’s Remote Access feature gives users latenprorkgroup computing capabilities
whether it be running a client-server applicationessing a customer database, downloading
and/or browsing email, or accessing shared filesn&e Access is smoothly integrated into
the Windows 95 shell so it doesn’t seem like useesrunning a separate application.
Establishing a remote connection works the sanssi@blishing a connection in the office—
the user simply double-clicks on the network obfeatonnect. Similarly, if the user double-
clicks on Mail, a remote connection is automaticaktablished.

The Remote Access client software component, liker¢st of Windows 95 networking,
connects to a broad set of networks and providexpan architecture for universal
connectivity. Windows 95's Remote Access functidgahcludes support for IPX, NetBEUI,
and TCP/IP network protocols using industry stadgenint-to-point protocol (PPP) over the
wire, as shown below. Because Remote Access supgestthe dynamic, 32-bit, protected-
mode network architecture of Windows 95, users tdoave to reboot their computers or exit
Windows to continue working after establishing ndieg a connection.

| Applications |

l

| Remote Access Services I‘—’| Session Mgmt and Authentication |

| |

1
G |i [TTCPIP | [PX Wil rouer |
l | [ NefBEUT |
|
| Unimodem | i | PPP |
v

| VCOMM |

On the host computer—that is, the one into whichuier is dialing—Windows 95 provides
an easy to use, single-port host, capable of mubtiecol routing for IPX and NetBIOS with
pass-through user-level security. This security W@dows NT or NetWare authentication
mechanism and user database to validate the ukeou@e, share-level security is also an
available option. Using Windows 95’s desktop managret capabilities, an administrator can
disable dial-in access so users cannot dial igtarticular desktop PC, or remotely access the
entire network.

If the user chooses to use a host system suchradows NT, Shiva Netmodem/LanRover, or
NetWare Connect, Windows 95’s Remote Access featffiees full connectivity. This also
means that the Windows 95 desktop PC can be used@s/enient access point to a small
LAN or simply to the desktop PC itself. (The “Day#d release of Windows NT Advanced
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Server supplements the Remote Access support iddWis 95 to provide a large network
solution that allows for as many as 256 simultagetial-in sessions.)

Remote Access
NetWare Client -

or Windows NT

Server
?l “Chicago” PC
. RERTATY
Third-party By Remote Access
router/dial-in box i
Client

Laptop

Remote Access
Client

Laptop

Laplop

Windows 95 provides a modular, open architectursufiport applications establishing a
“pipeline” to the network remotely. Applicationsrcase the Remote Access API to initiate
resume a remote connection and to gather informatimut the type and status of the
connection.

The Remote Access subsystem is network- and déwvilependent which enables universal
connectivity. This means, for example, that Wind@bssupports ISDN boards, PBX
modems, and so on. This capability is accomplighemligh service providers—software
components that manage physical connections, aagrietraffic over the remote media.
Finally, the Remote Access subsystem has a moduthentication provider that can be
supplemented or replaced to provide custom secsgityices. For instance, suppose the
BrandX Company wanted to provide its own custormises. That company can replace
Windows 95'’s authentication DLL with its own to &aldvantage of BrandX-specific security
features.

You can use Remote Access with either IPX or NetBigiworks. Whether you use IPX or
NetBEUI for Remote Access depends on how you chamsenfigure your overall network.
For more information on these protocols, see Cha&ytéNetworking Basics.”

Remote Access With IPX

Remote Access can be set up to provide accestod®vorks. Setting up an IPX Remote
Access installation requires installing the Remfteess PPP driver. Install only the
IPX/SPX-compatible protocol for this driver.

The IPX router (part of NWLINK.386) is active onlyhen more than one network driver
supports IPX.
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Remote Access With NetBEUI

NetBEUI is recommended for use with Microsoft pgervices and for use with applications
that use NetBIOS. Because Windows 95 supports phelltirotocols, both IPX and NetBEUI
can coexist in the same computer at the same time.

Installing Remote Access

The Windows 95 Remote Access service requires:

= One or more compatible installed modems. See thdwiae Compatibility List for a
complete list of compatible modems. (This listvaitable when you setup a modem with
Windows 95 Setup.)

= Enough available hard disk space to install the ®erAccess Service. It requires about 2
MB of free disk space to install the client, senard administration portions of Remote
Access.

Optionally, the following can be used with RemotecAss server:

m A certified NDIS 3.0 driver with Remote Access exion
m  Remote Access PPP extension drivers (availablexhbeta release of this product)

Installing Remote Access is different than instalprevious Microsoft communication
programs because the Remote Access installatiaregsduilds Remote Access into the
operating system whereas other versions were liedtas additional applications. As part of
the installation process, Remote Access deletesegidces the Windows for Workgroups
3.11 Remote Access.

To install Remote Access (client or server), follth@se steps:

1. Use the Control Panel to set up the modem.

2. Specify whether your Remote Access computerhaila client or a server. The Remote
Access wizards can help with this.

3. Enter the proper settings for dial-in.

Note To change the configuration of the server latennfthe Remote Access folder, choose
the Connection menu, then choose Dial-In options.
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Remote Access Security

Windows 95 Remote Access has the following secte#yures.

= Integrated domain security. Windows 95 Remote Access server uses the samaracco
database as a Windows NT Advanced Server or Net®éaer. This provides for easier
administration, because users will log on withadkeounts that they use while at the office.
This ensures that users will have the same prieflend permissions they normally have.

To connect, a user must have explicit Remote Acpesmission as well as a valid
Windows NT account. Users must be authenticatelddipote Access before they are
even allowed to attempt to log on to Windows NT.

= Encrypted authentication and logon.All authentication and logon information is
encrypted when transmitted over the phone lines.

For more information on setting user-level secuidtyuse with Windows NT and NetWare
servers, see Chapter 6, “Windows 95 Security.”

Implicit Connections

Remote Access in Windows 95 will “remember” netwodanections.

Once Remote Access is installed, if you try to as@network resource when you are not
connected to any network, you will be prompteddiest a Remote Connection. The
connection you select will be used to start a Rerm#twork session. Once the session is
established, the network operation you initiatesiinees to completion. If the network
operation completes successfully, the connectoryawe chosen will be remembered for
future operations that use the same network resourc

Implicit connections leaves a “ghost” mapping whiebonnects when you need to use the
resource. If you don't need to use the resour@egtimnection remains inactive.

Implicit connections are basically a conveniencg@odon’t have to keep reconnecting to
resources each time you want to use them.

Persistent Network Connections

Ghosting incorporates the idea of persistent ndtwonnections, a LAN Manager feature that
“remembered” network connections so that the ughrtthave to reconnect every network
drive each time he or she logged on.
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Planning Your Remote Access Installation

Planning is a critical part of installing and capfiing Remote Access successfully in your

org

1.

116

anization. You should ask the following orgatizaal questions:

How many users need to dial-in?

If you need to allow a small number of users diektcess for short sessions, then your
installation should consist primarily of users’ Waws 95 computers configured as hosts
on an as-needed basis. Set up security for thisggewation by defining a password on the
access port, or by restricting the access to szlacters.

If you need to support a medium to large numbaersefs for dial-in access, it's better to
choose a multi-port server. Windows NT Advanced/&eB.5 is a high performance,
scaleable multi-port PPP host that supports IPXBEEI, and TCP/IP. This host
integrates seamlessly into a Windows NT enterprétevork while allowing you to support
a large number of clients centrally. Shiva corporas LanRover series of devices are
dedicated multiport PPP hosts that integrate wé&dl NetWare network environment while
offering robust Remote Access. (Other compatiblB Bérvers include those from Cisco
and Telebit.)

How many of these users are telecommuters? Howamy are mobile users?

Telecommuters need to connect few times duringlélye and stay connected for long
periods of time. So if you have a high percentdgelecommuters, plan to make more
ports available. Telecommuters will normally use kost local telephone calls, therefore
you can choose a cost effective telephone sereicihé multiple users. Most
telecommuters dial in from a fixed location, therefyou can use dial-back (or callback)
as an effective security means. The Windows 9%tapports dial-back from Windows
NT 3.1 or Windows NT 3.5.

Mobile users need to connect often during the Hatydon’t stay connected for long. Most
connections are performed over long distance teleplines which suffer from poor
quality. Because the cost of connection to the fealser is an inhibitor to effective use,
it's recommended that you set up 1-800 accesscegnacal access numbers, or provide
you users with appropriate calling card accoumtsblest to use error-correcting high
quality host/client modems to compensate for ttadeddine noise.

What network protocols and services do these useneed access to?
Here are some common requirements:
» Accessing NetWare file and print services impliéX Iprotocol access is needed.

» Accessing Windows NT file and print services impletBEUI, IPX, or TCP/IP
access is needed.

* Typical SQL databases need TCP/IP or IPX access.
* Windows 95 peer services require NetBEUI or 1P Xessc
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4. How many users need access to the network versarsess to their PCs only?

Windows 95 hosts can be set up to provide PC acodgslf a large percentage of your
users need access only to their own computers chaeget up their Windows 95
computers to be PC-access only hosts.

5. What level of dial-in security do you need for yor network?

Windows 95 hosts support password or user-leveirggcWindows NT hosts support
user-level and domain security. Shiva LanRover i@ user-level and Bindery security.
Add-on third-party security products can be useérioance the security of any of these
hosts. The Windows 95 client supports add-onsréwiire user to type tokens.

6. Does you organization use a PBX telephone syst2m

If your organization uses a PBX system, it may iffecdlt to equip individual Windows

95 computers with modems to grant PC or netwodes& Several PBX vendors provide
modem-like devices that plug into the PBX wiringt®m, these devices tend to be more
expensive than modems of similar capability. Othed-party vendors provide PC cards
that connect a PC to a PBX system giving modemtifmality. Both types of devices can
be used by the Windows 95 host/client functionality

7. Do you allow end-users to have personal modemsdatelephone lines?

This is primarily a security issue. Your organiaatmay not allow modems on individual
desktop computers. In this case, it is preferahbt Remote Access is provided through
centralized Remote Access hosts such as the WindNdwsdvanced Server 3.5 or Shiva
LanRover.

Windows 95 Slow Connection Features

Windows 95 has integrated, full-featured Remotee&sccapability. This Remote Access
support is composed of client components, servaponments, and several enhancements to
Windows 95 networking and user interface componédrite enhancements include not only
the Remote Access pipeline but also slow-connegisareness features that increase
usability and thus add value above the pipeline:

« Reliable transmission.The protocol used on slow connections providaalskd data
transfer on phone lines spanning satellite or dilllular connections.

* Adaptive protocols. Mobile Windows 95 adapts NetBEUI for slow connent. These
changes improve the reliability of third-party retg-for example, Shiva’s remote
networking solution for Windows for Workgroups.

e Compression on data transferThe Windows 95 Remote Access PPP driver supports
software compression based on Microsoft disk spad®nology. Software compression
provides roughly a 2:1 performance improvementavitirequiring high serial port rates.
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* Redirector adapts to slow connectionsThe Windows 95 redirectors will disable read-
ahead and write-behind operations when accessiaglid@ugh a slow connection.

Synchronizing Files with the Windows 95 Briefcase

Portable PC owners who also have a desktop PCarthystvork to keep the most up-to-date
files on the computer they are currently using. Wiadows 95 Briefcase minimizes these
headaches by keeping track of the relationshipsdeat the files on their two computers using
a simple metaphor that users are already comfertaith—a briefcase.

A sales person, for example, might need to codeta in certain files during a business trip.
Later, it will be important for the files on thatles person’s office computer to be
synchronized with the files which were changedmtyithe trip. Briefcase tracks and
synchronizes the files.

With the Briefcase, a user can:

* Create a Briefcase folder.

« Add files to the Briefcase.

e Check the status of files in the Briefcase and tletaited files.
« Update related files, either individually or allaice.

« Split related files to maintain them separately.

To create a Briefcase, users simply choose CraatécBse from the Accessories folder
(found with in the Programs folder).

WinPad Device

==
[ccoo]

Modem < 1

After installing the Windows 95 Briefcase softwarethe portable PCs, a user can specify
which files and directories he or she wants to tae&p up-to-date between the two PCs by
dragging and dropping those objects into the Baisdéc When the user reconnects the portable
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and desktop PCs, he or she simply opens the Bsefaad chooses Update from the Briefcase
menu. This automatically replaces unmodified filéh modified files. If both files have
changed, Windows 95 calls the appropriate apptiogiif available) to merge the disparate
files. (For details about using Briefcase, seenankielp.)

Windows 95 provides a set of OLE 2 interfaces #tlatw applications to bind reconciliation
handlers to it, track the contents of the Briefcas®l define the outcome of any reconciliation
on a class-by-class basis. For example, when hetfile in the Briefcase and its
synchronized copy outside have changed, Windowsafls the appropriate reconciliation
handler to merge the two files.

You can also synchronize network files and foldeith the Briefcase. Simply drop the
resource you want to synchronize with into the f8eee.

When you open the Briefcase folder, you can cheelstatus of any file in the Briefcase. You
can also update files or split related files lisitethe Briefcase.

8 My Briefcase

Eil= Edit \iew Briefcase Help

Mame | Sunc Copy In | Status | Size | Type | Modified
@Mh Quarter Projecti... C:A\Excel Up-to-date 137KB  Microsoft E...  Tuesday, May 1
@Document about th...  C:¥winword Up-to-date E1.0KE ‘WordPad ... Tuesday, May 1
0 [l

Sample Briefcase Contents Showing Document Status

Accessing Internet and Online Services

Online services are a critical network for PC usergather information and communicate
with other PC users.

Windows 95 integrates a variety of access poiritsanline services. Windows 95 mail users
can send and receive mail through gateways tontieeniet community directly from the mail
client. Windows 95’s Terminal tool ships with sdasfor a variety of existing online services
including CompuServe, Dow Jones, and America Online

Support for “Local” Connections

Establishing a local connection—that is, with seoiaparallel cables—is accomplished using
the Remote Access folder.
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Note

In this beta, this means creating a connectiorguaitiocal” modem. To install a “local”
modem, from the Modem Control Panel, choose Ad@nTd¢hoose Local from the list.

Hardware Configurations and Docking

As described in Chapter 7, “Desktop ManagementRemote Administration,” the Windows
95 Registry contains per-configuration informatfoneach computer. For example, the
Registry keeps a record of the configuration fer ¢domputer when it is undocked and another
record for when it is docked.

Users can edit, delete, and create new configursfimm the Profiles property sheet of
System Control Panel. To specify device settinga per-configuration basis, follow these
steps:

1. From System Control Panel, open the Device Manpwpperty sheet.
2. Choose Properties.
3. Edit the Profile Specific Settings.

Windows 95 can switch automatically between comfigions stored in the Registry—no user
intervention to make the switch is needed. For g@tanthe following happens automatically
when a user chooses “Eject PC” from the System rteenandock the computer:

1. Windows 95 checks for any potential problem®teefindocking. For example, Windows
95 lets a user know if he or she has a file opea patwork drive at this time.

2. The system undocks, without powering down ifiker chooses.

3. Once undocked, Windows 95 changes to the nefigtmation’s Registry settings. For
example, Windows 95 could switch from a docked XIB8 video resolution to an
undocked 640x480 resolution.

Applications also read and store settings basetlisper-configuration information. For
example, when Windows 95 switches from one videaitaoto another, a graphics
application could switch from one color paletteatmther, choosing the best match for the
monitor being used. Likewise, an email applicattonld switch from a fast-connection
network provider with one of set preferences tofflime/slow connection provider with a
different set of preferences.

For each device, the Registry contains two conéijon-specific bits of information. The first
defines whether information describing the devickept in the Registry (useful for Plug and
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Play and other device detection). The second defiteether or not to keep the device’s
driver loaded.

Windows 95 ships with a full complement of dynamiickbadable drivers from network
drivers to mouse drivers that load and unload déipgron the configuration that is currently
being used.
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CHAPTER 9

Troubleshooting Windows 95

Troubleshooting a beta product is somewhat diffettesm troubleshooting packaged products.
In addition to the normal steps you might takeré@k down a problem, with a beta product,
you'll need to consider two additional issues-iiolpand reporting bugs and finding work-
arounds for existing problems that are likely tdfilged by the next release.

General Troubleshooting Tips

When doing any kind of software and/or hardwareliteshooting, there are some preliminary
guestions to ask:

¢ What hardware/software is involved?

« Does the problem occur in just one application?

* Does the problem occur on just one computer orcgévi

« Does the order of the steps to reproduce the probieke a difference?

e Has it ever worked?

¢ What changed?

Troubleshooting Strategy

Try these steps in order to troubleshoot any difficyou may experience with this Windows
95 beta.

1. Check to see if the problem you’re having isiaw problem.

Make an assumption.

Test.

Write down results

Verify fixes.

AR S R

The following sections detail each of these steps.
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Check to See if the Problem You’re Having is a Known Problem

Make sure you thoroughly read tRelease Note8eta Installation Guideonline Help, the
Frequently Asked Questio(lBAQ) posted in the Windows 95 CompuServe forund, any
* DOC or *.RTF files included on the beta distrilmut disks.

Also, post your problem on the forum. You will afténd that yours is a problem that others
have already discovered, reported, and found worlerals for. If it's not a known problem,
suggestions from others may save you time tracttown the source of the problem and give
you ideas that can help you.

You will also find that the Windows 3.1, Windows f&/orkgroups 3.1, and Windows for
Workgroups 3.1Resource Kitgontain valuable troubleshooting information.

Make an Assumption

Test

Decide what you think the cause and solution mightMake modifications to your system or
the application and re-test. Minimize the numbethofgs you change between tests and if you
find the problem goes away at some point, try agithings back in until you (hopefully) find
the single cause of the problem.

Test each modification to see if it fixed the peabl For detailed suggestions for how to
approach your testing, see Chapter 10, “Window$&sing Guide.”

Write Down Results

Note all symptoms, causes, and solutions. Thispsdlide you with the information you need
to submit a good bug report and makes an excekdetence for future troubleshooting.

Verify Fixes

If you find a work-around for a specific problendamave submitted a bug report, make sure
you try removing the work-around when you receipdated beta software. It's easy to forget
that you've changed the system to allow somettongdrk and forget to re-test the original
problem once it's been fixed.

If you are told that a problem is fixed in a neie for release, it's important to verify that the
original problem has been fixed. Sometimes thenfay not really be what you expected or
will reveal other problems.
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Troubleshooting Setup Problems

Windows 95 has several built-in mechanisms to hrethe event that something goes wrong
during Setup. The next few sections describe theesof the most important methods you can
use to troubleshoot these problems.

Boot Log

Windows 95 creates a file called SETUPLOG.TXT ia thot directory of the boot drive.

This file allows Setup to know if there were anglpiems during the last attempted boot of
Windows 95. It keeps track of progress made, sbiftlagparticular component is keeping
Windows 95 from running properly, it will attemput tiagnose this for you. This way, you can
boot the system in fail-safe mode and correct toblpm.

Note Starting Windows 95 in fail-safe mode disablesghrmetected-mode device drivers,
networking capabilities, and runs in standard VGédm

Detection Problems

The Detection Crash Recovery Log (DETLOG.TXT) relsothe detection process. This
means that if Windows 95 crashes during the deteqthase, it records the crash details and,
therefore, can refer to them in subsequent deteptiocesses.

Windows 95 uses this log to avoid crashing twicéhmnsame problem. Rather than repeating
the same installation-stopping errors over and again, Detection Crash Recovery Log
keeps the installation process moving forward lopgaizing and by-passing previous errors.
When it gets to the module that caused the cragteanns from the log that this was the
problem module, Setup skips the module and cordinue

Even though the system may crash several timesgithie Setup process, Setup will always
move forward because it won't be tripping over shene problem.

Windows 95 Setup will continue after almost angrntiption because the new Setup design
will keep the base files for the original versidnwS-DOS, Windows, and Microsoft
Networks intact until all of the new files have hempied on the user’s system.

If Setup is interrupted, the system will still babé user’s original MS-DOS, Windows, and
Microsoft Networks, and, by examining the Setup L8gtup will be able to continue at the
approximate place it was interrupted.
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Emergency Boot Disk

The Emergency Boot Disk provides only those filesassary to fix the system if it is
damaged and there is no other means of fixingatnhlly, this disk contains the following

files:
ATTRIB.EXE FORMAT.COM SCANDISK.EXE
COMMAND.COM MEM.EXE SCANDISK.INI
EDIT.COM MORE.COM SETVER.EXE
EXTRACT.EXE MSD.EXE SYS.COM
FDISK.EXE

This disk may also contain drivers specific to yoamputer such as disk compression drivers
and drivers necessary to access hardware on youiger.

Troubleshooting Booting Problems

The following sections describe what you can dowyeu have trouble booting your
computer.

Fail-Safe Boot

If you press¥8 when the message “Starting Windows” displays, wilbe prompted to
accept or reject each of the startup option mess&jeose to accept them—these messages
are helpful in pin-pointing a particular failure.

These options allow you to bypass different funttithat are otherwise started for you
automatically when you load Windows 95. For troghlgoting purposes, it may be helpful to
temporarily disable one or more of these itemhkef¢ is a problem loading Windows 95
because of it.

Some of the startup commands include the following:

Process system registry [Y,N]?

Create start-up log file [Y,N]?

Process start-up device drivers [Y,N]?

DOS=HIGH,UMB [Y,N]?

DEVICE=HIMEM.SYS [Y,N]?

LASTDRIVE=32 [Y,N]?

DEVICEHIGH=IFSHLP.SYS [Y,N]?
DEVICEHIGH=C:\WINDOWS\COMMAND\SETVER.EXE [Y,N]?
Process start-up command file [Y,N]?

call C\WINBOOT\NETSTART.BAT [Y,N]?
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C:\WINBOOT\net start [Y,N]?
SET PATH=...[Y,N]?

SET TEMP=C:\TEMP[Y,N]?
SET TMP=C\TEMP[Y,N]?
WIN [Y,N]?

Tips
« Always make backups of configuration files.
e Itis a good idea to have a startup disk.

e Test your startup disk before you need it.

Troubleshooting Network Problems

Network problems can usually be classified into tlistinct areas—hardware and software.

Diagnosing Network Hardware Problems

Some of the most common hardware problems areadineproperly terminated network
adapter cards, incorrect or non-functional cablimgroper settings for the network adapter
card, or faulty network adapter cards.

Note If you are upgrading from a previous version of Wiws or Windows for Workgroups,
with a properly functioning network card, it is ikaly that you will find the network card
itself faulty.

Generally, it's best to first rule out the posstiithat you may have hardware problems by
running a network diagnostic tool to ensure thairy@omputer can see the network and can be
seen by other computers on the network.

To run the Microsoft Network Diagnostics:
1. From within an MS-DOS session (or from outsifigindows if you are testing the real-

mode network), typerfet diag’ at the MS-DOS prompt.

The Microsoft Network Diagnostics will identifydhtypes of protocols that are currently
installed. If you have both and IPX provider andetBIOS provider, you will have the
option to choose which protocol to use. Selecipttmdocol that is common to all
computers that will be involved in the diagnostics.
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Network Diagnostics then tries to detect a diagoserver on the network. If you have
not already started a diagnostic server, you Hae@ption of specifying the local
computer as the diagnostic server with which otleenputers can try to communicate. If
you already started a diagnostic server and thiesés not detected, you may have a
hardware problem.

The first computer that you run Microsoft Netwd@lagnostics on becomes the diagnostic
server with which the other computers on your nétwall attempt to communicate.

2. Run Microsoft Network Diagnostics on another kabation. This workstation will then
exchange information with the diagnostic server ailddisplay messages about any
problems on its screen.

Troubleshooting Network Software Problems
To troubleshoot software-related problems, follbese steps:

1. Check the Network Control Panel to make surestiteect components (Windows client,
network drivers, and protocols) are installed.

2. If the installed components appear to be carodeick the properties for each of the
installed components. Items to check for are Idgieawork IDs, frame types, transceiver
settings, and so on.

3. If all the settings appear to be correct andkmaw you do not have a hardware problem,
see if there is another computer with the sameigarration that you have that can access
the network properly. Check to see if any settiiogghat computer are different than those
for your computer.

Troubleshooting Modem Problems

The AT modem service provider (ATSP) is very sevesito the degree of Hayes
compatibility that your modem provides. Many modesasm to be Hayes compatible but are
only partially Hayes compatible. If you find thaT&P is not hanging up calls correctly or
seems to be freezing your computer for period€0ab230 seconds, then you modem may be
at fault.

To determine whether or not a modem will run withSP, start a terminal emulation program
(such as Windows 95’s Hyper Terminal Connectioms) fallow these steps:

1. Dial a number with a semi-colon (:) appendetheonumber so that the modem returns
immediately after dialing. The modem should diad asturn the following responses:

128 Beta-1



Chapter 9 Troubleshooting Windows 95

When the modem shows this response You type this
AT OK
ATDT16364; OK

2. Send the ADT command to begin busy detectioe. Mbdem should not return until it
detects a call state or times out. You will ses:thi

ATD
BUSY

3. Before the modem detects a call state, e$ER. This should hang up the call. Send an
ATHO to hand up the modem just in case.

When the modem shows this response You type this
ATD (PressENTER)
(modem hangs up)

NO CARRIER

ATHO OK

If you can make it through these steps, then ATI8RiIlsl drive your modem.
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Windows 95 Testing Guide

This chapter provides information and instructiongnstalling and testing this beta release of
Windows 95 in your work environment. It is desigriechelp you evaluate this beta product
and understand how to effectively test this prodiugour environment with the applications
and tools you use daily.

Note Remember that this is still pre-release softwares@re to back up any important
existing data and programs before installing onig this or any other any pre-release
software.

Before You Install

There are several steps you should follow befestalling the Windows 95 beta. Follow these
steps to help you avoid known pitfalls and save tyme both during the installation process
and while testing this beta release:

1. Review the beta documentation.
This contains valuable information on installingstheta product. Often, this
documentation contains information not found anywetedse.

2. Plan your installation.
Before you install this beta version of Windows 88jiew Chapter 1, “Windows 95
Setup” and Chapter 3, “Network Integration” of tRiesource GuideThis will help you to
make sure that you are prepared with any informatiat may be requested of you during
Setup and that your hardware and network operatiaem software is compatible with
this beta release of Windows 95.

3. Back up important files.
Back up all critical files on the hard disk andtbgbour MS-DOS and previous Windows
installation to the network or to floppy disks. $hiill save you valuable time in the event
you need to remove your Windows 95 installatioexgerience any data loss.

4. Check your hardware.
Run CHKDSK or your favorite disk utility to makersuthat you have no pre-existing
hardware defects that may cause Setup to fail.
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Installing Windows 95

You are now ready to run Setup. Insert either ge$SCD or the Setup Disk #1 in the
appropriate drive, switch to that drive, and tge¢up

Here are some details you will want to know abau$atup runs:

Setup first asks you if you want to install the PRack components. In this beta, you will need
to select this option if you want to install therfRRde Access services or the extensions for
WinPad or Pen Windows.

Plug and Play devices and existing standard haeldevices are detected during the
Hardware Detection phase. This can take quite son@ so be patient. If your system hangs
during the Hardware Detection phase, you can r8atap and the hardware detection that
caused your system to hang will be automaticalbidad the second time. You should,
however, try to determine what caused your compuotéang by reviewing the

DETLOG.TXT in the root of the drive where you intd Windows 95. Save DETLOG.TXT
before rerunning Setup and please file a bug regitiitthe contents of this file included.

Next, the Customization dialog box displays. Witk tnstalled Components option, you can
customize your installation by choosing the optigos want to install. Be sure to choose all
of the options you potentially want to test in thisase as this beta release does not contain a
method to add these components after initial Setup.

The Network Options screen allows you to verify tledwork hardware and software
detection as well as to modify the default settihgou network hardware or software has
been incorrectly detected, you should file a bygpreindicating what was detected and what
you felt should have been detected. See ChaptbleByork Integration” for more

information on what Setup should be detecting farrynetwork.

Be sure that the correct network adapter card drjy®otocols, and redirectors will be
installed.

Note For this release, Setup will let you install comeots which may result in a non-
functioning network.

From the Computer Options dialog box, you can ¢onfind change the installed devices on
your computer if necessary. Again, if you feel tBatup incorrectly detected your hardware,
please file a bug report.

The Advanced button allows you to change the locatihere Windows 95 will be installed
on your computer. It also has two check boxesahatv you to customize the way Windows
95 will behave on your system.
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e If you check the Windows 3.1 Compatibility Mode hibwill disable the new file system
functions that may be incompatible with your exigtapplications or your network
operating system such as long filenames, last acae, and so on.

¢ The check box which will force installation of theotected-mode drivers will provide you
with optimal performance but will disable any desand TSRs which may conflict. In
some cases, you may need these devices to bootgoyauter or run certain applications.
If you choose to enable this feature, make surerguiew the changes that Setup will
make to your system so that you can boot your céennd run properly. If Setup
attempts to remark out a device that is necessanyolur computer to run properly and
you feel that this device should not conflict witie protected-mode components of
Windows 95, please file a report so that this caimpestigated. Alternately, if Setup does
not remove a device which causes one or more girhtected-mode components to fail to
load, you should also report this. If you do natahthis box, you should test these
functions when running your existing applications.

You should choose Yes when asked if you want tatera Startup Disk. This will create disk

from which you can boot your computer should yostam fail to start up from the hard drive
for any reason. After setting up Windows 95, make ¢hat a valid Startup Disk was created

by using this disk to boot your computer. If a deffitartup Disk was not created, please file a
bug report.

Throughout the Setup process, you should note shimat do not work as expected and file
complete bug reports, such as:

* Setup fails to complete and installation step prigpe

¢ Any device, such as your keyboard, monitor, flopmyhard disk does not work properly
either during or after Setup.

« Dialogs, error messages, or explanatory text wisicinclear, misleading, or contains
typographical errors.

If you get any error messages and believe thapSstoot behaving as it should, please
submit a bug report (see tiéindows 95 Beta-1 Kfor details about bug reporting). Please be
sure to report any problems with the installatiomMicrosoft.

After Installation

When the installation is complete, Setup will retsypaur computer. PresscAPEduring the
initial “Flying Windows” logo screen to see additad system messages. Please watch your
screen carefully and check to see if any error aggssare printed to the screen as your
system Registry and startup files are processed.
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Once your have successfully booted Windows 95,sjmuld review th&kelease Noteand be
sure to note any special procedures that applgtio particular PC configuration. The
Release Notesontain information about known problems in tidkease and will provide you
with possible work-arounds.

Finally, before beginning to test this product, yhould check your configuration to make
sure that all devices are installed and workingpprty and that all of your chosen optional
components have been installed.

Testing This Release

Now you're ready to see how Windows 95 performgdar work environment. The next few
sections describe how to plan your test and somgestions for testing various categories of
Windows 95 functionality, including:

e System components
¢ Networking components
« Interaction with applications and utilities

Because we feel that the Windows 95 product shibelthoroughly tested, we've included
sections on performing different types of testifigough this list is not intended to be
complete, we've included these sections as suggestd help you fully evaluate this product
in your work environment. Use these as suggestionslfying and adding to them as you
need to based on your particular installation ageds.

Planning Your Testing

Every good test begins with a test plan. Your ftartesting Windows 95 should include
verification that all applications that you use Wweroperly and that all hardware you have is
properly supported. It's not necessary to testvamecomputer that you have, but you should
test on a representative number of computersalds important to test Windows 95 with
every piece of hardware that may be different yloar normal installed base, such as high-
end video displays and unique printers.

Once you determine which hardware and softwareshould test with, formalize your plan
by including such things as stress and error-camdiesting. Remember while it's important
to test that the system performs correctly, its js important to test for appropriate
responses when things go wrong (for example, whemptinter is down or when a network
cable is unattached). Make sure that the systeforpes well and responds properly when
problems to arise with your network or an applimati
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System Testing

System testing ensures that all of Windows 95’ lfasctionality works properly and is
compatible with your system. Some ideas for areaisyiou should concentrate on are:

« Display drivers. Is the video driver that Windows 95 installs omuyoomputer the correct
one? Is it the best driver for your system?

If you have a video display capable of high resofy load a file which uses the maximum
amount of memory or colors and make sure the inmpgeoperly drawn. Also, look for
stress cases (such as loading a display intengplecation or file) and make sure the
video output is correct. Perform actions which ¢glly cause the screen to repaint (such
as switching between the application and a fukeorMS-DOS box), and make sure the
repaint is done properly.

« Printers. You should test printing with every applicatiomtlyou verify and particularly
over the network. Try using different ways to itistad connect to the printer (see
Chapter 5, “ Printing” for information on the madifferent ways you can install and use a
printer). Verify that the output is correct.

¢ Devices.Make sure you fully exercise all attached devigsh as disk drives, CD-ROM
drives, and modems. Try to test these to makersatrenly that they function properly, but
that they handle error conditions (such as didkcfuhditions, empty drives, and disk
errors) properly.

The Windows 95 test team has written a number waated tests to verify that Windows 95
is compatible and working properly with your hardeal hese tests ship with thiindows 95
Beta-1 Device Developer’s Kibut are only partially complete with this betéeese.

It's also key to test TSRs and real-mode deviceetlsi Also, if your are using the Windows
95 protected-mode drivers, check to ensure thaeth@rk properly with your system.

Windows 95’s biggest performance improvements hapgeen your disk, SCSI, and CD-
ROM drivers run in protected-mode instead of usit®DOS device drivers or the real-mode
BIOS. However, you need to run in real mode if hawe unsupported hardware or have an
unknown device driver for which Windows 95 canraie over . The I0S.LOG file in your
Windows directory indicates if you are using realda for one or more drives.

Note

For this beta release, using unsupported real-rdediees will prevent Microsoft File and
Print Services from running. See tRelease Notefor more information.

Windows 95 will not route all INT 21h APIs througbal mode so that TSRs that rely on
seeing all file and disk activity may not work pesly. Windows 95 includes the Windows 3.1
compatibility switch to force all 1/O through thédaeal-mode code path, but this causes a
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great impact on performance. Windows 95 tries teataeal-mode TSRs that are no longer
necessary and remove them for better performance.

Network Testing

Most of your network testing should parallel yoocdl tests. That is, application testing,
printer testing, stress testing, and so on shdulzegperformed both locally and over the
network.

In addition, you should test network-specific fuantlity, such as the following:

136

Access to multiple serverslf you have multiple network clients installed (fexample,

both the Microsoft Networking Client and the MicoftsClient for NetWare), make sure
that you have full access to all servers you shbaldble to access and that they are
properly displayed in the Windows 95 user interfd@erform tests such as copying files
from one type of server (such as a Windows NT sgteeanother type of server (such as a
Novell NetWare server). Make sure that the files @moperly copied. Verify that the two
files are identical after copying them.

Access to servers by multiple user&Vhether or not an application specifically support
use by more than one individual at a time, you Ehomake sure that you can run
applications from the network. If your applicatidaes specifically support concurrent use
by multiple users, make sure that the applicatiorke properly, preferably as it is being
accessed by the maximum number of concurrent aflerged. If the application allows
multiple users to concurrently access the samerfilike sure that all multiple-access
functions work properly and do not result in dateraption.

Security. If you installed user-level security, make surat thhe permissions you grant to
each user are properly granted by the system. Qaefispecial permissions and make sure
the permissions are properly maintained. For exangrbant permissions at one level of a
subdirectory and deny them at a different levehd$sible, change the user authorization
on the pass-through server and verify that the {@sians are properly changed.

If you're using share-level security, make su il different methods of granting access
rights such as Read-Only, Read-Write, and Custork wmperly.
Microsoft Windows NT compatibility. If you are using Windows 95 in a Windows NT

network, make sure that all of the Windows NT-cotilplity features such as logon
scripts and logon validation work properly.

Novell NetWare compatibility. If you are using Windows 95 in a Novell NetWare
environment, make sure that all NetWare functidgpaliorks as expected. It's particularly
important to make sure that all NetWare utilitiesl NetWare-specific applications work
properly.

Stress testingMake sure you include stress testing for all gunfations. You can do this
by opening up two different MS-DOS boxes and rugrariooping batch file which
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continually copies files between two different sarat the same time or by having multiple
clients access the same server at the same time.

Real-mode networks If you are using a Windows 3.1-compatible netwaonlake sure that
all Windows 3.1 functionality works as expected.

Application and Utility Testing

Application and utility testing helps to ensurettidindows 95 will work with all of your
existing applications as well as, if not bettemthiéaey ran on Windows 3.1. Areas to consider
in your testing are:

Long filename support.Do long filenames work with your documents andligpfions?

Windows 95’s file system has a feature called figlimg” that will track operations on a
short filename and keep the long filename assatiatth it even though applications may
create a temporary file and rename during the peveess. Make sure that applications
that support long filenames as well as existindiagions that do not both work properly
with this feature enabled.

MS-DOS application support. Start up your favorite MS-DOS program to make sure
works normally. Check the display, open a filenpthe file, and save the file.

Games.Can graphical MS-DOS applications and games ramiMS-DOS window?

Windows 95 includes lots of improvements to ruapdpic and timer-intensive MS-DOS
applications. Many, many games are now support&dindows 95 and some are
supported even in MS-DOS windows. See? Testindeann!

TSRs and disk utilities.Do your disk utilities work?

To protect Windows 95's file system from applioas that are not aware of long
filenames, last access date, creation date, and,3&/indows 95 will not allow any
application to perform low-level writes to the disitil that application has called a new
API to “lock” that disk. Application that do notka the lock will probably think that the
disk is write-protected.

This issue affects defragmentation utilities, uatteutilities, virus-repair utilities, and disk
maintenance utilities. For existing MS-DOS utitjeve have added tthack command

that will lock a volume on behalf of an applicatidris allows utilities to run in single
application MS-DOS mode. Windows 95 will not ruristing Windows disk utilities
without using this method. Make sure that you nex@iroper error messages for utilities
that do not support the new API, and that utilitiest support the new locking API work
as expected.

Printing. MS-DOS applications now run their print jobs thgbithe Windows 95
spooler—Do MS-DOS applications print properly? Can print from multiple MS-DOS
sessions concurrently?
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Windows 95’s enhanced metafile spooling improwam time to an application by
creating a metafile and spooling it to the printethe background. Some applications have
had problems with embedded bitmaps or encapsulastscript. Do Windows

applications print properly? Do they print propenlgh EMF spooling enabled?

Also, make sure that Windows applications properaintain print settings associated with
a document.

The following checklist has been designed to awd iyoyour application testing of Windows

95.

It should be used as a template in developsgta of tests to ensure application

compatibility.
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DATE(S) TESTED: MACHINE:

RATING SCALE:
5 Performs equal to or better than Windows 3.1 and is acceptable for missior
4 Performs comparable to Windows 3.1 and applications can be used norma
3 Requires manual changes to work properly. Some display or performance
2 Major performance or compatibility problems. Unacceptable for normal us

1 Cannotrun orinstall on Windows 95. Hangs or GP faults.

1) APPLICATION INSTALL: 5) ERROR CONDITIONS:
From Cabinet; Access empty drive -
From VM (EXE based: Printto invalid port -
From VM (Startcommand): Outofmemory -
* Over duration of testing, alter install scenario Write to write-prot. disk -
(i.e.drive installed to, full/ partial install, et. al.) Read from unfrmtdisk -
Write to unformat disk -
2) APPLICATION USAGE: Save to invalid disk -
A.DISKUSAGE- Write to full disk -
Loading files-
Saving files - 6) CHICAGO/WIN SPECIFIC SHELL FUNCTIONS
Deleting files - Folder created forapp -
Appending files - Icons created forapp -
View directories - Underwhat Folder was the sub-Folder (i.e.
Finding files on disk - Program) created - |
Append data files - Run app w/created icon -
Create linked icon on Desktop and
B.DISKUSAGE OVER NET: startapplications -
Loading files - Run applications help -
Saving files - Try move/copy/shortcut -
Deleting files - ofapp-specific files
Appending files - 7) APPLICATION SPECIFIC TESTING NOTES:

Viewing directories -
Find files on disk -
Appending data files -

3) MEMORY INTENSIVE TASKS:
Recalc Spreadsheet -
Sorting a DB -
Formatting a chart -
Open maximum # files -

4) PRINTING TASKS (try to utilize sample docs):
LPT Port-
Save screen/file -
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