CHAPTER 9

Networking

Windows-based desktops are being connected to redepoetworks at a steadily
increasing rate. As a result, demands for bettevar& integration, improved network
and system management capabilities, and betteoreferformance and reliability are
growing as more business-critical functions relyttwa PC network. Because of these
demands, companies are faced with increased @oris PC networks and are investing
in tools and staff to meet the challenge of dagdg-network management.

Windows 95 is constructed to address the needsrpbcate network administrators with
a well-integrated, high-performance, manageablbiB@etwork architecture.

Windows 95 is also designed to address the neetthe &/indows user by making access
to and control of the network consistent, and bkinganetwork browsing and printing
much easier through the many enhancements in thie dtdition, Windows 95 is
designed to address users’ mobility needs by emablimote access to the network from
portable PCs.

Given the size of customers’ current investmentsoith Windows and their PC network
infrastructures, one overriding goal for networkingVindows 95 is compatibility.
Compatibility involves ensuring continued suppant éxisting real-mode components, as
well as making the new 32-bit protected-mode coreptsiin Windows 95 compatible
with existing 16-bit MS-DOS-based applications dedlice drivers and existing 16-bit
Windows—based applications and DLLs.

This chapter introduces the 32-bit, protected-muetevorking architecture built

into Windows 95 and shows how it provides well-greged network support,
manageability, improved performance, user-levelodt security, and dial-up access to
the network.
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Summary of Improvements over Windows 3.1
and Windows for Workgroups 3.11

The primary improvements in networking for Windo9&include the following:

e Arobust, open, high-performance 32-bit networkhéecture, with 32-bit network
client software, 32-bit file and printer sharindte@re, 32-bit network protocols, and
32-bit network card drivers

e Support for using multiple redirectors, multiplefwcols, and multiple network card
device drivers simultaneously to facilitate integrg the desktop into a
heterogeneous network environment

e Support for industry standard connectivity and esyst management solutions,
including TCP/IP, IPX, SNMP, and DMI

« Great integration with Novell NetWare, includingghiperformance, 32-bit
protected-mode NetWare—compatible client softwarebnnecting to NetWarex3.
and 4x servers, and peer sharing for NetWare environments

e Great integration with Windows NT Server to supgopowerful client/server
solution

e Built-in support for systems management, includtmgability to remotely
administer, monitor, and view the configuratiorP&s over the network

¢ Improved dial-up network access support, providemote access to Microsoft
Network servers, Novell NetWare servers, and UNgKers. Support for remote
protocols such as PPP and SLIP is provided.

* Improved network printing, making it easier for iss&® connect and configure
printers in network environments

Easier Networking with Windows 95

The Microsoft Network support provides full inteesgpbility with other Windows 95
PCs, and PCs running Windows for Workgroups, Wirgldi¥, Windows NT Server,
LAN Manager, and any other Microsoft-compatiblevees. Windows 95 includes
support for both client access and peer serviceahilities on a Microsoft Network.
Additionally, other network servers and services aovided by third parties—for
example, Artisoft, Banyan, DEC, Novell, and Sun8efrovide Windows 95 support for
their respective network servers.

This section summarizes the key features and cémaefpVindows 95 that make
networking much easier to implement and use.

Great Novell NetWare Integration

Windows 95 has built-in support for two networkse Microsoft and Novell NetWare
networks. (Built-in support for Novell NetWare isw with Windows 95.) Installation of
support for one or both networks is as simple ikiolg the Setup program for
Windows 95 or the Network icon in the Control Pamath the Client for Microsoft
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Networks and the Microsoft Client for NetWare Netkware implemented as high-
performance, high-reliability 32-bit protected-manemponents.

Microsoft Client for NetWare Networks

The Microsoft Client for NetWare Networks in Winde®5 provides interoperability for
NetWare 3x and 4x servers. Systems running Windows 95 can use &iMslee server
services, browse NetWare servers, connect to sraed queue print jobs either using
the Ul in Windows 95 or using Novell’'s NetWare coamd line utilities. The Microsoft
Client for NetWare Networks in Windows 95 even fTiSR clean” NetWare logon
scripts. In addition, Windows 95 provides continsegport for Novell NetWare real-
mode components, thereby supporting both the Nes\®aNetX shell and the NetWare
4.x VLM shell.

File and Printer Sharing Services
for NetWare Networks

Windows 95 also provides NetWare—compatible peetices for file and printer sharing.
These services feature user-level security by imptging a “pass through” security link
to an existing Novell NetWare server to leveragedkisting user database. Windows 95
doesn't introduce a new security scheme; rathéulljt leverages the existing user-level
security built into NetWare’s bindery.

The “Well-Connected Client” Operating System

Today’s networks are heterogeneous and becomingragee connected. Companies are
linking their Windows PCs to multiple PC network\sgs, mainframe and mini-computer
host systems, UNIX machines, and a variety of ses/like the Internet. The desktop
operating system must meet this challenge and gecsipport for often very disparate
connectivity needs on the network. Today’'s deskipgrating systems do not provide the
necessary support for running multiple networkntkesimultaneously. Windows 95 has
been explicitly designed with multiple network sopipas a key design goal.

Because integrated networking support is a keydaduhe design of Windows 95, it's
much easier to install and manage support forgesimetwork or even multiple networks
simultaneously using Windows 95. Building upon skiport in Windows for

Workgroups 3.11, which was capable of supportingouvo networks, Windows 95 can
simultaneously support up to ten 32-bit, protectextie network clients using its Network
Provider Interface. This interface defines a seklfs used by Windows 95 to access the
network for tasks such as logging onto the sefw@wsing servers, connecting to servers,
printing, and so on.

Installing network provider support is simple; itlsne via the Network Setup icon in the
Control Panel or from the Network Setup dialog ladeen first installing Windows 95. A
Windows 95 desktop can run client support for Netyy&Vindows NT Server, Banyan,
DEC PathWorks and Sun NFS simultaneously.

PC users in a network environment that includesl@pfacintosh computers can use
Windows 95 to exchange documents and share infamaith Macintosh users when
Macintosh—compatible file services are used witmdgivs NT Server or Novell
NetWare to connect to the common file server. (Lfilegame support in Windows 95
further simplifies the integration of the two syste)
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Internet Information with a Mouse Click

With Windows 95, you have easy access to the latewhether you dial into a
commercial Internet provider or you gain accessywiar corporate network over TCP/IP.
Windows 95 provides all the “plumbing” you needdp into the information on the
worldwide Internet network. Built-in support for PAP, dial-up protocols, such as Point
to Point Protocol (PPP) and Serial Line Internettéeol (SLIP), and Windows Socket
services make connecting to the Internet and tloermation highway just a mouse-click
away.

TCP/IP, the protocol used on the Internet, is imm@eted in Windows 95 as a fast,
robust, 32-bit Windows—based TCP/IP stack. Thidémgntation does not have the
conventional memory footprint common with MS-DOSséad drivers or TSRs.

Dial-up protocol support gives users flexibilityéhoosing the Internet access provider
they want to dial into. Connection can be via adtad asynchronous modem or an ISDN
connection.

Support for Windows Socket services allows usengfat the large collection of
third-party and public-domain Internet utilitiesich as Mosaic, WinWAIS, and
WinGopher, to easily connect to the Internet anzkss the thousands of worldwide
information servers.

Additionally, Windows 95 includes telnet and ftphelp users take advantage of the
Internet. Windows 95 also supports sending andviegee-mail messages over the
Internet through the use of a provided mail drivet integrates with the Microsoft
Exchange client, the universal inbox in Windows B&t more information about Internet
mail support in Windows 95, see Chapter 14, “Miofo&xchange: E-Mail, Faxes, and
More.”

“Point and Click” Networking

For users, running even one network client candsdusing and running multiple network
clients is nearly unmanageable. Each server hasvitsset of unique client-side utilities
and commands that are often difficult to rememiver @ase. When the desktop PC has
support for multiple networks loaded, the useaisefl with at least twice the number of
commands and utilities to remember and may havenh@mber multiple passwords to
access network resources.

The easy-to-use Network Neighborhood in Windowsrgikes it easier for users to
perform common network operations on disparateeserirst, the network manager can
establish one password to log a user onto the pppte Windows 95 PC and network
resources. These services could, for example,deatamail, group scheduling
applications, dial-in support, or database ace&dditionally, common network actions,
such as browsing servers, managing connectiongpramthg, are all performed
identically through the Ul in Windows 95, regardies the type of server Windows 95 is
connected to. As a result, users can locate, coraed start print jobs on a NetWare
print server as easily as they can with a printtacched to a Windows NT Server. All the
common network actions can be accomplished visuadiyng the mouse to navigate
through the network resources, the connectionssarah. Users aren't required to
memorize any new network commands. For both thenCfor Microsoft Networks and
Microsoft Client for Novell NetWare Networks, usean run the corresponding
command line utilities as well. This ongoing backdvaompatibility is necessary to
support batch files that are currently in use aneéase the transition to the Windows 95
environment.
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The Network Neighborhood also helps to manage dingptexity of the network by
showing it from the user’s perspective—that ishit\gs only what the user is interested in
seeing. When the user initially opens the Netwogkghborhood, the window contains
only the servers the user has logged onto or thversethe user most frequently connects
to, unless the user has explicitly customized gtevark view by dragging and dropping
the server into the Network Neighborhood. This eatisensitive view of the network
reduces the number of network resources the ugillinencounters to a more
manageable number of objects. For Windows NT dosmaiid NetWare.® and 4x, the
network context presented is the “login server” angl other connected servers.

For a more in-depth discussion of the Network Nearthood and the Ul, see Chapter 3,
“The Windows 95 User Interface.”

Easier Mobile Network Support

Two features in Windows 95 make connecting to avaek easier for mobile PC users:
Plug and Play and Dial-Up Networking.

¢ Plug and Play.Plug and Play in Windows 95 solves several problérasface
mobile PC users. Mobile users no longer have tatais multiple configurations,
such as desktop and portable configurations. Wisd@svrecognizes when they add
or remove peripherals, such as when they remotveork card and add a modem
for dial-up network access. Because Windows 95 @ugmot and warm docking,
users no longer have to reboot their systems émehtihhey make a change to the
configuration. In addition, Windows 95 has built@ard and Socket services that
allow for hot removal and insertion of PCMCIA cardsluding network cards.

Network Plug and Play support in Windows 95 afsdudes application-level
support. An application that is network-aware ustirds whether or not the network
is available. If the network adapter is removed,dbplication automatically put

itself into “offline” mode to allow the user to ctimue to work, or it shuts down
gracefully.

« Dial-Up Networking. Maintaining data access to their corporate netwdrite
working in a remote location is another challermgenfiobile users. Currently, several
solutions for dialing into the corporate networkséxbut most of these solutions are
not well integrated with Windows, requiring a diéat set of tools. The Dial-Up
Networking client in Windows 95 provides modulappart for multiple dial-up
providers, including Windows NT RAS servers and\WMate. It also supports several
protocols, including NetBEUI, IPX/SPX, and TCP/IR ¥PP and SLIP. Support for
dial-up can also be offered by third parties—forregke, Shiva has implemented
Windows 95 support using the modular architectdith® Dial-Up Networking client
in Windows 95.

Windows 95 Client: Designed for Manageability

Many corporations have rapidly growing networkg ihasome cases run worldwide.
Keeping the networks and the ever increasing numbgystems connected to the
networks running at peak performance is a challémgboth end-users and network
managers. Corporations are beginning to deployar&tand desktop management tools
to help them meet this challenge.



Microsoft Windows 95 Reviewer’s Guide

Windows 95 has built-in network and system managginstrumentation to enable
current and future management tools to remotelyitmgrmuery, and configure

Windows 95 PCs. Using these tools, network managgrgjuickly inventory the
software and hardware used on their networks. Wgriiom a Windows 95 PC, network
managers can remotely diagnose and reconfigure 3Wie®@5 systems, as well as
remotely monitor system and network performanca dvindows 95 PC. The following
key components make Windows 95 very manageable:

The SNMP agentWindows 95 incorporates an agent that implememtsStmple
Network Management Protocol (SNMP). This agent da@sith the Internet
Engineering Task Force (IETF) SNMP specificati@sponding to queries and
sending notifications of events that take placéhenPC to an SNMP console. The
SNMP console allows a network manager to remotelgitar and manage the
Windows 95 PC. Events can be managed from a cedittIP management console.

The SNMP MIB, MIB-1l. The SNMP MIB describes what information about the
system is available to the SNMP console. Windowm@kides the MIB-II, which
describes the Microsoft TCP/IP protocol and allawisrmation about the protocol
stack to be communicated back to the managemesblor-or example, the
management console can query the MIB-II for thadBress, the name of the user at
this IP address, or IP routing information.

The DMI agent. DMI applications provide cross-platform desktop eg@ment
capabilities. Version One of the DMI specificatiwas finalized this spring, and
Microsoft, as a founding member of the DMTF, willlbw the specification’s
ongoing evolution. Soon after its release, Wind&&swill offer a DMI agent, with
support for the agent built on top of the Registry.

Registry-based system management.entral to the operation of Windows 95 is the
Registry. Similar in design to the Registry in Womgs NT, the Registry in

Windows 95 replaces the many .INI files previousdgd by Windows and
Windows—based applications. The Registry contaiftgination used by

Windows 95 that describes the hardware configunaticthe PC, preferences defined
by the user, and application specific informatidhe Registry is a database
containing keys and values. For example, HKEY_USERME is the key for the
user’'s name, and the name “Fred Smith” is the vatseciated with this key. A
special category of keys, calldgnamic keys, are memory resident and can contain
frequently changing data updated by system compsndeavice drivers, or
applications. For example, the number of packetser second could be registered
by the network adapter device driver.

The Registry consists of three components: SYSTEM, which describes the PC
configuration and computer-specific applicatioromfation; USER.DAT, which
defines user preferences and user-specific apjolicatformation; and
POLICY.POL, which defines “system policies” relajito either of the other two
components. Each component is a file that resideh@PC or on a network server.
The Registry is remotely accessible via an RPCbagerface. The Win32 Registry
APIs are used to access the Registry, both loealtiyremotely.

Management Tools for Windows 95

Several tools for Windows 95 make managing theegysir the network much easier.
These tools include the following:
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¢ The Registry Editor. Allows local or remote editing of the Registry intdows 95.

« The System PolicyEditor. Used by network managers to set per-user or perpgro
“policy” overrides on Registry entries. It createe POLICY.POL component of the
Registry. This tool (the Windows for Workgroupsnaidcfg tool) contains a superset
of those settings.

¢ The System Monitor.Allows local or remote viewing of the performandette
various I/O components of a local system or rerRie For example, the file system,
the network components, or data from the networdd can be monitored. The data is
updated dynamically using the Registry’s dynamigske

¢ NetWatcher. Allows local or remote viewing and management efietwork
connections of peer services in Windows 95.

Easier to Set Up and Install

PC and network managers faced several challengess inbtalling Windows in the past.
Some network managers installed Windows on theavétgerver for later installation
onto users’ PCs or to run Windows from the serlrethe case of later installation,
network managers had to decide on an approachrfomder of variables: making the
process appear transparent to the user; rolling\batiows using a “push” or “hands-
free” installation; using specific settings forfdifent categories of users; and updating
these configurations when either Windows, Windopgliaations, or device driver
updates were available. In the case of running \&lirsdfrom the server, network
managers had to manage variables such as haviaigslwapping files and some local
.INIs and applications; allowing user-level configtions; supporting disparate hardware
configurations; and handling the roving user onrtagvork.

Windows 95 addresses several elements of theséeprslwith an improved Setup utility
and the Registry. The new Setup streamlines thaliaon of Windows 95 on a network
server for both later installation onto users’ R@d running Windows 95 from the server.
In fact, the Windows 95 Setup utility has a scriptfeature, making it possible to
implement “hands-free” installation of Windows 96rh a network server to client PCs.

Running Windows 95 from a server becomes much simatgely because of its
Registry. The Registry is a centralized databasdl dfardware, software, and user
information that is easy to maintain remotely om $lerver. This simple mechanism
contrasts sharply with the state of configuratioder Windows 3.1, with CONFIG.SYS,
AUTOEXEC.BAT, and a myriad of .INI files for Windawand Windows—based
applications. Moreover, the separation of hardveargfiguration and user profiles in the
Registry means that if users move around on theankt their preferences follow them
from PC to PC, regardless of the hardware conftgpahey're currently working on.

Network Architecture in Windows 95

The Network architecture in Windows 95 radicallypimves on the level of network
support and integration that existed in Windows 3He key design points of the
networking architecture in Windows 95 are the fwilog:

e Fast, 32-bit WKDs. The networking components in Windows 95 are lasl82-bit
virtual device drivers, which have no conventiome&mory footprint, and are loaded
dynamically when needed by the system. In additi@cause the operating system
and the device drivers are all running in protectexdie and overhead for mode
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switching and virtualization between protected esal-mode operation is no longer
incurred, network 1/0 performance is 50 to 200 patdaster than under Windows
3.1

¢ Reliability. Because the networking components in Windows 85ryprotected
mode and are designed to a well-defined set offates, they are more reliable than
real-mode network components. Real-mode networkpom@nts may conflict in
memory or attempt to exclusively chain the same&gtterrupts, which commonly
leads to system hangs or error conditions. Thasesedon’t occur with protected-
mode network components because Windows 95 adstthe hardware resource
allocation.

e Modular, open design.The network architecture in Windows 95 is highlgdular
and includes a new Network Provider Interface (N&h)Installable File System
(IFS) interface, and a version of Network Drivetelfiace Specification (NDIS)
version 3.1 that has been enhanced for Plug arydsBigport. The specifications for
all three interfaces are available to third-paeywork vendors.

e Multiple network support. Windows 95 is designed to accept multiple network
providers, multiple network redirectors writtentbe IFS interface, and multiple
NDIS drivers as needed. As a result, client supfooriicrosoft Networks and
Novell NetWare can be run simultaneously. Windos9capable of concurrently
supporting the use of multiple 32-bit, protecteddmmetwork clients and one real-
mode network client.

e Multiple protocol support. One of the NDIS components in Windows 95, the
Protocol Manager, supports the loading of multipd@sport protocols. The Protocol
Manager enables Microsoft and third parties to jreaelently write protocol stacks
that coexist well for Windows 95. Windows 95 incdsdbuilt-in support for
IPX/SPX, TCP/IP, and NetBEUI.

¢ Plug and Play.All of the networking components in Windows 95 designed for
dynamic Plug and Play operation. For example, véehBXCMCIA network card is
inserted, the NDIS 3.1 network card driver is awdtoally loaded, and the network
is available. When either the PCMCIA network cardhe network cable is removed,
Windows 95 doesn’t hang as many real-mode netwdok$®¥ut instead notifies any
applications using the network that the netwonkadonger available and continues
to run.

Figure 49 shows the general layout of the netweothitecture built into Windows 95.
The following sections in this chapter describe &spects of this architecture, including
the NPI, the IFS, and NDIS 3.1.
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Figure 49. The layered network architecture of Windaovs 95

Network Provider Interface: Concurrent
Support for Multiple Network Servers

Windows 95 has an open, modular Network Providerface to allow support for
multiple networks to be installed in Windows 95 gltaneously. The NPI enables
Microsoft or any third party network provider tdegrate various network services
seamlessly into Windows 95. The NPI has the follgnkey benefits:

e The open interface allows network vendors to sufightly integrated support for
their network servers for Windows.

« All supported networks are identically accessedraadaged through the
Windows 95 Network Neighborhood UI.

The NPI abstracts the network services for the \Wiwsgl95 Ul components, as well as the
various Windows 95 network and desktop managen@anponents. The NPI consists of
two parts: the network provider API and the netwpréviders. The network provider

APl is a single, well-defined set of APIs used bindéws 95 to request network services,
such as those for browsing servers, connectingdadésconnecting from servers, and
gueuing a print job. These requests are then passhd network providers. The network
provider layer sits below the API layer and progidiee network services requested by
components of Windows 95. Conceptually, this masleimilar to the design of the
various device driver interfaces of Windows 95—alwdefined set of interfaces used by
the operating system to request services, ancetiveces themselves, which are provided
by a device driver that is often written by a thirakty.

The most obvious abstraction of the various netvearvices provided by the NPI is the
Windows 95 system login. Each network provider peovide a unique logon dialog box
to suit the needs of the network server’s secunibgel. For example, the logon dialog
box shown in Figure 50 is for logging onto a WindoMT Server domain:
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Enter Network Password l
Type your pazsword to log on to the Microsoft Nebwork,
- Cancel |
e —1  User name: Iioe
Pazsword: I ********
Domain; Isys-win4

Figure 50. The network logon dialog box for the Windws NT Server domain

The dialog box for logging onto a Novell NetWar& Server, shown in Figure 51, offers
additional information to allow users to log onGISEST. This dialog box is invoked
when a user first accesses a NetWare server.

Enter Hetwork Password K E3
Type your password to lag in to the server.
- Cancel |
e —() User name: IJoe

xxxxxxxx

Paszword: I

Login Server: Istrike

Figure 51. The network logon dialog box for NovelNetWare 3x or 4.x

When the logon information from the dialog box bagn validated against the requested
server, the password is passed back to Windowa8i6h can then use the password as
the “password control” and unlock any linked systammetwork resources. In this
fashion, Windows 95 can accommodate the various waat network servers provide
their services, while offering the user a very éstest interface.

Another example of support from the network provittat is visible to users occurs
when they specify server name strings. For exanhpilerosoft—compatible networks use
the Universal Naming Convention, which takes thisf,

\\server-name\share-name
However, NetWare servers are specified in this form
server-name/volume-name:directory-name

The respective network providers correctly pargesyntax of their server name strings,

so users who are accustomed to using the NetWarersyntax can type name strings in
that form wherever strings are required by the Wil 95 Ul to access NetWare server
resources.

Installable File System: Support
for Multiple Network Redirectors

The Installable File System interface built intondfows 95 is a well-defined set of APls
that are used to implement all file systems indperating system, including the VFAT
(32-bit FAT) and CD-ROM file systems. The IFS implentation in Windows 95 is
functionally similar to the IFS implementationsWindows for Workgroups and
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NDIS 3.1:

Windows NT. For networking, the IFS is used to iempént network redirectors. The IFS
interfaces are documented for use by vendors efarktservers when implementing their
redirectors for Windows 95. The IFS offers thedwling key benefits for network
redirectors for Windows 95:

e Multiple redirector support. The IFS interface was designed for multiple
redirectors.

¢ Increased reliability. The IFS model arbitrates resource requests, rergdhie
source of many real-mode redirector conflicts.

« Improved performance. Network redirectors benefit from the unified IF&he,
which makes client side network redirector caclangilable.

The IFS consists of a set of file system APIs aradiable file system drivers (FSDs).
Multiple FSDs can be resident in the system simeltausly. The FSDs provide the logic
necessary for the file system to provide a consistiew of devices and arbitrates access,
update, and control of devices of very differenygbal media types. For network
redirectors, the FSDs provide mechanisms to locgten, read, write and delete files, as
well as services such as named pipes and mailslots.

To illustrate the flow of control, take as an exdengpening a file that is actually a link to
a file on a server from a Windows 95 desktop. Téer alouble-clicks the icon. The
Windows 95 shell parses the link and determinetsthiegfile is a network object. The
shell passes the filename to the NPI, which if asagy reestablishes the network
connection to the server on which the object residie NPI then calls the network
redirector to open the file on the file server. Tatwork redirector translates the file
request into a request formatted for the specifigtvork file server, transmits the request
to the server via its link through the NDIS layand returns to the NPI and the shell a
handle to the open file.

The Microsoft—supplied redirectors for the Clieot Microsoft Networks and the
Microsoft Client for NetWare are both implemented @S FSDs.

Multiple Protocol Support

Network Driver Interface Specification version 3la superset of the NDIS 3.0
functionality that exists for Windows NT and Windeyor Workgroups 3.11. NDIS 3.1
has enhancements for Windows 95 in the following &eas:

¢ Plug and Play enhancements to the Protocol Managend Media Access
Control (MAC) layer. These enhancements enable network drivers to be
dynamically loaded and unloaded.

¢ A new NDIS mini-driver model. The mini-drivers for use with Windows 95 are
binary compatible with the mini-driver implementatiused in Windows NT 3.5.

The primary changes to the NDIS model were exteissior Plug and Play support, and
upgrading an NDIS 3.0 driver to NDIS 3.1 is vemagtht-forward—for example, in some
cases Microsoft engineers have taken only one tooupdate an NDIS driver’s source
code. However, instead of making this type of uggrarendors can instead choose to
provide a mini-driver. The mini-driver model dramsatly decreases the amount of code
that a network adapter vendor must write, and Niid-drivers developed for

Windows 95 and Windows NT are binary compatible.
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Conceptually, the mini-driver model is similar teetdriver models implemented for
printers, disk drivers, and display drivers. Essdigtthe mini-driver divides the existing
NDIS Media Access Control (MAC) layer into two hess The mini-driver half
implements only the code that is specific to thiewoek adapter card, including specific
implementation details, such as establishing conirations with the card, turning
electrical isolation on and off (if implemented) félug and Play, doing media detection,
and enabling any value-added features the cardcovain. The mini-driver is wedded to
the NDIS wrapper, which implements the other hathe MAC functionality. This NDIS
wrapper contains the code that is “common” to @li8l drivers. (NDIS 3.1 mini-drivers
are roughly 40 percent smaller than existing NDIBNACs because in earlier versions
of NDIS, each MAC carried this redundant code.)

An NDIS 3.1 stack is composed of three componéhésprotocol, the MAC or mini-port,
and the mini-port wrapper. NDIS contains the Protdd¢anager, which loads and unloads
the protocol. This manager can manage multipleogais loaded simultaneously.
Immediately below the protocol is either the MACtloe mini-driver, if a mini-driver is
used. Multiple MACs or mini-drivers can be loadadsystems in which multiple network
adapter cards are loaded. Finally, the mini-pogpper layer below the mini-port does a
mapping of Windows NT Hardware Abstraction LayeA{) layer APIs for 1/0O. This
mini-port wrapper layer is very thin because Wind@8 can always assume that it's
being run on an Intel architecture.

Novell NetWare Integration

Windows 95 provides a complete, Microsoft—supphédrosoft Client for NetWare
Networks for Windows. This client can be instalkegithe default network support for
Windows 95, or it can coexist with the Client foidvbsoft Networks, as shown in Figure
52. The Microsoft Client for NetWare Networks foridows 95 provides
interoperability with NetWare.8 and 4x servers.
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Metwork ElE
Configuration | Identificationl Arooess Contmll

The following pebwork. components are ingtalled:

Client for Microsoft Wetworks -
Client for Metw/are Webworks
DEC [DE201] Etherwiarks Turba/TP

|P S P-compatible Protocal for Windows(4.,0,0]
ticrozoft NetBEUI
ticrazaft Metwark Monitar
Microzoft TCPAP

Add... | Bemove |
Frimary client:
Client for Microzoft Mebworks j

File and Print Sharing... |

The Client for Metware Metwarks enables you ta
connect ko Metware servers and use the files and
printers shared on them.

ak. | Cancel |

Figure 52. The Control Panel’'s Network tool, showig the Client for
Microsoft Networks and the Microsoft Client for NetWare Networks
running simultaneously

Windows 95 can also run on top of the existing NldvetWare 3x or 4.x clients, the
NETX or VLM shells. This support is intended to fnelistomers make the transition

from their real-mode network to the fully 32-biopected-mode network implementation

in Windows 95, using smaller steps if necessary.

The 32-Bit Microsoft Client for NetWare Networks

The Microsoft Client for NetWare Networks has tbédwing key features:

e High performance—up to 200 percent faster for soateiark operations compared

with Windows 3.1 with the NetWare VLM shell instzdl
¢ Robust and reliable client support
e Zero conventional memory footprint
*  An auto-reconnect feature
e Packet burst protocol support
¢ Client side caching
¢ Plug and Play awareness
¢ Full integration with the Ul in Windows 95
* Full interoperability with Novell NetWare.8and 4x clients and servers

¢ The ability to run NetWare command line utilities
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e Graphical logon to NetWarex3 or 4x via the NetWare Bindery

e User-level security implemented using “pass-thrdugtthe Bindery
¢ A NetWare—compatible logon command processor

¢ Point and Print support

The client is fully implemented as 32-bit virtuauice driver components. Designed to
run in protected-mode and operate in a multitaskimgronment, the client is much more
robust than real-mode networking components anestak conventional memory.

The Microsoft Client for NetWare Networks has greatformance characteristics. On
large block transfers over the network, it is uR@® percent faster than Windows 3.1
using the VLM shell; in fact, it is up to 200 pentéaster than Windows 95 using the
VLM shell. For most network operations that areia of reading and writing, the
Microsoft Client for NetWare Networks is betweendttl 200 percent faster, depending
on the mix of network 1/O.

The Microsoft Client for NetWare Networks is enabfer Plug and Play. Portable
computers that support this capability can be loakdd or undocked and the networking
support is properly loaded and unloaded withoughanthe system. (Hot-docking and
undocking is the equivalent of connecting and diseating the network cable from a
Windows 95 PC. Under Windows 95, the system cogesrto function, whereas in real-
mode networks, connecting and disconnecting cabsesystem to hang.) PCMCIA
network cards also function in the same manner.

Logon to Windows 95 is linked to a NetWare Bindériis link logs users onto both the
Windows 95 system and their preferred NetWare sefigea single graphical logon
process.

As shown in Figure 53, users can specify that tierddoft Client for NetWare Networks
should process NetWare logon scripts. If drive niaggpand search drives are specified
in a logon script, the same user configuratiomiglemented under Windows 95, with no
changes necessary. The Windows 95 logon proceasalso parse conditional
statements in NetWare logon scripts. One key diffee in logon processing is that
because the Windows 95 logon processor operam®iacted mode, it cannot load
TSRs. Logon scripts that load TSRs must be updateginove the TSR-loading
commands, and the TSRs must be loaded in the X8#bér load prior to the protected-
mode operation. (In some cases, these TSRs hatermd-mode equivalents built into
Windows 95, and loading them may not be necessary.)
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Properties for Client for Metware Metworks 2| x|

General |

Prefened server:

Firgt network. drive: IF vl
Search mode: Ilj

Enable logon script I
processing

ak. I Cancel |

Figure 53. The property sheet for the Microsoft Clent for NetWare Networks,
showing that a preferred server has been specifieahd logon scripts have been
enabled

The Microsoft Client for NetWare Networks in Winde®5 can also load and run
NetWare command line utilities. It supports the MSS level NetWare APIs, and the
16-bit Windows DLLs that NetWare supplies can beon the Microsoft Client for
NetWare.

File and Printer Sharing for NetWare Networks

Windows 95 provides peer services for NetWare tdieuring the installation of
Windows 95 and via the Network icon in Control Haneers can install either the
NetWare Compatible Peer Services or Microsoft NektviReer Services. The peer
services in Windows 95 are meant to work in conattt an existing Novell NetWare
server and add complementary sharing services.

The NetWare Compatible Peer Services enable thinghaf local files and printers on
the Windows 95 system. For the NetWare Compatibler Bervices to be activated, a
Novell NetWare server must be on the network. Withhbis server, file and printer
sharing cannot be enabled because of the pasgtheseurity model. Under this model,
user-level security is implemented using the Bigdtre NetWare server’s security
authority, which passes the validation of usersuph to the NetWare server. (Unlike
with file and printer sharing services for Microshetworks, share level security is not
supported.)

Before sharing is enabled, a NetWare server muspébeified via the Security tool in the
Control Panel. The Control Panel's Network todhisn used to specify which server or
domain controller is the PC’s designated securitherity, as shown in Figure 54.
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Metwork ElE
Configurationl Identification  Access Contral |

— Control acceszs to shared resources using:

< Share-level access contral

Enables you ta supply a pazzword far each shared
Tez0UICE,

4 Userlevel access control
Enables you ta specify uzers and groups who hawve
access to each shared rezource,

Obtain izt of uzers and groups from:

Isys-windl

ak. I Cancel |

Figure 54. Specifying user-level (pass-through) sedty from a Windows NT domain
named SYS-WIN4

Adding users to the list of those who can shard@is hard drive is accomplished via an
Add Users option on the hard disk’s property sh8electing this option displays the
dialog box shown in Figure 55, where access paedeare specified. The list of users that
can share the hard disk is obtained from the sgcauthority specified in the Control
Panel's Network tool—SYS-WIN4 in this case.

Mame: Obtain List From:

Ibobt IS"('S-WIN4 'I
; bobbr B Bead Only -» | =
€ bobro
¥ bobt =
€ bradc |
¥} bradea | [ bobt [5vS-WING =
¢ BRADH
¥ bradsi =
€ BRENTE
€ biianem Custarn -> | =
¥ brianrey
5 BRIANSHM =l -

ok | Cancel | Help |

Figure 55. Specifying access privileges for a ust#iirough user-level security

When a user attempts to access a shared devite adindows 95 system, the
Windows 95 PC receives the connection request alidates the user name or group
membership with the NetWare server. If the namgroup membership is valid, the peer
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services in Windows 95 then check whether the nanggoup has been granted access
rights to the shared resource and grants or démesonnection request accordingly.

The sharing-enabling process illustrates two points

« User management is all done in the namespace eiikéng NetWare server.
Windows 95 doesn’t add another namespace to aderingnd the NetWare server is
administered using the tools that are currentlyse—for example, tools that the
NetWare network manager currently uses, such asC&®¥§ are used for user
account management for Windows 95 user-level sicuri

e Only valid user accounts and groups can be shaited\gtWare Compatible Peer
Services.

Peer services in Windows 95 are remotely admirdbtervia the NetWatcher. The
network manager can monitor connections to anyuregoon any Windows 95 peer
services PC on the network, and can disconnecs asel remotely change access rights
for specific users. By default, remote administmatis limited to user accounts with the
administrator privilege.

The Microsoft Print Server for NetWare Networks

In Windows 95, the file and printer sharing sersiéer NetWare networks include a
Win32-based PSERVER capability, which can despdot jpbs from NetWare queues
to printers on Windows 95 PCs. Consequently, a Ne&/¢erver queue can be serviced
by a printer attached to a system running theafilé printer sharing services for NetWare.
One benefit of this capability is that becausetpgireues can all be managed centrally
from the NetWare server, users can print to on@eué the network includes several
systems running Windows 95 with peer services ethldach system can despool from
one queue, increasing overall network-based pre#pacity. Alternatively, queues can be
designated specifically for printers attached system running the file and printer
sharing services for NetWare networks.

NetWare 4.x Support

The Microsoft Client for NetWare Networks suppatbletWare 4 server if it is running
Bindery emulation. The NetWarex4server is then browsable from the Network
Neighborhood like any other NetWare server.

Microsoft is working to provide an updated Micras@fient for NetWare Networks with
support for NDS logon and browsing and will makis tient support available for little
or no cost when it is complete. Current plans feailthis support to be available shortly
after Windows 95 is released.

The Microsoft Client for NetWare Networks includasgpport for both the MS-DOS—
based APIs and Windows—based APIs defined by NoBeth of the 16-bit Novell DLLs
for Windows—NWNET.DLL and NWCALLS.DLL—can be run withe Microsoft
Client for NetWare Networks, ensuring that any M8®or Windows—based
applications and utilities that are NetWare—awareaompatibly with the Microsoft
Client for NetWare Networks.
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Other NetWare Interoperability

Windows 95 offers these additional interoperabiiggtures:

e Full support for Novell command-line utilities (efit and server) for NetWarex3.
e Support for booting diskless workstations from Net@/servers

¢ Floppy boot capability

e Dial-up connectivity to Novell's NetWare Connectvay

Microsoft Network Integration

Windows 95 includes a network client that implemsesupport for Microsoft Network
functionality. This client allows Windows 95 to amect to Windows for Workgroups,
Windows NT Server, and LAN Manager and interopevétk IBM LAN Server, DEC
Pathworks, AT&T Starlan, and LAN Manager for UNIXs well as other SMB-
compatible networks.

The 32-Bit Client for Microsoft Networks

Key Client for Microsoft Networks features incluthe following:

¢ Robustness

e Zero conventional memory footprint

*  An auto-reconnect feature

e Client-side caching

¢ Plug and Play awareness

¢ Full integration into the Ul in Windows 95
¢ Protocol independence

¢ Point and Print for one-click printer setup

The Client for Microsoft Networks is implementedaasollection of 32-bit, protected-
mode components. The Network Provider, the Redireand NDIS 3.1 drivers are
implemented as ¥Ds, and because the components execute in protexidd without

the overhead of switching to real-mode, they prexgdeat performance. The Network
Provider implements client-side caching for an &ddal performance boost. The client’s
components have higher reliability than real-moadmgonents, they are designed for
operation in a multitasking environment, and thay in kernel Ring 0 context. As a
result, they are not affected by errant Windowsebtaspplications as real-mode network
components are. And because they run in protectetbnpthey have no conventional
memory footprint.

The client is enabled for key features of WindowsQuch as long filenames, links, auto-
reconnect to servers, Point and Print, and PlugPdag, and it is integrated tightly into
the Windows 95 shell via the NPI. The client istpoml-independent, and it can use
IPX/SPX (the default installed protocol), TCP/IPP,NetBEUI.

The client provides full interoperability with Wingvs for Workgroups, Windows NT
Server, LAN Manager, and LAN Manager for UNIX. Is@a provides compatibility with
AT&T StarLAN, IBM LAN Server, 3Com 3+Open and 3+3$8aand DEC Pathworks.
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For compatibility and to help customers impleméoppy boot or better manage the
transition to Windows 95, a real-mode client forchkdisoft Networks is also included. The
Microsoft real-mode components can be “unloadedtheyoperating system after the
protected-mode networking software is loaded.

The 32-Bit Microsoft Network Peer Services

Windows 95 includes enhanced peer services forddaft Networks. The peer server in
Windows 95 supports the user-level security modedmused in conjunction with a
Windows NT Server, and the peer services can kediirectly to domain-based user
accounts. As a result, network administrators @anrtrally control access to peer services
at the domain controller. This domain controllen e either a Windows NT Server or a
LAN Manager domain controller.

User-level security begins with sharing a devicadindows 95 system. The list of

users that appears in the sharing dialog box arnéged by the domain controller, so only
validated domain users can share the device. &fteshare is established, user logons are
specified for access rights. When a user requestsa to a shared Windows 95 resource,
the Windows 95 peer services check the user’s logome against the domain

controller’s list. If the user logon is valid, tpeer services then check whether this user
has access privileges for this resource. If the lnas access privileges, the connection is
established.

Like Windows for Workgroups, Windows 95 includesisklevel peer services. This
level of security associates a password with aeshdisk directory or printer. Share-level
security can be implemented in a network consigtingnly PCs running Windows 95 or
in a network that includes other Microsoft Netwergsmpatible servers.

Peer services in Windows 95 are remotely admirdbtervia the NetWatcher. A network
manager can monitor connections to any resoura@npiWindows 95 peer services PC
on the network and can disconnect users and reyradtahge access rights for specific
users. By default, remote administration is limitediser accounts with the administrator
privilege.

Network Compatibility

Windows 95 includes built-in support for Microsdfetworks and Novell NetWare
Networks. In addition, the Setup program in Wind®&scan correctly install and
configure Windows 95 for a variety of existing reabde networks, including, but
not limited to the following:

e« 3Com: 3+Open and 3+Share

e Artisoft LANtastic

¢ Banyan VINES

¢ Beame and Whiteside's B&W-NFS

¢ DEC PATHWORKS

e IBM: LAN Server, LAN Program, and PC LAN Program
¢ Microsoft LAN Manager and MS Net

¢ Novell NetWare

e SunSelect PC-NFS

e TCS 10net



20

Microsoft Windows 95 Reviewer’s Guide

Protocol Support

Protocols for networking components in Windows 85implemented as 32-bit
protected-mode components. Windows 95 can suppdtiphe protocols simultaneously.
Protocol stacks can be shared among the instadieabrks. As an example, a single
TCPI/IP protocol stack can serve the needs of bhatlCtient for Microsoft Networks and
the Microsoft Client for NetWare Networks.

All three protocols included with Windows 95 (IPX@%, TCP/IP, and NetBEUI) are
Plug and Play enabled. As a result, the Windowsy3%m continues to run if the
network is unavailable, either because a portateputer has been undocked or a
PCMCIA network card has been removed. If the néti®unavailable, the protocol
stacks unload themselves from the system aftelirsgmatification to any dependent
applications. Plug and Play enabling also mean®pots can be loaded automatically.
For example, if a portable computer is undockedattathed to an infrared (IR) line-of-
sight network, the TCP/IP protocol is unloaded #redappropriate IR protocol is loaded.

The IPX/SPX-Compatible Protocol

The IPX/SPX stack is the new default protocol fondéws 95 and is compatible with

the Novell NetWare IPX/SPX implementation. Thistomml stack can be used to
communicate to either a NetWare server, or a Wiredd Server 3.5. This protocol is
routable, and will run compatibly on most netwankastructure (such as bridges, routers,
and so on) that are designed for IPX/SPX routidge TPX/SPX protocol in Windows 95
includes support for “packet burst” which can offaproved network performance.

One enhancement made to the Microsoft IPX/SPX implgation is Windows Sockets
programming interface support. The Windows Sockeésface is supported using
IPX/SPX as the protocol. Hence, any WinSock apptica can run on top of IPX/SPX
with Windows 95. Support is provided for only Win8&nSock applications.

The IPX/SPX implementation in Windows 95 also hgspert for the NetBIOS
programming interface.

The TCP/IP Protocol

The TCP/IP protocol is becoming widely acceptedcfmmnectivity to the Internet and as
an industry standard for many corporate network¥Vindows 95, TCP/IP is fully
implemented as a 32-bit, high-performance VxD timatsumes no conventional memory.
It includes several of the more commonly used contdme utilities, such as telnet, ftp,
arp, ping, route, netstat, nbstat, ipconfig, tfgxec, rcp, rsh, and traceroute.

The TCP/IP protocol support in Windows 95 incluttes Windows Sockets
programming interface and a WinSock DLL. (A 16\WinSock is provided for
compatibility with existing WinSock applicationgyda 32-bit WinSock is provided for
Win32-based WinSock applications.)

NetBIOS programming interface support is also siepplith the TCP/IP support.

DHCP Support

Working with other industry leaders, Microsoft laeated dootp backward-compatible
mechanism for automatic allocation of IP addressesake implementation of the
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TCP/IP protocol more manageable. The Dynamic HaosifiGuration Protocol (DHCP)
runs from a Windows NT DHCP server and allows nekwoanagers to centrally
establish a range of IP addresses per subnetyoNardows 95 TCP/IP client requesting
an address. It also allows network managers toagnestablish a “lease time”—how
long the allocated IP address is to remain validike bootp, the address allocation is
dynamic, not preconfigured. In this fashion, ip@ssible to move from subnet to subnet
and always have a valid IP address mask. Windowsd&des a ipconfig utility that
allows a user or administrator to quickly examine allocated IP address, its lease time,
and other useful data about the DHCP allocatioshasvn in Figure 56.

Windows IP Configuration Version 0.1
HostName .......:
DNS Servers . .....:
DNS Lookup Order. . . . :
Node Type .. .....: Mixed
NetBIOS Scope ID. . . . :
IP Routing Enabled. . . : No
WINS Proxy Enabled. . . : No
WINS Resolution For Windows Sockets Applications Enabiéa :
DNS Resolution For Windows Networking Applications Enablid

Adapter Address 00-AA-00-18-B0-C4:

DHCP Enabled. . .. ..:Yes

IP Address. ... ... :11.105.43.177
Subnet Mask . . . .. .:255.255.0.0
Default Gateway . . . .:11.105.0.1
DHCP Server . .. ...:11.105.43.157

Primary WINS Server . . : 11.101.13.53

Secondary WINS Server . : 11.101.12.198

Lease Obtained. . . . . : Tue 10th. May 1994 6:44:40 am
Lease Expires . . . ..: Wed 11th. May 1994 6:44:40 am

Figure 56. The output of the ipconfig utility, shoving useful data about the DHCP
allocation

DHCP support can be specified at installation tanenabled via the Control Panel’s
Network tool. If DHCP support is disabled, an IRlagbss can be entered in the Microsoft
TCP/IP property sheet, as shown in Figure 57.
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 Properties for Microsoft TCR/IP

Bindingz DMS Configuration | Gateway |
WINS Configuration : :

An P address can be automatically assigned to this
computer by a DHCP server. IF your network does not
hawve a DHCP zerver, vour network. administrator can
aszzign you an address which pou must enter marually.

% Obtain an IP address from a DHCP server

Specify an |P address:

P Address: | i i . |

Submet Mask: | 1 . . |

1] 4 | Cancel | Lpply How |

Figure 57. The Microsoft TCP/IP property sheet, shaving the DHCP configuration

WINS Support

The TCP/IP protocol stack in Windows 95 lets usdisose to install support for either
the Windows NT Windows Internet Naming Service (VB)Nr the OSF DCE Domain
Naming Service (DNS). These naming services pronatee resolution by binding the
node name and the currently allocated IP addressiding for correct addressing of any
requests for resources from a node anywhere onettveork. The amount of network
traffic needed to locate the node on the netwotkus minimized. Windows 95 supports
a single DNS server and up to two WINS servers.

The NetBEUI Protocol

Windows 95 includes a NetBEUI protocol stack tisadtdmpatible with existing networks
using NetBEUI. This stack provides compatibilityttniVindows for Workgroups,
Windows NT Server, LAN Manager, and other netwok&etBIOS programming
interface is also supported.

Network Interprocess
Communications Interfaces

Windows 95 includes support for a variety of distited computing programming
interfaces, including the following:

¢ Client-side named pipes
e Mail slots

¢ OSF DCE-compliant Remote Procedure Call (RPC)
¢ Network DDE
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« The Windows Sockets interface

Long Filename Support

The network clients in Windows 95 support the uslerg filenames. If the Windows 95
system is connected to a network server that stgpmrg filenames, then support for
filenames on the server is identical to the looabl filename support in Windows 95. (On
some servers, the length of filenames and thefliststricted characters may differ from
those of Windows 95.) Long filename support is fldeson both the Windows NT Server
and NetWare servers if the servers are properlfigumed.

Network Printing

Windows 95 includes a number of enhancements dedinmake printing easier over
the network, including the following:

e Point and Print. A printer driver can be automatically installed whemnecting to a
printer attached to a Novell NetWare, Windows NTv8g or Windows 95 print
server. As a result, Windows 95 printer drivers barocated on a Windows NT
Server or Novell NetWare server and automaticaltydlled by their Windows 95
clients.

e The Microsoft Print Server for NetWare Networks. For compatibility with
NetWare's PSERVER functionality, Windows 95 peew&es can despool print
jobs from Novell NetWare print queues.

« Deferred printing. When a Windows 95 PC is disconnected from the ritwiint
jobs are deferred until the PC is once again atd¢bh the network. Print jobs that
have been deferred automatically start when thésP€connected.

* Remote printing managementPrint jobs can be held, canceled, or restarted
remotely. In addition, on systems that have ECRsporformation about the print job
status can be returned, such as paper tray speapstr jams, or other error conditions.

Network Security

Windows 95 implements a full user logon. The fitéhg most users encounter after
booting their Windows 95 systems is a logon didlog, which varies depending on the
type of network. For example, the Windows NT Setegon dialog box may prompt for
a username, password, and domain name. The Nog&lNa&fe 4x logon dialog box may
prompt for a username, password, and preferregdiseame. When the username and
password pair have been validated against the nleseover's security authority, the
Windows 95 Ul is displayed.

Network managers can configure the Windows 95 systeallow entry into the Ul with
no network access if users fail to log on. (Thiefiguration is the default.) As an
alternative solution to this problem, network masragcan specify guest accounts that
have limited network access.
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The Windows 95 user logon should not be constrgem mechanism to fully secure PCs.
Because the PCs are still vulnerable to a floppt,all data stored on their hard disks is
potentially available. The underlying file system/indows 95 is the MS-DOS FAT file
system, which has no built-in encryption or otheeisity mechanisms.

Network resources are secured under Windows 9% tisensame security mechanisms
employed by network servers on corporate netwdrke.username and password in
Windows 95 can be configured to be the same ag thesd by the network server so as to
control network access, provide user-level sectmityaccess to shared resources on the
local PC, and control the various agents in Wind®®&isas well as limit who has remote
administration authority on this Windows 95 systémthis fashion, Windows 95
leverages the existing investment in network seruweanagement tools, utilities and
infrastructure. Network managers can manage useuats centrally on the server, just

as they always have. They can also use familids foo managing user accounts.

Password Control: Unified Logon

The Password Control in Windows 95 can provideiiathlogon for all system
components requiring password authentication sesyias well as for any applications
that choose to use the Password Control servicesexample, protected spreadsheets or
databases might use the Password Control services.

The Password Control associates the username asdiqual supplied at Windows 95
logon with other authentication-conscious programsystem components. However, for
higher security, network managers can choose taicege other passwords with access to
vital corporate data or other sensitive networkises.

Figure 58 shows the Password Control dialog boxchvis accessible from the Control
Panel:

Properties for Pazswords 2| x|

Change Pazswords | Fiemate Administration | Profilesl

r—Windaws Pazzword
il

EEEEE Click this button to change pour Windows
e pazsward.

| Change Windows Fassword. . i

r— Other Fasswards
Click thiz button ta change pour pazsword
for other pazsword-protected services,

Change Other Pazzwords. .. |

K | Cancel | gppIyNowl

Figure 58. The property sheet for security, showinghe Password Control settings

The Password Control provides a mechanism to iddally manage components that
choose to use the unified password cache. Wind&vws8 be configured to use the
Windows 95 logon for authentication on a serviceségvice or application by application
basis, making it possible to access all resourngb@Windows 95 system, as well as on
the network, using the Password Control in Wind®&sOne example of how the
Password Control service is used within Windows$s3® provide a single logon to both
the network and the Microsoft Exchange client,rti@l client provided with
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Windows 95. Then when users log onto their PCsp#ssword they entered to log onto
Windows 95 also automatically logs them onto e-nTdiis single logon provides a
solution for the problem of password proliferation.

User-Level Security

Windows 95 uses the logon process to provide @sat-kecurity for a variety of services
beyond network resource access, including theviatig services that are remotely
accessible:

e File and printer sharing

¢ Dial-up network Access gateway control
¢ Backup agent

¢ Network and system management

Pass-Through Security

Pass-through security is implemented in Windows®%he mechanism to enable user-
level security. Pass-through literally means thandws 95 passes authentication
requests through to a Windows NT Server or NetVgareer. Windows 95 does not
implement its own unique user-level security meddrarbut instead uses the services of
an existing server on the network.

File and Printer Sharing

For file and printer sharing using Windows 95 psawices, enabling pass-through
security is a two-step process. First, user-legelisty must be enabled using the Control
Panel. Second, the device must be shared andwisiei@ccess privileges must be
specified. Right-clicking the drive C icon in My @puter displays a property sheet that
shows what shares already exist and which usekrs dezoess, and allows new devices to
be shared and new users to be added to specifiessiiche usernames listed in this
property sheet are supplied by either the Windowsgrver domain, the NetWare
Bindery, or NDS.

Remote Administration

The Remote Administration function of a WindowsPG specifies the users or groups
who have authority to manage the Windows 95 sysieetyding the following:

« Dial-up network access gateway control
e Backup agent

¢ Remote access to the Registry

* Remote NetWatcher access

¢ Remote system performance monitoring

Remote Administration is controlled via the Netw&&curity tool in the Control Panel.
Figure 59 shows Remote Administration enabledhis ¢ase, Remote Administration is
limited to the Domain Admins network manager groupw~aser who is a member of this
group can remotely administer this Windows 95 systedividual users can also be
designated as remote administrators—for exampléistigated users could be given
remote administrator access to their systems.
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Properties for Passwords 7|

Change Passwords  Remate Administration | Ilger Profiles I

[+ Enable Femote Administration of this zerver

Allows other people to manage vour files and printers
from remote computers.

Add.. | Bemaove... |

Ok, I Cancel |

Figure 59. The property sheet for security, showinghe Remote Administration
settings

Dial-Up Server Remote Access Gateway

Windows 95 includes a single-line, dial-in gatewlagt allows a Windows 95 PC with
peer services enabled to serve as a gateway tetherk. The gateway is established via
the property sheet shown in Figure 60.

Like the Dial-Up Networking client, the Remote AsseGateway supports the following
protocols:

e TCP/IP via the Point to Point Protocol (PPP)
e IPX/SPX via PPP
e NetBEUI

The Remote Access Gateway implements pass-thragnity, so only authenticated
users can log onto the Gateway services. After ectimmg to the Gateway, Dial-Up
Networking clients can access any network resotinaethey have privileges to use,
including network server resources and peer sesvice



Chapter9 Networking 27

B, My Computer o] x| ial-Up Networking [ [m] [E3
File Edit ¥iew Help Fi Edit Yiew Connections
Dial-Up Server
2% Flappy & Hayes Accura 144 + Fiedl 44 |
Mo caller access
o I M ake Mew
% Allow caller access ;
= - Connection
Compresszed Ussf hame
0] %) The word
y [
Dial-Up Selected user. The Warld
MHetworking
Remove |
8 object(z)

Comment; I

Status: ||d|3

Dizzonnest ser | Server Tupe... |

ok | Cancel | Apply |

ﬂ Slalll I@ Dial-Up Networking M_',J Computer | 1:55 PH

Figure 60. The Remote Access Gateway dial-in propgrsheet, which shows that
dial-in access to the network is available via thigvindows 95 PC
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