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Abstract

This paper provides a technical overview of WinddiWsfor the information technology
(IT) professional with a strong background in Unixapproaches the subject from the
Unix point of view and relates the concepts of WimsINT to corresponding ones found
in Unix. It begins with a technical comparison loé ttwo operating systems, moves on to
cover how the two can coexist in a heterogeneousa@ment, and finishes with a brief
section describing some of the tools availableitbd@velopers in creating applications
for both platforms.

About the Microsoft Business Systems Technology Series

The Microsoft® Business Systems Technology Seesists of a number of interrelated
white papers dedicated to educating informatiohrietogy (IT) professionals about
Windows NT and the Microsoft BackOffice™ family pfoducts. While current
technologies used in Microsoft products are ofteveced, the real purpose of this series
is to give the reader an idea of how major techgiekare evolving, how Microsoft is
using those technologies, and what this means fdiners.
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Executive Summary

Companies today are actively re-engineering tidéarimation technology (IT)
organizations to become closely integrated withniiree business processes. To keep
pace with the rapidly changing business environprenginizations must move forward
while, at the same time, leveraging their investnieexisting systems. For many,
integration between Unix® and the Microsoft® Winds®vfamily of operating systems,
especially Windows NT™, has become a critical sasd¢actor.

This paper is written for IT professionals withteoag background in Unix. It begins by
describing the architecture of Windows NT in a tachl framework that is common to
Unix. This section also serves to bridge the gapgerminology between Windows NT
and Unix. The paper then moves on to describe rahthe integration tools that enable
the two operating systems to function in a heteneges environment. The final section
covers tools and strategies to help with softwaneetbpment targeted for both

Windows NT and Unix. The appendices serve as a pelmepsive reference for the paper
and point the reader in the direction of otheripertt material.



Introduction

A Tale of Two Operating Systems

It was the best of operating systems, it was thestaadf operating systems, it was the age
of wisdom, it was the age of foolishness, it wasepoch of belief, it was the epoch of
incredulity, it was the season of light, it was feason of darkness, it was the spring of
hope, it was the winter of despair, we had evengliefore us, we had nothing before us,
in short, we had Unix.

Life with Unix tends to be a love-hate relationshifith most people falling strongly on
one side or the other. This paper is about anatperating system, Windows NT, that,
although relatively new, has roots that stretchklzmost as far as those of Unix. It is an
operating system that, like most, owes much to UBir it also strays markedly from it
in both design and philosophy.

This paper is written specifically for you, the pfofessional with a strong background in
Unix. It approaches Windows NT from the Unix perdpe. It begins with a brief look at
the pedigree of both operating systems, prograesesechnical comparison of the two,
moves on to show how Windows NT and Unix can pealyetoexist in a heterogeneous
world, and finishes with a discussion about tobd fire available to aid developers
working in both environments.

This is a technical paper, and it is assumed thathave a good working knowledge of
Unix and have at least seen a computer running tMimdNo attempt will be made to
teach fundamentals here. However, “Appendix A: gtsgice” lists resources that can
help you fill in the gaps.

Throughout the paper you will see referencéiandows which is the Microsoft
operating system. Do not confuse this with the Uti/indow System™lso known as
X Windowsor justX. Windows will be used to refer to Microsoft Windsyand X will be
used to refer to the Unix X Window System.

Windows NT and Unix address the same world, buhfuery different points of view. It
is a mistake to assume that Windows NT providesext feature-for-feature
replacement for Unix. It does not. It representifferent perspective, a paradigm shift,
and, as such, offers fresh solutions to some vielyychronic problems.

Microsoft Windows NT from a UNIX Point of View 1



Historical Perspective

UNIX

In 1968, while working for the Computer Researcbu@rat Bell, Ken Thompson and
Dennis Ritchie were part of a joint Bell Labs/Mi@aim that was building a timesharing
operating system for the General Electric GE645iramne. Although visionary for its
time, the system, known as MULTICS (MULTiplexeddnhation and Computing
System), had serious drawbacks and never found faitlo AT&T management.

During the MULTICS project, Ken became interested iprogram called Space Travel,
whose salient feature was a spaceship that coytildted through a simulated galaxy.
Unfortunately, Space Travel did not run well unMBJLTICS on the GE645 mainframe.
Undaunted, Ken took the logical approach to thélem. He borrowed a PDP-7
minicomputer from another group at Bell, wrote @ei@ting system, and ported Space
Travel to it. In 1970, Brian Kernighan jokingly tad this new operating system UNICS
(UNiplexed Information and Computing System) irereihce to the much larger
MULTICS. Soon after, the name was changed to Unix.

AT&T was not allowed to market Unix or Unix-basewg@ucts due to a long-standing
antitrust decree. This meant that Unix had no cororakviability for AT&T and was
never treated as a real product. Source code wds anailable to other groups within
AT&T and, for educational purposes, to universitidew versions of Unix proliferated,
resulting in a complex and convoluted history thahany ways resembles what is going
on today with the Internet. Standardization efftidse been under way for many years,
and most extant versions can trace their lineagk tzaone of two sources: AT&T®
System V or 4.xBSD (Berkeley Unix) from the Univigrof California, Berkeley,
Computer Science Department. Still, major incontplities exist between the different
versions so that, even today, Unix is not “Unix.”

USL Novell
42 43
| |
SunOS Solaris
System V SVR2 SVR3 SVR4 UnixWare :>
SCO
IBM AIX
OSF/1 |
DEC OSF /1
HP / UX

841 85/ 86l 871 88/ 89 90l 911 92[ 93| 94| 95

Evolution of Unix
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Windows NT

In the 1970s, Unix was not the only game in towne ©f the most successful general-
purpose minicomputer operating systems of that tarae from Digital Equipment
Corporation (Digital). It was VMS™, and it suppattBigital’s VAX™ architecture. The
person responsible for leading the VMS developreéiott was Dave Cutler.

In 1988, Dave joined Microsoft to lead the develepireffort for the new high-end
operating system in the Microsoft Windows-familyjndfows NT. Two primary forces
shaped the Windows NT project: market requiremantssound design. The market
requirements came from input from its customersiadahe world. The design goals
came from leading-edge thinking in operating systesory and design. These same
forces continue to drive the development of the dgims NT platform today.

Under the market requirements, Windows NT must igieav

m  Portability across families of processors, sucthadntel x86 line.

m  Portability across different processor architectuseich as CISC and RISC.
m  Transparent support for single-processor and nroltgssor computers.

m  Support for distributed computing.

m Standards compliance, such as POSIX.

m Certifiable security, such as C2 and F-C2, ES3.

The design goals for Windows NT compliment the rearkquirements. They are:
m  Extensibility

m  Portability

= Reliability

m  Robustness

m  Performance

m  Compatibility

Windows NT continues to blend together some otigt ideas from industry and
academia on operating system theory with real-wexiokrience in operating system
design. In many ways, the result fulfills Ken Thauop’'s and Dennis Ritchie’s vision for
a portable, extensible, open operating system.

Microsoft Windows NT from a UNIX Point of View 3



Technical Comparison: Windows NT and Unix

Operating System Basics

Overview and Philosophy

Windows NT was designed for client/server compuytloigix was designed for host-
based terminal computing. They are two differemhpating paradigms. Windows NT is
not a multiuser operating system in the usual sehd®e word (although it can be with
additional third-party products). You do not hagenrs with limited-function dumb
terminals, dumb terminal emulators, or X-termiragnecting to a Windows NT-based
host. What you do have are users on single-usarglepurpose workstations (clients)
connecting to multiuser general-purpose servets tvi¢ processing load shared between
both. The distinction between the two environméntubtle, but understanding it is key
to understanding Windows NT.

Unix, X, and Server/Client

Windows NT follows what has become the industryxdéad terminology for the
client/server relationship, with the client beingthe desktop and the server being in the
back office. Unfortunately, there is a portion loé tUnix world in which this relationship
is reversed. The client is the server, and theesés\the client.

The most common graphical user interface on Unk, iwhich was developed at the
Massachusetts Institute of Technology (MIT) as p&Rroject Athena. In X, the client
software resides on the computer that performpitbeessing, and the server software
resides on the computer that displays the outphis eans that the desktop is the server,
not the client. This paper will stick with todaygtandard client/server terminology and
avoid the server/client terminology of X.

Kernel Mode vs. User Mode

In modern operating systems, applications are gejparate from the operating system
itself. The operating system code runs in a pri)@ke processor mode known as kernel-
mode and has access to system data and hardwanlécatipns run in a nonprivileged
processor mode known as user mode and have limiteeks to system data and hardware
through a set of tightly controlled application gramming interfaces (APISs).

Windows NT is a microkernel-based operating systehich shares similarities to Mach,
a microkernel-based operating system developediate@ie Mellon University. One of
the primary design goals of Windows NT was to kifepbase operating system as small
and as tight as possible. This was accomplisheallbying only those functions that
could not reasonably be performed elsewhere toireimaéhe base operating system. The
functionality that was pushed out of the kernelezhdp in a set of nonprivileged servers
known as the protected subsystems. The protecteystems provide the traditional
operating system support to applications throutgature-rich set of APIs.

This design results in a very stable base operaiiatgm. Enhancements occur at the
protected subsystem level. In fact, new protectddystems can be added without
modification to either the base operating systetherother existing protected
subsystems. Contrast this with traditional Unixtegss where the kernel has become the
dumping ground for any and all functionality.

A number of other theoretical models influenceddhsign of Windows NT. Three of the
most important ones were: the client/server matel pbject-oriented model, and the

Microsoft Windows NT from a UNIX Point of View 4



symmetric multiprocessing model. These models piee framework for understanding
the inner workings of Windows NT.

Client/server

Windows NT is a natural fit for the world of cliésérver computing. Not only does it live
in this world, but its internal design is basedctiant/server principles. For example, the
applications that an user runs are clients thatesigservices from the protected
subsystems which are servers. The idea is to diliel®perating system into several
discrete processes, each of which implements af ssthesive services such as process
creation or memory allocation. These processes aonuate with their clients, each
other, and the kernel by passing well-defined ng=saack and forth.

The client/server approach results in a modularatjpey system. The servers are small
and self-contained. Because each runs in its ostegtied, user-mode process, a server
can fail without taking down the rest of the opergsystem with it. This self-contained
nature of the operating system components also srinkessible to distribute them
across multiple processors on a single computenr(stric multiprocessing) or even
multiple computers on a network (distributed conmmjt

Object-Based

Windows NT is not an object-oriented system ingtretest sense of the term, but it does
use objects to represent internal system resousodsvare objects are a combination of
computer instructions and data that model the behat things, real or imagined, in the
world. Objects are composed of three things: Ijoaties in the form of program
variables that collectively define the object'stst®) behavior in the form of code
modules or methods that can modify those attribated 3) an identity that distinguishes
one object from all others. Objects interact witicle other by passing messages back and
forth. The sending object is known as the cliert #ire receiving object is known as the
server. The client requests and the server respandsoften times in the course of
conversation the client and server roles alterbateeen objects.

One of the hidden powers behind Unix is the filgaplor. In Unix, devices such as
printers, tape drives, keyboards, and terminaleswall appear as ordinary files to both
programmers and regular users. This simplifies nmangine tasks, and is a key
component in the extensibility of the system. WiwddNT capitalizes on this metaphor
and expands it. Windows NT uses an object metaghladiis pervasive throughout the
architecture of the system. Not only are all ofttiiags in the Unix file metaphor viewed
as objects by Windows NT, but so are things sugir@sesses and threads, shared
memory segments, and access rights.

Symmetric Multiprocessing

Multitasking and multiprocessing are two terms tn&t closely related and easily
confused. Multitasking is an operating system teplmfor sharing a single processor
among multiple threads of execution. Multiprocegsion the other hand, refers to
computers with more than one processor. A multigssing computer is one that is able
to execute multiple threads simultaneously, oneefmh processor in the computer. A
multitasking operating systeappearsto execute multiple threads at the same time; a
multiprocessing operating system actually doesxiécuting one thread on each of the
computer’s processors.

Microsoft Windows NT from a UNIX Point of View 5



Multiprocessing operating systems can be eithemasstric or symmetric. The main
difference is in how the processors are used.\ymaetric multiprocessing (ASMP), the
operating system typically sets aside one or mavegssors for its exclusive use. The
remainder of the processors run user applicatiorsymmetric multiprocessing (SMP),
any processor can run any type of thread. The psace communicate with each other
through shared memory.

SMP systems provide better load-balancing and-faldtance. Since the operating
system threads can run on any and all proces$ershance of hitting a CPU bottleneck
is greatly reduced over the ASMP model. A procetsiture in the SMP model will only
reduce the computing capacity of the system. IPAB®IP model, it can easily take down
the whole computer if it happens to be one of iherating system processors that fails.

SMP systems, such as Windows NT and many flavoténof, are inherently more
complex than ASMP ones. There is a tremendous anodwoordination that must take
place within the operating system to keep evergtsynchronized. For this reason, SMP
systems are usually designed and written from thargl up. Their ASMP counterparts
typically are not.

Open Systems

Finally, before delving into the inner workingsWindows NT, we need to touch on the
subject of Open Systems and Industry Standardrtimfately, Open Systems means
many different things to many different people. Hoer, the goal of Open Systems is the
same regardless of the definition of the termptimary aim is to give the customer cost-
effective choices in a multivendor world that isaiconstant state of change.

The subject of Industry Standards is every bitexiqus as that of Open Systems. There
are two categories of standards: de jure and de.fBe jure standards are those that have
been created by standards bodies such as the Ameémtional Standards Institute
(ANSI), the Institute of Electrical and Electroritngineers (IEEE), and the International
Standards Organization (1ISO). Examples of de jtardards are the ANSI American
Standard Code for Information Interchange (ASChidracter encoding standard, the
IEEE Portable Operating System Interface for URI©SIX) standard, and the ISO Open
System Interconnection (OSI) reference model fonater networks. De facto standards
are those that have been widely adopted by indusitynot originally endorsed by any of
the standards bodies. An example of a de factalatdris the Transmission Control
Protocol/Internet Protocol (TCP/IP) network comnmaiions protocol. De facto
standards have arisen either to fill gaps lefthgyimplementation specifications of the de
jure standards or because no standard had yetdedéierd for the particular area.

It is safe to say that Open Systems based soletieguare Industry Standards have yet to
be fully realized, and it is doubtful that they ewell be. At the heart of the problem is
the very different natures of the computer induatrg the academic standards process.
The speed with which the technology is changirgiaggering, and the formal standards
process is inherently unable to keep pace withig.sort of like what happens when an
all-powerful force meets an immovable object, onéhe other has to give way. In this
case the all-powerful force is the market, whichagls has its way. So, is there no hope
for Open Systems?

The utopian “de jure”-centric world of Open Systemas largely given way to the newer,
reality-based recognition that real-world Open 8yst cannot live on de jure standards

Microsoft Windows NT from a UNIX Point of View 6



alone. In today’s Open Systems, both de facto andre standards are combined to
create interoperable systems. It is the strategithining of both types of standards, this
middle-of-the-road approach, that enables Opere8ysto keep pace with the rapidly
changing nature of technology.

One key element of this approach is the use ofegfieally-placed layers of software that
allow the upper and lower adjoining software layeithin the operating system to be
loosely coupled. These tightly controlled softwkayers provide a standardized and well-
publicized set of APIs to both the software abave below. A good example is the
Network Device Interface Specification (NDIS) theds developed jointly by Microsoft
and 3Com in 1989. Another is the Desktop Managemmetface (DMI) created by the
Desktop Management Task Force (DMTF), an industggoization with more than 300
vendor members including Microsoft, Intel, IBM, aNdvell.

The beauty of this architecture is that it allows fflug-and-play of modules above and
below the isolation layer, and that means you tar sut with a module that implements
a de facto standard and later supplement or reilagth one that implements a de jure
standard. In effect, you end up with the best dhlveorlds; Open Systems and Industry
Standards.

A more complete discussion of Open Systems andstngl&tandards can be found in a
recent report from The Burton GrodpSpecifically, the contrast between de jure and de
facto standards, the concept of what it means tetiectively open”, and the enabling
power of software “isolation layers” are coveredietail.

Executive

The Windows NT executive is the kernel-mode porttbiVindows NT and, except for a
user interface, is a complete operating system itsed. It differs dramatically in
architecture from the Unix kernel, and, unlike thaix kernel, the Windows NT
executive is never modified and recompiled by tstesn administrator.

Other 0S/2 Win32 POSIX
subsystems subsystem subsystem subsystem
A

d

4 1 }  Usermode
Kernel mode
\d \d A \é
System services
1/0 Manager Object Security Process Local Virtual
Manager Reference Manager Procedure Memory
Monitor Call Facility Manager

Cache Manager

File systems Kernel

Network drivers

Device drivers Hardware Abstraction Layer (HAL)

Windows NT Executive and its Components

The Windows NT executive is actually a family ofte@re components that provide
basic operating system services to the protecteslystems and to each other. The

1A Market-Driven Approach To Open Systems.” Ther®a Group, December 1994,
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executive components are completely independemt®fanother and communicate
through carefully controlled interfaces. This madulesign allows existing executive
components to be removed and replaced with onéitipéement new technologies or
features. As long as the integrity of the exisiimgrface is maintained, the operating
system runs as before.

Object Manager.The Object Manager creates, manages, and deleteWs NT
executive objects. Executive objects are abstratet types used to represent operating
system resources such as shared memory segmiagsd directories, and processes
and threads. The Object Manager manages the giabaspace for Windows NT which
is modeled after the hierarchical file system, wehgirectory names in a path are
separated by a backslash (\). As with other WinddWsomponents, the Object
Manager is extensible and modular so that new bbjpes can be defined as the
technology advances.

Process ManagerA program is a static sequence of computer in8tms. A process is
the dynamic invocation of a program along with ¢lgstem resources needed for the
program to run. A Windows NT-based process diffesm a Unix-based process in that
it is not an executable entity. A Windows NT-bapedcess contains one or more
executable entities known as threads, and it isetllereads and not the process that the
Windows NT kernel schedules for execution. Remerttisr\Windows NT supports
symmetric multiprocessing. In order for an SMP egsto work, processes must be
dividable into multiple threads of execution.

The process model for Windows NT works in conjunttivith the security model and the
Virtual Memory Manager to provide interprocess potion. The Process Manager is the
Windows NT-based component that manages the creatid deletion of processes. It
provides a standard set of services for creatingusing threads and processes in the
context of a particular protected-subsystem enviremt. Beyond that, the Process
Manager does little to dictate rules about thredsprocesses. It does not impose any
hierarchy or grouping rules for processes, nor dtoesforce any parent/child
relationships. Instead, these design decisionktrfor the protected subsystems to
implement. For example, the parent/child relatigmshat exists between Unix processes
is implemented in the POSIX protected-subsysteiVioidows NT.

Virtual Memory Manager.Both Windows NT and Unix implement 32-bit lineaemory
addressing and demand-paged virtual memory managebhaeder Windows NT, each
process is allocated a four gigabyt&2(ytes) virtual address space, with half of it
reserved for program storage and half of it resfee system storage. The Virtual
Memory Manager maps virtual addresses in the psbeelslress space to physical pages
in the computer's memory. In doing so, it hideshgsical organization of memory from
the process’s threads. This ensures that the tlwaadccess its process’ memory as
needed, but not the memory of other processes.

An ordinary machine today typically has much léemntfour gigabytes of physical
memory. When physical memory becomes full, thebdirMemory Manager transfers, or
pages, some of the memory contents to disk. WindéWwsand many Unix systems share
a common page size of 4K. The process that thedliMemory Manager uses to
determine which pages to move to disk is referoegistthe paging policy.

The primary goal of any paging policy is to allosirmany processes or threads as
possible to use the machine’s memory without adheimpacting the overall
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performance of the system. It is a very fine balagact. On one side you have wasted
machine resources, on the other you have a situativhich the memory manager uses
up most of the CPU cycles by swapping things backfarth from memory to disk, a
condition known as thrashing.

The Windows NT Virtual Memory Manager uses a pagiaticy known as local first in,
first out (FIFO) replacement. With local FIFO reqgaent, the Virtual Memory Manager
must keep track of the pages currently in memorgézh process. This set of pages is
referred to as the process’s working set.

One of the most important features of this pagiolicp is that it enables Windows NT to
do some unattended performance tuning. When physigmory runs low, the Virtual
Memory Manager uses a technique called automatikimgyset trimming to increase the
amount of free memory in the system. Roughly spegpkhis is a process whereby the
Virtual Memory Manager attempts to equitably alt@canemory to all of the processes
currently on the machine. As it cuts the amourhefmory to each process it also
monitors their page-fault rates and works to stakelance between the two.

Local Procedure Call Facility Applications and the protected subsystems have a
client/server relationship. That is, the applicat{olient) makes calls to the protected
subsystem (server) to satisfy a request for sop® @y system service. In general, clients
and servers communicate with each other througiessof well-defined messages.
When the client and server are both on the saméimadhe Windows NT executive
uses a message-passing mechanism known as theRrocaldure Call (LPC) facility.
LPC is an optimized version of the industry-stadddaemote Procedure Call (RPC)
facility that is used by clients and servers comicating across networks.

I/O Manager. The 1/0O Manager is the part of the Windows NT exi&e that manages all
input and output for the operating system. It islenap of a series of subcomponents such
as the file systems, the network redirector andesethe system device drivers, and the
cache manager. A large part of the I/O Managetsisoto manage the communications
between drivers. To simplify the task, it implengeatwell-defined, formal interface that
allows it to communicate with all drivers in theveaway, without any knowledge of how
the underlying devices actually work. In fact, th@ model for Windows NT is built on a
layered architecture that allows separate driveisplement each logically distinct layer
of 1/0 processing. The I/O Manager is the Windovilsékecutive component that makes
the most use of the software isolation layers meeti above in the Open Systems
discussion.

In addition to the uniform driver model, the I/O NMayer works with other Windows NT
executive components, most notably the Virtual Mgmanager, to provide
asynchronous 1/0, mapped file I/O, and file cachifge latter bears special mention. File
caching is controlled by a subcomponent of theNfahager called the Cache Manager.
While most caching systems allocate a fixed nunalbérytes for caching files in memory,
the Windows NT cache dynamically changes size d#ipgron how much memory is
available. This load-balancing feature is provitdgdhe Cache Manager and is another
example of automatic self-tuning within Windows NT.

Security Reference MonitoThe Security Reference Monitor, in conjunctionhaite
Logon Process protected-subsystem and the Sepuoitycted-subsystem, forms the
security model for Windows NT. In a multitaskingespting system, applications share a
variety of system resources including physical mgmidO devices, files and directories,
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as well as the system processor(s). Applicationst fmave proper authorization before
being allowed to access any of these system ressuaad it is the components of the
security model for Windows NT that enforce thisipgpl

With Unix, security of this nature usually comeghe form of an expensive add-on such
as Kerberos™. Kerberos, which gets its name franthhee-headed dog that guards the
entrance to Hades in Greek mythology, was develap®d T as part of Project Athena.
It has become a de facto standard for network gg@and is expected to be incorporated
into a future version of Windows NT.

The Security Reference Monitor acts as the watcheofprcing the access-validation and
audit-generation policy defined by the local Segusrotected-subsystem. It provides
run-time services to both kernel-mode and user-ncodgponents for validating access to
objects, checking for user privileges, and genegadiudit messages. As with other
components in the Windows NT executive, the Segc®Réference runs exclusively in
kernel-mode.

Kernel. The Kernel is at the core of the layered architecfor Windows NT and
manages only the most basic of the operating sykteations. The microkernel design
enables this component to be small and efficieng Kernel is responsible for thread
dispatching, multiprocessor synchronization, andiware exception handling.

Hardware Abstraction Layer (HAL)The Hardware Abstraction Layer (HAL) is an
isolation layer of software provided by the hardsvaranufacturer that hides, or abstracts,
hardware differences from higher layers of the atieg system. Because of the HAL, the
different types of hardware all look alike to th@eoating system, removing the need to
specifically tailor the operating system to thedveare with which it communicates. The
goal for the HAL was to provide routines that allavgingle device driver to support the
same device on all platforms.

HAL routines are called from both the base opegasiystem (including the Kernel) and
from the device drivers. The HAL enables deviceehs to support a wide variety of 1/O
architectures without having to be extensively rfiedi The HAL is also responsible for
hiding the details of symmetric multiprocessing SMhardware from the rest of the
operating system.

Protected (Environment) Subsystem

The protected subsystems are user-mode servei@ ¢hsttarted when Windows NT is
booted. There are two types of protected subsystategral and environment. An
integral subsystem is a server that performs awitapt operating system function, such
as security. An environment subsystem is a sehagmtrovides support to applications
native to different operating system environmewgdows NT currently ships with
three environment subsystems: the Win32® subsystenR OSIX subsystem, and the
0OS/2® subsystem. The Win32 subsystem is the “nativde” subsystem of

Windows NT. It provides the most capabilities afficiencies to its applications and, for
that reason, is the subsystem of choice for netwaoé development. The POSIX and
0S/2 subsystems provide “compatibility-mode” enmireents for their respective
applications and, by definition, are not as featick as the Win32 subsystem.
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Conceptual View of Windows NT Protected Subsystems

Win32. The Win32 subsystem is the most critical of theadldws NT environment
subsystems. It provides the graphical user interéa controls all user input and
application output. It is the server for Win32-bdsgplications and implements the
Win32 API. Not all applications are Win32-basedd éme Win32 subsystem does not
control the execution of non-Win32-based applicagidt does, however, get involved.
When the user runs an application that is foreiginé Win32 subsystem, it determines
the application-type and either calls another ssiesy to run the application or creates an
environment for MS-DOS® or 16-bit Windows in whitthrun the application.

The subsystems for MS-DOS and 16-bit Windows runsier-mode in the same way the
other environment subsystems do. However, unliggn32, POSIX, and OS/2
subsystems, they are not server processes, fdiSsBOS-based applications run within
the context of a process called a Virtual DOS MaelfVDM). A VDM is a Win32-
based application that establishes a completeaVicemputer running MS-DOS. The 16-
bit Windows environment is a hybrid applicationedhat runs within the context of a
VDM process, but calls the Win32 API to do mosttefwork. This feature of running
16-bit Windows within Win32 is known as WOW, whighshort for Windows On
Win32.

Creating environments for MS-DOS and 16-bit Wind@assuser-mode subsystems
affords them the same protection that the othesygibms have. They cannot interfere
with the operation of each other, the other precubsystems, or the Windows NT
executive.

POSIX. POSIX, which stands for Portable Operating Sydtgarface for Unix, began as
an effort by the IEEE community to promote the pbitity of applications across Unix
environments by developing a clear, consistent,uaranbiguous set of standards.
POSIX is not limited to the Unix environment and lieen implemented on non-Unix
operating systems, such as Windows NT, VMS, MPE™éixd CTOS.

POSIX actually consists of a set of standardsrdrage from IEEE 1003.0 to 1003.22
(also known as POSIX.0 to POSIX.22). However, nadshese standards are still in the
proposed state. The POSIX subsystem on Windowsugpasts 1003.1, which is also
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known as the international ISO/IEC IS 9945-1:19@Mdard. This standard defines a C-
language, source-code-level API to the operatistesy environment. All POSIX
standards are based on specifications for whiate tiseno binary reference
implementation.

0S/2.The OS/2 subsystem supports 16-bit graphical hadacter based applications. It
provides these applications with an execution emvirent that looks and acts like a
native OS/2 system. Internally, the OS/2 subsysiaits the Windows NT executive to do
most of the work, as the Windows NT executive sEwiprovide general-purpose
mechanisms for doing most operating system tastwieMer, the OS/2 subsystem
implements those features that are unique to #sating environment.

Internationalization

Microsoft builds products that aveorld-ready Windows NT is no exception. There are
currently 15 international versions of Windows N'hey are Brazilian, Chinese, Danish,
Dutch, Finnish, French, German, Italian, Japang€sean, Norwegian, Portuguese,
Russian, Spanish, and Swedish. A process calledization is used to create these
different versions.

Country: | | iI
Language: |English [American) |£I
Keyboard Layout: |U5 |£I
Meazurement: | Englizh |£I
List Separator: |:|
" Date Format " Currency Format
Tuesday, May 03, 1994 -$1.22

[ Time Format [ Mumber Format— |

9:09:34 AM 1.234.22

-1.234.27

Specifying International Settings

When installing Windows NT, the user selects a legg to use and is assigned a default
locale. The default locale gives the culturallyreat defaults for keyboard layout, sorting
order, currency, and date and time formatting. @frse, these defaults can be overridden
by the user.

At its most basic level, a locale consists of ajlaayge, a country, and the binary codes
used to represent the characters of a particutgukege. The latter is referred to as the
code set. The United States has traditionally astbite ASCII standard for representing
data. However, ASCII is woefully inadequate for goather countries because it lacks
many of their common symbols and punctuation. kanele, the British pound sign and
the diacritical marks used in French, German, Dutcld Spanish are missing.

To address these shortcomings, Windows NT empleysiéw Unicode™ standard for
data representation. Unicode is a de jure starfdamhcoding international character
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sets. The Unicode standard was developed by theodaiConsortium, a consortium of
vendors including Microsoft, IBM, Borland, and LetWnicode separates the “essence”
of a character from the font and formatting infotima used to display it. It employs a 16-
bit character coding scheme, which means thanirepresent 65,536 18} individual
characters. This is enough to include all languémesmputer commerce today, several
archaic or arcane languages with limited appliceti(such as Sanskrit, and, eventually,
Egyptian hieroglyphics), all punctuation marks, Ingsthatical symbols, and other
graphical characters. With all of this, there il ptenty of room for future growth.

Unicode is the native code set of Windows NT, hetWin32 subsystem provides both
ASCII and Unicode support. Character strings indysem, including object names, path
names, and file and directory names, are reprasenitk 16-bit Unicode characters. The
Win32 subsystem converts any ASCII charactersitikes into Unicode strings before
manipulating them. It then converts them back t€ASf necessary, for output.

Localization is only one part of the effort thategdnto ensuring that an operating system
can be used effectively in a worldwide environméntvorld-readyoperating system

must also provide services to support the usetefriational applications and to support
the global market by making the application develpjob easier. For example, some of
the language issues that international users gplitapion developers face are:

m  From the user’s perspective:Some users need to include more than one langnage
a document. For example, they might be transldtmmm English into Russian, or
they might be writing a product instruction manuainany different languages.
When using more than one language, users mustuvitbe series of obstacles. For
example, they must repeatedly switch to anotheb&asd layout on-the-fly so that
they can continue writing in a different languag@éhen using a database, users face
the problem of sorting the information in the catrerder for a given language.

m  From the developer’s perspectiveWhen localizing a product, developers are faced
with several questions, such as the following: “\Wkahe correct sorting order for
French?”, “How is a date represented in Germariyf8 document contains text in
more than one language, is there some way foratteare to know which part of the
document is in which language?”, “Can informatioraimultilingual document be
cut and pasted into another application?” Many gpess try to address these issues
in their applications and fall short, creating deshs for the users, their support
organization, and their own development team.

Microsoft is incorporating international languagggort at the operating system and API
level. Built-in, international language support addnctionality that provides solutions
for developing and using software and exchangirgud@nts around the world.

Networking/Communication

Overview

Windows NT is a complete operating system withyfilkegrated networking, including
built-in support for multiple network protocols. &$e capabilities differentiate it from
other operating systems such as MS-DOS and maosibwerof Unix. With these
operating systems, network capabilities are eitistralled separately from the core
operating system as an add-on or the range of sigopoetwork protocols is limited to
only a few. With some, both limitations are true.
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Windows NT offers built-in support for both peergeer and client/server networking. It
provides interoperability with and remote dial-ttass to existing networks, support for
distributed applications, file and print sharingdahe ability to easily add networking
software and hardware.

ISO OSI Model

The International Standards Organization (ISO) e a seven-layer, theoretical
model called the Open Systems Interconnection (@%tyence model. It is used to
describe the flow of data between the physical eotion to the network and the user
application. The model is the best known and madehy used model to describe
networking environments, and we will use it asftaenework to discuss the networking
components for Windows NT.

In the OSI model, the purpose of each of the séwgers is to provide services to the

next higher layer, shielding the higher layer fritra details of how the services are
actually implemented. The layers are abstractesdidn a way that each layer believes it is
communicating with the same layer on the other agep In reality, each layer
communicates only with adjacent layers on the saaehine.

RPC || Providers | | Named Pipes |
7. Application User Mode
6. Presentation Kemel Mode
5. Session | NetBIOS Driver || Redirectors || Servers | | WinSock Driver |
—| Transport Driver Interface H STREAMS *
4. Transport
3. Network Transport Protocols
2. Data Link 1T
wo) | NDIS Interface |[ sTREAMS
(MAC) | Network Adapter Card Drivers |
1. Physical | Network Interface Card(s) |
0. Media

Windows NT Networking Model

Layer 0, which is not officially a layer in the OBlodel, is commonly used to define the
underlying transmission media, such as cableder fthat interconnects each of the
computers on the network. Layer 0 is known as tleeli&l Layer.

Network Adapter/Network Interface Card (NIC)

The Network Adapter or Network Interface Card (NE©hnects the internal
communication bus of the computer with the extenedivork. It acts as a bridge between
the Media Layer (Layer 0) and the Physical Layexygr 1) in the OSI model.

Windows NT views the NIC as a peripheral device emtrols it through a device

driver.
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Network Device Interface Specification (NDIS)

The IEEE 802 project further defined sublayershefata Link Layer (Layer 2) in the
OSI model. The two sublayers are the Media AccesdrGl (MAC) and the Logical Link
Control (LLC). The MAC sublayer communicates dihgetith the NIC and is
responsible for delivering error-free data betwwsemcomputers on the network.

In 1989, Microsoft and 3Com jointly developed aafieation defining an interface for
communication between the MAC sublayer and protdcekrs higher in the OSI model.
This standard is known as the Network Device lamgfSpecification (NDIS), and is a
key isolation layer of software. NDIS isolates tfegails of the NIC from the transport
protocols and vice versa.

Transport Protocols

The transport protocols reside primarily in thewsk Layer (Layer 3) and the Transport
Layer (Layer 4) of the OSI model and communicatia wie NIC(s) through an NDIS-
compliant device driver. Windows NT ships with fblowing transport protocols:
TCP/IP; NBF, derived from NetBEUI; NWLink, an NDi&mpliant version of Novell®
Internetwork Packet Exchange (IPX/SPX); Microso#it®Link Control (DLC); and
AppleTalk®.

STREAMS

STREAMS was originally developed by AT&T for UniyS8em V, Release 3.2. Itis an
isolation layer of software that wraps around STREAbased transport protocols. Calls
to the transport protocol driver must first go thgh the upper layer of the STREAMS
device driver to the protocol, then back throughltwer layer of STREAMS to the
NDIS device driver. The STREAMS environment allcdtvs many STREAMS-based
transport protocol drivers that already exist tqoheyged into Windows NT with little or
no modification. New transport protocol driverswaver, should be written to the newer,
more versatile Transport Driver Interface.

Transport Driver Interface (TDI)

The Transport Driver Interface (TDI) is anotheramn layer of software that falls at
another strategic breakpoint in the OSI model, npimetween the Transport Layer
(Layer 4) and the Session Layer (Layer 5). The iEDIot a single piece of software but
rather a protocol specification to which the uppeunds of the transport protocol device
drivers are written. It enables a single versioa séssion-layer component, such as a
network redirector or server, to use any availaéf@asport mechanism loaded on the
machine, for example TCP/IP or IPX/SPX.

Windows Sockets (WinSock)

In network programming, a socket provides an enagoia connection; two sockets
form a complete path. A socket works as a bi-dioaetl pipe for incoming and outgoing
data between networked computers.

Windows Sockets (WinSock), a session-layer intexfésa de facto standard for
Windows-based network programming. Version 1.1 afidws Sockets was developed
by a group of 30 vendors, including Microsoft, artkased in January 1993. This
original version is compatible with the UC Berkel®6D) Sockets APIs, which are a de
facto standard for Unix network programming. Vensiol provided independence from
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the underlying TCP/IP protocol stack. As long asTICP/IP stack was WinSock-
compliant, an application written to the WinSockig®ould run on it.

Version 2.0 of Windows Sockets provides true tramisprotocol independence by
extending support to additional protocols, inclgdiR X/SPX, DECnet™, and OSI. It has
also been extended to support additional netwarthrielogies, such as ATM, wireless,
and telephony.

NetBIOS

The Network Basic Input/Output System (NetBIOSA session-layer interface similar in
function to Windows Sockets. It is used by appiarat to communicate with NetBIOS-
compliant transports such as NetBEUI Frame (NBRg WNetBIOS interface is
responsible for establishing logical names on #tevark, establishing a connection
between any two of those names, and supportingbieldata transfer between computers
once the connection has been established. The retadirector is an example of a
NetBIOS application.

Redirector/Server

The redirector and server are integral subsysthatsare key components of the network
architecture for Windows NT. The redirector is tiegwork component responsible for
sending, or redirecting, /O requests across th&ark when the file or device to be
accessed is not on the local machine. The servke isetwork component on the remote
machine that entertains connection requests frencltant-side redirectors and provides
them with access to the desired resources. Unded®Mis NT, multiple redirector/server
pairs can concurrently execute, enabling transpamaulti-server access.

Both of these components reside above the TDI emihgplemented as file system
drivers. This has several benefits. Applications call a single API to access both local
and remote files, and, from the I/O Manager’s pectige, there is no difference between
accessing files stored on a remote networked canpuid accessing those stored on a
local hard disk. This transparent resource acse$s many ways, similar to the
functionality provided by remote file systems unterix, such as the Network File
System (NFS) and the Andrew File System (AFS).

Provider

For each redirector in the Session Layer (Layeh&le is a corresponding component
known as groviderin the Application Layer (Layer 7) of the OSI madk provider
establishes Windows NT as a client of a remote okktwerver. When an application
issues a request, a software component known adutiple Provider Router (MPR)
determines the appropriate provider and routesdatyeest to it. The provider then passes
the request on to the corresponding redirectotréarsmission across the network.
Typical operations performed by a provider arel@sthing and releasing network
connections, transferring data across the conmediund printing remotely. The
Windows NT File Manager is an example of an apfibicethat uses the services
provided by the provider(s).

While Windows NT includes integrated networking, dpen design provides for
transparent access to other networks. Windows Nplss provider/redirector pairs for
its own network as well as others. For examplciudes the Client Service for
NetWare® with Windows NT Workstation and the Gatgwarvice for NetWare with

Microsoft Windows NT from a UNIX Point of View 16



Windows NT Server, with which a computer runningidéws NT can connect as a
client to a NetWare network. You can also instailid-party provider/redirector pairs to
expand the connectivity of Windows NT beyond wisatlready supported “out of the
box.”

Named Pipes

Though not compatible with Unix Named Pipes, WinddW Named Pipes are
conceptually similar. Named pipes provide a higrelénterface for passing data between
two processes, regardless of network location. Niapnees, like files, are implemented
as file objects in Windows NT and operate understirae constraints and security
mechanisms as other NT executive objects. The naipedile system driver is a
pseudo-file system that stores pipe data in memodyretrieves it on-demand. When
processing local or remote named pipe requedtsadtions like an ordinary file system.

Remote Procedure Call (RPC)

The Remote Procedure Call (RPC) facility is thekbaoe of true distributed computing
and is rapidly becoming the InterProcess CommuinicgtPC) method of choice for
software developers. Much of the original desigmkifor an RPC facility was started by
Sun Microsystems. It has continued with the Opéftwoe Foundation (OSF) as a core
part of their Distributed Computing Environment (BCstandard.

The Microsoft RPC is compatible with the OSF® DCR®C. Being compatible is not
the same as being compliant. Compliance, in thée,cameans starting with the OSF
source code and building upon it. The key elemens s not compliance; it is
interoperability. If the software is interoperabitejoes not need to be compliant, and the
Microsoft RPC facility is completely interoperahiéh other DCE-based RPC systems,
such as those from Hewlett-Packard and IBM.

The RPC facility is unique because it relies oreol?C mechanisms to transfer functions
and data between the client and the server. Indbe of Windows NT, RPC can use
named pipes, NetBIOS, or Windows Sockets to comoati@iwith remote systems and
the LPC facility to communicate with systems onlteal machine. This IPC-
independence makes RPC the most flexible and pertdilthe IPC mechanisms for
Windows NT.

File Systems

Overview
Windows NT automatically supports multiple file s®s. The two most commonly used
are:

m  The Windows NT File System (NTFS)s a new advanced file system that supports
file recovery, extremely large storage media, amdjlfile names. NTFS provides the
highest level of security and is the file systentlodice on Windows NT.

m  The File Allocation Table (FAT) is the file system used by the MS-DOS and
Windows operating systems. FAT does not providersgc

A computer running Windows NT can use one or mdith@se file system on its disks
and partitions. This is referred to as multiple\afile systems. Our interest in this paper
is with the NTFS file system because it most clppalrallels features found in Unix file
systems.
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NTFS

Journaling file systems are based on the transaptiocessing concepts found in
database theory. NTFS is a journaling file systath fast file recovery. Internally, it
more resembles a relational database than a tnaalitiile system. It is comparable in
function to the Veritas file system found on som@xUmplementations, and the really
good news is you do not have to deal visttk or lost+found.

NTFS was designed to provide recoverability, séguaind fault tolerance through data
redundancy. In addition, support was built into MTier large files and disks, unicode-
based names, bad-cluster remapping, multiple dietarss, general indexing of file
attributes, and POSIX. All of these contribute taking NTFS an extremely robust file
system.

Fault Tolerance

Fault tolerance is the ability of a system to ammi functioning when part of the system
fails. The expressiofault toleranceis typically used to describe disk subsystemsjtbut
can also apply to other parts of the system oettige system.

Redundant Arrays of Inexpensive Disks (RAID)

Fault-tolerant disk systems are standardized atatjoezed in seven levels known as
Redundant Arrays of Inexpensive Disks (RAID) leQehrough level 6. The RAID levels
are somewhat loosely defined, and details on pmdace or disk use vary from one
configuration to the next. Depending on the impletagon, definitions may overlap or
be combined. Each level offers various mixes ofqgrerance, reliability, and cost.
Windows NT supports RAID levels 0 through 5.

The major difference between RAID and earlier, moxpensive large-disk technologies
(also called Single Large Expensive Disks, or SLEDhat RAID combines multiple

disks with lower individual reliability ratings t@duce the total cost of storage. The lower
reliability of each disk is offset by the redundgnc

RAID Level 0.This strategy is commonly known as disk stripirithaut parity and uses

a disk file system called a stripe set. Data isdeid into blocks and spread in fixed order
among all of the disks in the array. RAID Level @yrenhance disk performance, but it
does not provide redundancy. For that reasonnibisonsidered to be a true RAID level,
nor does it qualify as fault tolerant.

RAID Level 1.This strategy is commonly known as disk mirroridgk duplexing, or
disk shadowing. It provides an identical twin fosedected disk; all data written to the
primary disk is written to the twin or mirrored HisThis strategy provides the best
performance when a member fails, but it is alsantbbet expensive to implement due to
the two-for-one disk space requirements.

RAID Level 2.This strategy is commonly known as disk stripirithverror correcting

code (ECC). This method achieves redundancy wit@.HCemploys a disk striping
strategy that breaks a file into bytes and spréamtsoss multiple disks. At the same time,
the ECC data is spread across multiple check diskbe event of data loss, the ECC
information can be used to reconstruct the losi.dat

RAID Level 3.This strategy is the first in the series of levllst provide disk striping
with parity. It employs the same striping method.agel 2 but replaces the ECC method
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with a parity-checking scheme that requires only disk on which to store the parity
information.

RAID Level 4.This strategy is similar to Level 3 in that itiss the parity information on
a separate check disk. Where it differs is in thipiag. This method stripes data in much
larger chunks.

RAID Level 5.This has become the most popular strategy fomtdeelt-tolerance
designs. Like Level 4, it stripes data in big chairilidnlike Level 4, it does not use a
separate check disk for parity information. Raihetripes the parity across the disks as
well. The data and parity information are arrangadhe disk array so that the two are
always on different disks.

RAID Level 6.This is essentially Level 5 with the addition eflundant hardware such as
disk controllers and power supplies.

Uninterruptible Power Supplies

An uninterruptible power supply (UPS) provides powaen the local power fails. It is
usually rated to provide a specific amount of pofeeta specific period of time. This
power comes from batteries that are kept chargela wiain power is available. The
main power is converted from AC voltage to the Ditage used to charge the battery.
When needed, the DC power is converted to an A@gelcompatible with the computer
power supply. Usually, all that is needed from e8U#time to shut down the system in
an orderly fashion by terminating processes ansiradpsessions.

< iUninterruptible Power Supply i instailed on:} |CUM1Z |£I | 1] 4 I

" UPS Configuration
UPS Interface Yoltages: BEEE
B Power failure signal @ Megative ' Positive

O Low battery signal at least @ e}
2 minutes before shutdown
[ Remote UPS Shutdown ) O

- [J Execute Command File

File Name: | |

rUPS Characteristics™ | [ UPS Service

Expected Battery Life: [ min Time between power failure
“ and initial warning message: EE sec

Battery recharge time - Delay between warning Tad
per minute of run time: E min messages: E sec

Configuring UPS under Windows NT

Many UPS devices offer the ability to interfacetwdtperating systems, enabling the
operating system to notify users automaticallyhef pending shutdown process or
provide notification that the power has been rest@nd a shutdown is no longer
necessary. Windows NT provides an interface fosahgpes of UPS devices through a
serial port connection. Communication is handlethirch the same way as hardware
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handshaking is handled on a normal RS-232C cormedtiardware signals are translated
into power-state messages which are then integptstéVindows NT software.

For example, during a power failure, the UPS serfac Windows NT immediately
pauses the Server service for Windows NT to pregaptnew connections and sends a
message to notify users of the power failure. TRSdervice then waits a specified
interval of time before notifying users to termimheir sessions. If power is restored
during the interval, another message is sent twnmiusers that power has been restored
and normal operations have resumed.

Distributed Computing - Directory Services

Overview

Let's be absolutely clear about this: the goalissributed computing. Directory Services
is one key piece of that goal, but it is only a neetb an end and not the end in itself.
Distributed computing can be thought of as a sessmd&tension of the desktop where
information is readily available at your fingertipsgoes far beyond the file and print
sharing services that are common today.

A complete distributed computing infrastructurel i constructed from a variety of
technologies and components. One essential compizn@microkernel-based operating
system that will serve as the foundation. A microké-based operating system
accommodates the heterogeneous nature of todayenks and provides the flexibility
and the building block for tomorrow’s networks. Aher essential component is directory
services. However, to make distributed computintytseamless, directory services will
need to be built on and tightly integrated with thierokernel-based operating system. It
needs to be something more than adding X.500 ooftamix. Both the microkernel-
based operating system and the directory servidealso need to support a widely
accepted and well integrated set of APIs for apittm development. In the case of
directory services, strategic isolation layersadfwsare will also need to be defined and
accepted.

Because directory services are an important compgaie distributed computing
infrastructure, it is important to understand tbatauing evolution of directory services.
As a recent report from The Burton Group points tutly functional directory services
are an important element of the larger distribueehputing picture, and their arrival will
be the harbinger of a fundamental change in thearktcomputing model as we have
known it. Along with distributed and object-oriedtle systems, security services, and
object-oriented development frameworks, directenyises will ultimately enable a
distributed computing environment that will charilge way people use network$.”

While the directory services provided by today’swveek operating systems have
increased in functionality over the last severargethey are still used primarily in
single-purpose administrative roles, such as eaitrmail, multiuser accounting
applications, and workgroup applications. Fromracfional point of view, these
directory services are designed to make the netapekating system environment more
manageable.

2 “Directory Services Strategic Overview: The AdvehDirectory-Enabled Computing.” The Burton Group,
June, 1995.
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It is important to realize, however, that the visaf distributed computing cannot be
fulfilled with directory services that have suchilied scope. For example, next-
generation directory services will not be deplogsdsubsets of other applications and
services; they will be implemented as an integeat pf the operating systems that serve
as the foundation for distributed computing. Indtedbeing exposed as a separate
database, as current-generation directories axegeeeration directories will be
integrated with the network file system. The oparasystem, the network file system,
and the directory services will be one single, iedifpackage rather than disparate pieces
loosely glued to each other.

Next-generation directories will be capable of amihg all of the information on the
network—in the form obbjects—and not just the user profiles, access contrd, lesd
other administrative information found in todayisedtories. As a result, users will be
able to use the query capabilities of the directorgearch for more than the name of a
given server or printer. They will be able to séaiar any and all types of information on
the network and, hence, also contained in the wirecThe information will be much
more accessible, so that users can focus on tloek, wather than on how the network
works.

Next-generation directories must also provide $icgunt levels of interoperability with

the existing administrative directories deployeghad of other applications and operating
systems. This seamless interoperability will allystem administrators to unify the
implementation, access, and management of all metiegources, including current-
generation directory services, within the next-gatien directory itself.

Domains and Trust Relationships

Definition. The Windows NT Domain should not be confused withnix Domain. In
Unix, a domain refers to how a particular compigeramed on a TCP/IP internetwork.
In Windows NT, a domain is a group of servers ragiVindows NT Server that share
common security policy and user account databdsesefore, the Windows NT Domain
is the basic unit of security and centralized adstiation for Windows NT, and the
servers in the domain, in some ways, can be viesagsingle system.

One computer running Windows NT Server acts a®timmary Domain Controller

(PDC), which maintains the centralized securityallases for the domain. Other
computers running Windows NT Server in the domaircfion as backup domain
controllers and can authenticate logon requeststdisf a Windows NT Domain are
authenticated by the PDC or by a backup domairreltet. Domains can also contain
computers running Windows NT Server that are notaia controllers, server computers
that are not running Windows NT Server, and clearhputers such as those running
Windows NT Workstation, Windows® for Workgroups daMS-DOS.

The other key concept in Windows NT Domains isThest Relationship. A trust
relationship is a link between two domains thatdéema user with an account in one
domain to have access to resources in another dokdien you establish a trust
relationship between domains, one domain (theitistomain) trusts the other domain
(the trusted domain). Trust relationships are waadional. Bi-directional trusts are
created with two unidirectional ones. In addititmst relationships are not transitive. For
example, if Domain A trusts Domain B, and Domaitrigsts Domain C, Domain A will
not trust Domain C by default. If Domain A needdrtesst Domain C, a separate trust
relationship must be set up between the two domains
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Domains and trust relationships are the key comptsria the Windows NT Directory
Services. By combining domains and trusts, yownate to strike a balance between
access, control, and administration for your paliicnetwork requirements. There are
four common ways of combining domains and trugti@hships into what are known as
domain models. They are: Single Domain, Master Donultiple Master Domain, and
Multiple Trust.

Single Domain.In the single domain model, there is only one darmBecause there are
no other domains, there are no trust relationdoigiminister. This model is best for
organizations with fewer than 40,000 users in whstablishing trust relationships
among departments is not an issue. In an orgaoizafith multiple departments where
there is no need to share information among thieenbést configuration is often multiple
single domains.

Master Domain.In an organization with fewer than 40,000 usenstliich establishing

trust relationships among departments is an iskeenaster domain model is a suitable
option. In this model, one domain, the master damaitrusted by all non-master
subdomains, but does not trust any of them. Théendemain contains the user accounts
database and provides authentication servicegttyukting subdomains. This model
offers the benefits of both central administrato multiple domains.

Multiple Master Domain.In this model, there is more than one master dondi of the
master domains trust each other, and all are ttustehe non-master subdomains, but
none of the master domains trusts any of the subammThis model works best when
computer resources are grouped in some logicaidiastuch as by department or by
location. Each master domain can support as mad9,860 users, so this model works
well in large organizations. And because all thesteradomains trust each other, user
accounts need only exist in one of them.

Multiple Trust. In the multiple trust model, all domains trustleather. There are no
master domains. This model is sometimes referred the complete trust model, and is
the simplest to understand. As with the multiplestaadomain model, the multiple trust
model is scalable as the organization grows, anduse each domain has full control
over its own user accounts, it can work well faoanpany without a centralized
information services (IS) department.

Name Resolution

A computer on a network usually has both a nameaaralddress. Take TCP/IP, for
example. It requires an IP address and computee nahich are unique identifiers for
the specific computer on the network. ComputerstiuséP addresses to identify each
other, but people usually find it easier to workhathe computer names. Therefore, a
mechanism must be available to convert computelesanto their corresponding IP
addresses. This mechanism is known as name r&soluti

A computer running Windows NT can use one or mdith® following methods to
ensure accurate name resolution in TCP/IP inteorsy

m  Windows Internet Name Service (WINS)is a NetBIOS over TCP/IP (NBT) mode
of operation as defined in RFC 1001/1002 as p-node.

m  Broadcast Name Resolutionis a NetBIOS over TCP/IP (NBT) mode of operation
as defined in RFC 1001/1002 as b-node.
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m  Domain Name System (DNSjs defined in RFCs 1034 and 1035.

m A HOSTS fileis a flat file used to specify the DNS computemeaand IP address
mapping.

m  An LMHOSTS file is a flat file used to specify the NetBIOS computame and IP
address mapping.

Dynamic Host Configuration Protocol (DHCP)

To fully understand the power of WINS, it is ne@gdo first know something about the
Dynamic Host Configuration Protocol (DHCP). DHCHeees the administrative burden
associated with assigning and maintaining IP adésedt offers dynamic configuration of
IP addresses for computers. DHCP provides safapte] and simple TCP/IP network
configuration, ensures that address conflicts danour, and helps conserve the use of
IP addresses through centralized management oésgldtiocation. DHCP services for
Windows NT are implemented under RFCs 1533, 15341 1and 1542.

DHCP uses a client/server model and is based seddar IP addresses. The system
administrator controls how IP addresses are assignepecifying address allocation
ranges and lease durations. It is also possititave static IP addresses, which are
addresses with leases that do not expire. Duristgsystartup, a DHCP client computer
sends a “discover” message that is broadcast timthénetwork and might be relayed to
all DHCP servers on the private internetwork. EBEICP server that receives the
discover message responds with an offer messageimiog an IP address and valid
configuration information for the client that sené¢ request.

The DHCP client collects the configuration offesrfigom the servers, chooses one of the
configurations, and sends a request message DHE® server for the selected
configuration. The selected DHCP server sends moadedgment message to the client.
The DHCP acknowledgment message contains the IRRsgldriginally sent with the

offer message, a valid lease for that addressttendppropriate TCP/IP configuration
parameters for use by the client. After the cliekives the acknowledgment, it enters a
bound state and can now participate on the TCRtRark and complete its system
startup.

Client computers save the received address foduseg subsequent system startups. By
default, the client attempts to renew its leasé wie DHCP server when 50% of the lease
time has expired. If the current IP address leasaat be renewed, a new IP address is
assigned.

As an example of how maintenance tasks are magengtasDHCP, consider the case in
which a computer is moved from one subnet to amofftee IP address is released
automatically for the DHCP client computer wheisitemoved from the first subnet, and
a new address is automatically assigned to it vitierattached to the new subnet.
Neither the user nor the system administrator needgervene to update the
configuration information.

Windows Internet Name Service (WINS)

The Windows Internet Name Service provides a dynatatabase for registering and
guerying name-to-IP address mappings in a routedonk environment. When a DHCP
client moves from one subnet to another, the IResddchange is automatically updated
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in the WINS database. As with DHCP, no intervent®required of either the user or the
system administrator to update the configuratidormation.

WINS consists of two components: the WINS servérictvhandles name queries and
registrations, and the client software, which qeefor computer name resolution. WINS
servers support multiple replication partners itkeorto provide increased service
availability, better fault tolerance, and load Imaiag. Each WINS server must be
configured with at least one other WINS serveitasdplication partner. These partners
can be configured to be either pull partners ohpetners depending on how
replications are to be propagated. WINS can alewige name resolution service to
certain non-WINS computers through proxies, whicgh\&INS-enabled computers that
act as intermediaries between the WINS server lemadan-WINS clients.

Domain Name System (DNS)

The Domain Name System is a distributed databagetbvides a hierarchical naming
system for identifying hosts on the Internet. AXJBiomain is synonymous with a DNS
Domain. DNS was developed to solve the problemisatzse when the number of hosts
on the Internet grew dramatically in the early 1988Ithough DNS might seem similar
to WINS, there is a major difference: DNS requitatic configuration for computer
name-to-IP address mapping, while WINS is dynamit r@quires far less administration.

The DNS database is a tree structure called thexmhoname space, where each domain
(node in the tree structure) is named and can tostdbdomains. The domain name
identifies the domain’s position relative to its@at domain in the database. A period
(.)separates each part of the name. For exampleans.microsoft.com could be the
name of a computer owned by Microsoft. The roadhefDNS database is managed by
the Internet Network Information Center. The topeledomains were assigned
organizationally and by country. These domain nafoksw the 1ISO 3166 standard.

DNS uses a client/server model, where the DNS seoantain information about a
portion of the DNS database and make this infolmnadivailable to clients, called
resolvers, that query the name server across tirie DNS name servers are programs
that store information about parts of the domaim@apace called zones. The domain
administrator sets up name servers that contaabdae files with all the resource records
describing all hosts in their zones. DNS resolagesclients that are trying to use name
servers to gain information about the domain ngpaes. Windows NT includes all the
resolver functionality necessary for using DNS loa internet.

Security

Overview

The security model for Windows NT is designed tehimth national and international
security criteria. In the United States it is tHa-level criteria as defined by the U.S.
Department of DefensErusted Computer System Evaluation Critet@@ument (DOD
5200.28-STD - December 1985). This document is conyreferred to as th@range
Book The C2-level requires what is known as DiscretigrAccess Control and is one in
a range of seven levels of security specified kyD®D. Some of the most important
requirements for C2 are:
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m |dentification and Authentication. Each user must identify herself or himself by
typing a unique logon name and password beforegtsiowed access to the system.
The system must be able to use this unique ideatifin to track the user’s activities.

m  Discretionary Access Control.The owner of a resource (such as a file) mushie a
to control access to the resource.

m  Object Reuse.The operating system must protect objects saliegtare not
randomly reused by other processes. For exam@esytem protects memory so
that its contents cannot be read after it is fi@ed process. In addition, when a file
is deleted, users must not be able to accesslé¢tedata.

m  Audit. System administrators must be able to audit sigetefated events. Access to
this audit data must be limited to authorized adshiators.

m  System Architecture. The system must protect itself from external ifigiemce or
tampering, such as modifications to the runningesyor system files stored on disk.

In the European community, the rough equivalerthefTrusted Computer System
Evaluation Criteria (TCSEC)ocument is théinformation Technology Security
Evaluation Criteria (ITSECylocument. ITSEC is the product of the Common Gaite
Editorial Board, an international standards bodylenap of representatives from various
countries including France, Germany, the Nethedatite United Kingdom, and the US.
Because of the differences in criteria, there islinect, one-to-one rating between the
TCSEC document and the ITSEC document. A TCSE@gati C2 translates roughly
into an ITSEC rating of F-C2,E2. The higher TCSE@ng of B1 translates roughly into
an ITSEC rating of F-B1,E3. Windows NT is curreriking evaluated for an ITSEC
rating of F-C2,E3, which is a mixture of the TCSBC and C2 ratings.

Logon process

0S/2 POSIX
subsystem \ subsystem
Local security Win32 /
authority subsystem

| User mode
l l Kernel mode
A\ ]

System services

Access i

: Security
vallqaton - Reference
Audit . Monitor
checking —>

Windows NT Security Model
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The security model for Windows NT is made up offibleowing components:

m Logon Processesyhich accept logon requests from users. Thesadedhe initial
interactive logon, which displays the logon dialmx to the user, and remote logon
processes, which allow access to server procesttes Windows NT by remote
users.

m  Local Security Authority, which ensures that the user has permission tsat¢he
system. This component is the center of the sgcsuibsystem. It generates access
tokens, manages the local security policy, andigesvinteractive user
authentication services. The Local Security Autlycaiso controls audit policy and
logs the audit messages generated by the Secefigydhice Monitor.

m  Security Account Manager (SAM),which maintains the user accounts database.
This database contains information for all user gmodip accounts. SAM provides
user validation services, which are used by theaL8ecurity Authority.

m  Security Reference Monitor,which checks to see if the user has permission to
access an object and perform whatever action teisisittempting. This component
enforces the access validation and audit generptibioy defined by the Local
Security Authority. It provides services to bothke and user mode to ensure that
the users and processes attempting access toeat bhye the necessary
permissions. This component also generates audgages when appropriate.

=
Logon Win32
process subsystem
=
Security Authentication | Security Account
subsystem package Manager database

Windows NT Logon Security Process

Together, these components are known as the sesubisystem. This protected
subsystem is an integral subsystem rather thamaroemental subsystem because it
affects the entire Windows NT operating system.

Users and Groups

Under Windows NT, any person who needs accesstarees on the network must have
a valid user account on a domain that allows afl@aved that access. The Windows NT
user account contains the following information:
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m  Username.The unique name the user types when logging on.
m  Password.The user’s secret password.
m  Full Name. The user’s full name.

m  Logon Hours. The hours during which the user is allowed to gaicess to the
resources on the network.

m Logon Workstations. The computer names of the workstations that tke igs
allowed to work from.

m  Expiration Date. A future date when the account automatically bexodisabled.

m  Home Directory. A directory on the server that is private to tkerithe user
controls access to this directory.

m Logon Script. A batch or executable file that runs automaticelhen the user logs
on.

m  Profile. A file containing a record of the user’s Desktowieonment, such as
program groups, network connections, and screemws;dhat follows the user from
one workstation to another. The system administieda also set up standard
profiles that users are not allowed to modify.

m  Account Type.For most, if not all, user accounts, the type bdlglobal.

Like Unix, Windows NT supports the concept of greug/ith groups, you can group
together users who have similar jobs and resowredsr Groups make granting rights and
resource permissions easier; a single action afgia right or permission to a group
gives that right or permission to all present antdre members of that group.

Even though they are conceptually similar, grouftimwWindows NT are inherently
more powerful than groups within Unix. Windows Niopides a set of built-in groups
that gives members rights and abilities to perfeamous tasks, such as backing up the
computers or administering the network printersaafgles of these built-in groups are:
Administrators, Backup Operators, Print OperatBsyer Users, Users, and Guests. It is
also possible for the system administrator to defiaw types of groups, although the
built-in groups cover most of the standard comldmest of rights and permissions that
you would expect to find. User accounts can betormmore than one group at the same
time and will share the combined rights and penmissof all of them.

Passwords
Windows NT provides features that enable a sysehmirdstrator to create a very robust
account policy. The password policy can set thieahg limits on user passwords:

m  Maximum Password Age.Specifies how long a user can use a password wtitho
changing it. By default, this setting is 42 daysdn be set to any value from 1 to
999 days, or it can be set to never expire.

m  Minimum Password Age.Specifies how long a user must wait after changing
password before the user can change it again. Byldeusers can change their
passwords immediately. This setting can be chatmedy value between 1 and 999
days.
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m  Minimum Password Length. Specifies how many characters a password must
contain. By default, Windows NT permits blank passig. Many system
administrators, however, change this option. A neo@nded minimum is 6
characters, but it can go as high as 14 characters.

m  Password UniquenessSpecifies how many different passwords a user osest
before being allowed to reuse one. With the defsetling, a user can immediately
reuse an expired password. This setting can begeldato require users to create
from 1 to 24 unique passwords before reusing one.

Domain: SHIFPING

il

" Pazsword Restrictions Cancel
 Maximum Password Age " Minimum Pazsword Age
) Password Mever Expires O Allow Changes Immediately
1 Expires In Days ® Allow Changes In Days
" Minimum Pazsword Length " Pazsword Unigueness
' Permit Blank Pazsword ] Do Mot Keep Password History
@ At Least EE Characters - Bemember Passwords

> No account lockout
—® Account lockout

Lockout after EE bad logon attempts
[=] -
Reset count after ﬂ minutes

Lockout Duration

- Forever [until admin unlocks]
] Duration I:E minutes

O Forcibly disconnect remote users from server when logon hours expire

] users must log on in order to change password

Setting Account Policy

Windows NT has no equivalent to the Uréxc/passwdfile. With Windows NT,
passwords are not hashed and stored in a flattidg; are instead integrated into the
security model. No direct access to passwords guashotherwise, is provided under
Windows NT. The system administrator can only reseser’s password.

Windows NT also provides an account lockout featwhen this feature is enabled, a
user account becomes locked if there are a nunibiecarrect attempts to log on to that
account within a specified amount of time. Lockedaunts cannot log on. A locked
account remains locked until an administrator ukédt, or until a specified amount of
time passes, depending on how the account lockatiife has been configured. By
default, account lockout is disabled.

File Access (NTFS)

Windows NT supports multiple file systems. The twost commonly used are: the
Windows NT file system (NTFS) and the file allocetitable (FAT) file system.
Permissions work differently on NTFS volumes thagytdo on FAT volumes. Security is
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much more powerful on NTFS volumes, and, for teaspn, NTFS is the file system of
choice for Windows NT.

Windows NT offers a set of standard permissiondifes and directories in NTFS
volumes. These standard permissions offer usefabamations of specific types of
access, which are called individual permissiondividual permissions are somewhat
analogous to Unix permissions, and consist of: ReadWrite (W), Execute (X), Delete
(D), Change Permissions (P), and Take OwnershipT§se permissions can be
specified either directly as individual permissiansndirectly as standard permissions.
Examples of standard permissions are: Read (RXgn@d (RWXD), No Access (None),
and Full Control (All). As with the built-in group# is possible for the system
administrator to create new types of standard ssioms, although most of the
combinations that you would expect to find are ceddn the existing ones.

Unix supports three sets of file and directory gesions: owner, group, and world. This
is the familiar -rwxrwxrwx that shows up in the put from the Unixs -al command.
With Windows NT, permissions can be granted toegithdividual users or to groups.
The big difference between Windows NT and Unihitt with Windows NT, multiple
sets of permissions can be granted to multiple daations of groups and/or individual
users. You are not limited to just three sets.

Directory:  D:\Project Hoon
MHame: Hoon Project Team
{* Full Control (&)
8 Other
< Read [R)
B white (W)
(<] Execute [X)
[] Delete (D)
O Change Permissions [P]
O] Take DOwnership [0]

Cancel

Setting Special Directory Permissionsi@king Ownership

Every file and directory on an NTFS volume has aner. The owner controls how
permissions are set on the file or directory, aul grant permissions to others. File
ownership provides a way for users to keep prifilge private. This is another area
where Windows NT differs significantly from Unixh& system administrator can take
ownership of any file on the system, but the systeministrator cannot then transfer the
ownership to others, as can be done with Unix. &loee, if an administrator wrongly
takes ownership of someone’s files, that admirtistreannot subsequently transfer
ownership back to the original owner, and the aafjpwner can easily find out who the
new owner is.
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System Administration

Overview

System Administration differs significantly betwedfindows NT and Unix. Two factors
contribute heavily to this difference. First, WindoNT is based on the client/server
model rather than the host-based terminal modes iShnherently a more decentralized
model, which dramatically alters many of the tas&gally associated with system
administration in a host-based terminal environnseich as Unix. Second, Windows NT
is fully integrated with its Windows-based, gragiaser interface (GUI). Virtually
everything a system administrator does on the madkiGUI-based. This is in stark
contrast to the command-line user interface (CLtbd)t is common for Unix. There are
X-based, system administration tools available amyrof the Unix implementations.
However, these GUI-based tools were added as arttaftight, are not well integrated,
and, in general, are specific to a particular fraeUnix.

=| File Options Window Help

S 0B § @ [

Sermver Dizk. FPerfarmance Backup Event Viewer  User Profilz
td anager Admiristrator Monitor Editor
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&

windows MT
Diagnostics

Windows NT Administrative Tools

System administration is perhaps the most diffiatdta in which to make the paradigm
shift. It is very hard to move from the “raw powef’the command-line interface into the
safer, standardized realm of the graphical userfate. There is a feeling of loss of
control, and it is at this point that it becometiaal to remember that client/server is a
different world, requiring different tools and strgies.

Account Management

User AccountsThrough the magic of domains and trust relatiqushiisers have a single
logon to the network, which gives them access éir tiesources from any available
workstation. This not only reduces the administetiurden on the system administrator,
but it also directly benefits the users in thatthave only one logon name and one
associated password to remember. In addition, tlesiktop environments follow them as
they move from workstation to workstation.

In Windows NT, user accounts are established ardtaiaed with a Windows-based
tool known as User Manager for Domains. It is ay\far cry from the Unix method in
which you typically usei to manually edit théetc/passwdand/etc/groupsfiles. You
can use User Manager for Domains to:

m  Maintain User Accounts.You can add, modify, rename, disable, and delstesu
You can establish and maintain password policyelkas reset forgotten
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passwords. You can set up logon hours, logon watiksts, and account expiration
dates.

m  Maintain User Environment Profile. You can set up or modify the path to the
user’s profile. You can establish a logon scripttfe user, and you can specify the
user’s home directory. This is similar to settinm.profile and.kshrc files, and
establishingstHOME environment variables for users under Unix.

m  Maintain Groups. You can add, modify, or delete groups, and youazihor
remove users from groups.

m  Maintain the Security Policies.You can manage the Account Policy, which
controls the way passwords must be used by allas®unts and whether user
accounts are locked out after so many bad logematis. You can manage the User
Rights Policy, which controls the rights assigneditoups and user accounts, and
you can manage the Audit Policy, which definesstbeurity events that will be

logged.
=

Username: | | | Add I
Full Hame: | | Cancel I
Description: | | Help I
Password: | |

Confirm

Password: | |

B User Must Change Password at Next Logon
O User Cannot Change Password

O Password Mever Expires

[ Account Dizabled

£ E 3 2k (=N
Groups Profile Hours Logon From Account

User Manager for Domains — New User Dialog Box

User Profile policy is established and maintainétth @nother Windows-based tool: User
Profile Editor (although it can also be accesseduih User Manager for Domains).
User Profile Editor is somewhat analogous to using modify the/etc/profile file on
Unix. However, User Profile Editor gives you comipleontrol over all user profiles on
the system, not just the default, global one.

Accounting Information. Accounting information is also less of an issuthwi
client/server based computing than it is with Hzs$ed terminal computing. With
auditing enabled, you can use the filter functibEwent Viewer to see when a particular
user last logged on to the domain. This is howideuatify inactive user accounts. With
another tool, Server Manager, you can see whorieaxied to a server, how long they
have been connected, and what resources they pawve dou can also view this
information in different formats. You can see whiesources are currently being used,
or, if you are interested in just one resource, gau view information specific to it, such
as who is connected and for how long.
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Server Management

Remote AdministrationThe client/server model, coupled with domainssttru
relationships, and single network logon, makes#sible for system administration to
take place anywhere on the corporate network. Renfiat-in access is provided by a
built-in feature of Windows NT known as Remote Aze&ervices (RAS). With RAS,
system administration can happen from virtually Exation that has access to a
telephone.

RAS for Windows NT is based on a client/server sechure, in which a remote RAS
client connects to a local RAS server. TCP/IP, 1BXd NetBEUI are all supported,
which means you can integrate RAS for Windows N® &xisting Microsoft, Unix, or
NetWare networks using the PPP remote access sthnda

Further interoperability is possible. Non-MicrosBfP clients using TCP/IP, IPX, or
NetBEUI can also access a Windows NT-based RASseand Windows NT-based
RAS clients can connect to existing SLIP-based teraocess servers (typically Unix
servers). Microsoft RAS protocol is a proprietagynote access protocol supporting the
NetBIOS standard. It has been largely supersededeébyewer PPP remote access
standard.

Two things are needed to make a RAS server: 1jmpuater running Windows NT and
RAS, and 2) either a multiport adapter or modenW#)en a remote RAS client connects
to the RAS server, the RAS server checks to st iRAS client is using a preassigned
IP address. If not, the RAS server automaticalyygas an IP address to the RAS client
from the static range of addresses owned by the $oh&r.

Once the connection has been made, the RAS clematnbes a full-fledged node on the
corporate network, not just a dumb terminal dialimgrhe remote system administrator
can then use the same Windows-based tools aslasy@tam administrator to access
resources such as files, printers, electronic raat, databases.
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Performance Monitoring.A major design goal of Windows NT was to elimintite
many obtuse parameters that characterized eayitares. Adaptive algorithms were
incorporated in the design so that correct valueslatermined by the system as it runs.
The result is that Windows NT has fundamentallyngjesl how computers will be
managed in the future. The task of optimizing ty&tesm is not the art of manually
adjusting many conflicting parameters. It is a psscof determining what hardware
resource is experiencing the greatest demand hemdaidjusting the operation to relieve
that demand.

Windows NT includes a Windows-based tool for tragkcomputer performance called
Performance Monitor, which is similar to tools onikJ such asop and GlancePlus from
Hewlett-Packard. Performance Monitor is based serges of counters that track such
things as the number of processes waiting for tiis&, the number of network packets
transmitted per second, and the percentage of ggocaitilization.
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Performance Monitor — Chart View

Performance Monitor displays information graphigéthrough Charts) or as text
(through Reports). Data can be displayed in read-tbr collected in logs for later display
as a graph or report. You can also configure Peidioce Monitor to generate alert logs.
Alert log entries are posted every time a counteeeds or falls below a user-specified
value. They can also be used to trigger Performdtam@tor to generate network
messages or run programs based on the value tofghentry.

In addition to Performance Monitor, other tools available for Windows NT. The
Windows NT Resource K# a four-volume set of books with accompanyinijveare.
Volume 4,0ptimizing Windows NTprovides over 600 pages of practical advice on
performance tuning for Windows NT, along with adififl software tools that
compliment the features of Performance Monitor.
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File Backup/RestoreWindows NT supplies a Windows-based, Backup tbich is
similar to the X-based tools found on some versafrsnix. Its salient features are:

m  Back up and restore both local and remote filearoNTFS or FAT file system from
a local computer with an attached tape drive.

m  Select files for backing up or restoring by volurdiectory, or individual filename
and view detailed file information, such as sizenadification date.

m  Select an optional verification pass to ensurelddi backups or restores.

m  Perform any of the following common backup operagidNormal, Copy,
Incremental, Differential, and Daily.

m  Place multiple backup sets on a tape, and spaiipfeuiapes with both backup sets
and files, since there is no restriction on filgesi

m  Automate the backup with a batch file and the satedservice.
m  View a full catalog of backup sets, directorieq] amdividual files.
m Control a destination drive and directory for thstore.

m  Save log information on tape operations to a file.

The Backup tool provides a Backup Status dialogthakshows the active status of the
tape operation. You can use another Windows-bas#dEvent Viewer, to view the
backup history in the system event logs.

Disk Allocation. The primary tool for day-to-day administering idé$ and directories is
File Manager. It is a powerful, Windows-based tibalt, among other things, enables you
to selectively view file listings sorted by namgpe, size, or date and time of last
modification. Windows NT also includes a commanublzage that is a superset of the
MS-DOS batch commands. It provides a scripting bdipathat is similar to the Unix
shell scripts. With it, you can do finer granulasbrts on files and directories and see
additional information, such as date and time eation or last access.

Currently, Windows NT does not support the concéptisk quotas per se. It is possible
to do something similar with judicious use of dtitions and shared directories, and
there are third-party products, such as Quota Mamiagm New Technology Partners,
that provide traditional disk quota features.

Auditing. Windows NT can record a range of event types, fassgstem-wide event such
as a user logging on, to an attempt by a partiaidar to access a specific file. Both
successful and unsuccessful attempts to perforacton can be recorded.
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Domain: SHIPPING
> Do Not Audit
—® Audit These Events:

Cancel

Success Failure
Logon and Logoff
File and Object Access
Use of User Rights
User and Group Management
Security Policy Changes

Restart, Shutdown, and System
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Process Tracking

Setting System-Wide Audit Policy

System-wide audit policy is established and mans@iwith User Manager for Domains.
Individual object access auditing is controlledhagither File Manager, for files and
directories, or Print Manager, for printers. Théialog entries are examined and
manipulated with Event Viewer.

Windows NT records events in three kinds of logs:

The System Logrecords events logged by the system componemérafows NT.
For example, the failure of a driver or other syst®mmponent to load during startup
is recorded in the system log.

The Application Log records events logged by applications. For exanaple
database program might record a file error in fh@ieation log.

The Security Logrecords security events. This helps track chatmé®e security
system and identify any possible breaches to dgc&iar example, attempts to log
on to the system can be recorded in the secugtydepending on the Audit settings
in User Manager for Domains.

After you select a log for display in Event Viewgou can view, sort, filter, and search
for details about events. You can also archive ingsrious file formats.

The following types of events can be audited:

Logon and Logoff. Entries record successful and unsuccessful logemapts, logoff
attempts, and the making or breaking of a networlnection to a server.

File and Object AccessEntries record attempted access of directoridesrthat
are set for auditing in File Manager, or systemteris that are set for auditing in
Print Manger.

Use of User RightsEntries record successful uses of user rightsuasdccessful
attempts to use rights not assigned to users.

User and Group ManagementEntries record changes to groups and user acgounts
including changes to passwords.

Security Policy ChangesEntries record changes made to the User Rightdit Aar
Trust Relationship policies.
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m Restart, Shutdown, and SystemEntries record shutdowns and restarts of the
computer, the filling up of the audit log, and thiecarding of audit entries if the
audit log is already full and rollover has beentded.

m  Process Tracking.Entries record starts and stops of processessocatimputer.
These events provide detailed tracking informatind are enabled under very rare
circumstances.

Background Job SchedulingAt the time of this writing, the Microsoft corpdeadata
center is using Windows NT to run over 1,000 bgbdis daily on 340 servers worldwide;
this includes backing up more than a terabyte td.dehe built-in job scheduling features
of Windows NT are comparable to those that comh Witix, such asron and theat
command. Windows NT also has a builsincommand, and thé&/indows NT Resource
Kit has a graphical utility known as the Command SeleedThese are very basic tools,
as are their Unix counterparts. For more sophigtét#ools, the kind of tools you need for
data center operations, there are third-party prisdavailable for Windows NT. (Some
of them have even been ported from Unix). Soméede packages are listed in the
following table.

Product Vendor

Argent Queue Manager Argent Software, Inc.

AshWin for Windows NT Creative Interaction Techngikes, Inc.
CA-Unicenter™ for Windows NT Computer Associatetetnational, Inc.
POLYCENTER Digital Equipment Corporation

Network Management

Windows NT combines a sophisticated computer oppgralstem with a fully integrated
network operating system (NOS), and the synerggteceby this marriage provides the
system administrator with an unparalleled wealthesburces for managing the corporate
network. We have already covered how DHCP and WMg& together to automate the
tasks of IP address administration and name résolah the network. Additional
administrative tools include: Server Manager, Rentnce Monitor, Event Viewer,
Control Panel, Network Client Administrator, anat&inse Manager. All of these enable
the system administrator to monitor and controlougs aspects of the corporate network.
TheWindows NT Resource Kdtipplies even more tools to compliment the listhsas

Net Viewer, Domain Monitor, Browser Monitor, andoeess Viewer.

Desktop Management

Microsoft Systems Management Servémstalling and maintaining software is a major
cost to corporations with distributed networks.adftthe system administrator must
install, upgrade, and configure each computer nignior a large corporation with
locations across a wide geographical area, thesallation and support costs may
increase exponentially. In fact, most of the cdsbwnership for a corporate computer
system comes not from the initial purchase pricthefsoftware, but from the software
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installation, support, and maintenance costs. Yaufmd more information about this
subject in a recent report from the Gartner Grdup.

If a corporation already has a distributed networglace, it makes sense to take
advantage of its wide-area connectivity for manggioftware for the entire corporation.
But, before software can be installed over the adtywou must know where it is going.
Before software can be maintained, you must knoer/iit is. You need to know what
computers are on the network. And, after you fintlwhat computers you have, you need
to know information about the computers so youioatall or maintain your software
correctly. You need to know what hardware they haet software is already installed,
and how the computers are configured. In short,nged an inventory. If you have many
computers, you also need a logical way to groumtbe you can recognize them more
easily, such as by location or configuration. Yeea a structured way to look at the
entire corporate network.

Enter Systems Management Server. Microsoft SysMamagement Server provides
system administrators with a method for centralgnaging software and hardware for
their corporate networks. It is based on clientisearchitecture. The server runs on a
Windows NT Server-based machine; the clients ne¢dSystems Management Server is
an easy-to-use, integrated system that:

m  Maintains an inventory of hardware, software, aodfiguration of computers across
a corporate network.

m  Distributes, installs, and updates software ares fil
m  Manages network applications (applications run alremetwork from servers).

m  Provides integrated support utilities, includingeawork monitor, that enable you to
view diagnostic information for remote clients aalle direct control of them if need
be.

Systems Management Server maintains a databas@réongtsystem information and
inventory, carries out distribution and installatipbs, monitors the progress of these
jobs, and alerts you to important system eventsh \Wystems Management Server you
can distribute and install software on clients aadrers across your corporate network,
set up network applications, automatically colletl maintain hardware and software
inventory, provide direct support to users, and iooryour network.

User Interface and Environment

Overview

Windows NT will be familiar to anyone who has us&thdows. The Windows NT,
Windows for Workgroups, and Windows 3.1 operatiggtesms all share a common
graphical user interface. This interface has becobiguitous in industry and is standard
on more than 70 million desktops worldwide. Virtyall of the tools and facilities of
Windows NT use this interface, including the onlivedp engine and the print manager.

A major new release of Windows, Windows 95, wilbede released. Windows 95 sports
a new object-oriented user interface that providess with a work environment that
closely models a traditional office. A good example¢he change is word-processing.

3 “Strategies to Control Distributed Computing’s Bbging Costs.” Inside Gartner Group This Week, Ap#,
1995.
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With the current interface, users have to selexidbn representing the word processor
and, once the program has started, select a filotk on. With the new interface, each
separate document will be represented by its oam. i&/hen an user selects one, the
word processor runs and automatically loads tlee tfilsers no longer need be concerned
about where files are located and which programando access them. This new
interface will also be available on the next inceeral release of Windows NT.

The transition from the Unix command line to WindoWT graphical user interface takes
some getting used to. One of the keys to succesgtem administration on Unix is
knowing which flat file to edit for any given cogfiration change. With Windows NT,
configuration information is centrally stored imlatabase known as the Registry, and
virtually all configuration changes are handledwi¥indows-based tools. The key, then,
to system administration on Windows NT is knowingiah tool to run, and it is a much
easier task than searching the entire file systerari obscure configuration file with
equally obscure configuration entries.

However, for typical users on an X-terminal or waigtion, the transition to

Windows NT can come as welcome relief. If theyaready use Windows, Windows NT
will be second-nature. For those whose only expogue graphical environment has
been X, the transition will still be straightforvdarThey will find that Windows NT is far
more standardized than X. The graphical user eterpermeates not only the

Windows NT operating system, but also the applicetithat run on it. In addition, it
provides a true graphical environment, not justaphical shell that overlays the
command line. The typical user running Windows NI mever have reason to see or use
anything on the command line. Contrast this withtfpical X user and the beloved
xterm window. Routine tasks such as printing and gettielp also tend to be much
easier for the user. These services are graphgsdlend standardized across both the
operating system and the applications.

Workstation

A workstation running Windows NT is an intelligedgvice. It consists of a CPU,
memory, and disk, along with a monitor, keyboard] emouse or other pointing device.
On the surface, it bears a resemblance to an Xiftatnbut is more akin to a Unix
workstation running X. It runs its own independeperating system, typically

Windows NT Workstation, and participates as a tle@nthe network. In general, it is a
smaller machine in terms of CPU, memory, and dis its server counterparts, but this
need not be the case. When compared to a Unix weids running X, it is also typically
less expensive, both in terms of hardware and soéw

Multiuser Support

Windows NT is not a multiuser operating systemhim traditional sense of the word.
Multiuser is a concept that comes from the one ederpmany user paradigm, which is
also known as host-based computing. Client/Sesvardifferent world. Users connect to
client computers, and client computers connecetees computers. The relationship
between users and clients is one-to-one; the oasttip between clients and servers is
many-to-many. So, in a way, a server is multiuges,just that the users are client
computers, not people.

Nonetheless, there is an operating system bas®dimaows NT that is multiuser in the
traditional sense. Citrix Systems Inc. was gramatéidense by Microsoft to modify the
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Windows NT source code to add traditional multiusguport. Tektronix has licensed the
Citrix product and incorporated it into their Winge Distributed Desktop (WinDD)
product.

WinDD is implemented as client/server software. WieDD server provides access to
personal computer applications. The WinDD clieneisponsible for displaying the
output from these applications on Unix workstationX-terminals. The client also
manages the overall display characteristics oXtterminal or workstation, resulting in
reduced loads for both the network and the server.

WinDD appears as a complete Windows NT-based deskside an X window.
Everything that would typically be displayed on trersonal computer monitor, such as
color schemes, fonts, wall paper, and applicatigiamizations, will be present in the
WinDD window on the X-terminal or workstation. Thigeans that WinDD provides the
same desktop model to the X-terminals or Unix wiatksns as Windows NT does to the
machines on which it runs.

Logon Names

The administrator account on Windows NT is the eévshing to superuser oyot on
Unix. It is the most powerful logon to the systeut does not have the carte blanche
powers ofroot. Windows NT also providesguestaccount that is disabled by default.

Logon names for Windows NT can be up to 20 charadtelength. Uppercase and
lowercase characters are permitted, but the nareesoa case-sensitive. For example,
user names: marcg, Marcg, MarcG, and MARCG, allesgnt the same user. If the user
is added as MarcG, then that is the way the nathapypear in listings on the system.
The user, however, can logon with any of the casebinations shown. Logon names for
Windows NT also differ from those for Unix in thiiey cannot contain unprintable
characters such as backspace or tab. There areltgbal characters as well such as [, ],
?,>,and <.

Passwords have similar limitations. They can bé&up4 characters in length. They
cannot contain unprintable characters, but cara@othe other characters that are illegal
for logon names. Unlike logon names, they realey @ase-sensitive.

Applications

Most packages written for Windows 3.x run on WinddWT. This means that there are
literally thousands (over 11,000 at last count3toink-wrapped, off-the-shelf packages
available today, and they all share a common wséerface. The same cannot be said for
Unix; an accurate count is hard to derive becaagan, it depends on which version of
Unix you are talking about. The one thing you carsbre of is that the user interface of
these applications will not be the same or eveiilainin most cases.

To compliment Windows NT, there is an integrateitesof Microsoft add-on
applications, known as the BackOffice, that prosidaterprise functionality such as a
relational database server (SQL Server™), IBM cotiviey (SNA Server), enterprise
mail messaging (Mail Server) and desktop workstatimnagement (Systems
Management Server).
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Printing

Printer Name: | shipping K

Cancel

Driver: [HP Laseulet 1151

Setup._.

Description: |department prirter available £ AM to 6 PM

Details.__.

|

2]

|

Print to: |LPT13 |£I Settings...

EABEE

| Share thig printer on the network

Share Hame: | shipping |

Location: | Foom 342 |

Print Manager — Printer Properties Dialog Box

Windows NT currently ships with built-in supportrfover 950 printers. Printers are set
up and controlled graphically on Windows NT witle tGontrol Panel and Print Manager
applications. Printers can be connected locally vrkstation or, more typically,
remotely on the network. With the exception of nagntonvention, network printers and
local printers function identically. Once the perg are configured, all applications in
Windows NT have access to them, and, for the ps#ting involves little more than
selecting a icon with the mouse or making a mefecsgen.

Available From: [12:004M [ To: [12:004M |4 | 0K ]

Cancel

Separator File: |

Job Defaults._ ..

Print to Additional Ports: Priority: ’1—5 Help I

+
LPT3: =
e N
COM2Z:
CoM3 8 Defaut Dataype: [FEW____[8]

O Print Directly to Ports

Print Manager — Printer Details Dialog Box

System administration tasks are simplified throtighWindows-based tools as well.
With the Windows NT Print Manager, the system adstiator can configure and control
the following features:

m  Set the hours a printer is available.

m  Print a separator page showing who submitted tim job along with the date and
time.

m  Create a pool of printers.
m  Set printer priority.

m  Specify a custom print processor.
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As a system administrator, you can manage locat@mote printers from any
workstation on the network. The capabilities ineud

m  Viewing a list of printers and their respectiverpijpbs.
m  Purging jobs waiting for a printer.

m  Holding or releasing a print job.

m  Restarting a print job from the beginning.

m  Deleting a print job.

m  Stopping a job that is currently printing.

m  Pausing and continuing a printer.

m  Removing a printer.

Printers can also be audited and have usage traEkea particular printer, you can
specify which groups or users and which actiorsuiit. An action’s success, as well as
its failure, can be audited.

LPR, LPD. LPR is one of the network protocols in the TCRitBtocol suite. It was
originally developed as a standard for transmitpirigt jobs between computers running
Berkeley Unix. The LPR standard is published asugsgjFor Comment (RFC) 1179.
Windows NT complies with this standard, as do niogiementations of Berkeley Unix.
However, most Unix System V implementations doaunply with this standard, so in
most cases Windows NT will not be able to sendtpoins to System V computers, or
receive print jobs from them. Exceptions are Systecomputers that are configured to
accept BSD jobs; these computers can accept phstffom Windows NT.

With LPR protocol, a client application on one cargy can send a print job to a print
spooler service on another computer. The clientiedjon is usually named “LPR” and
the service (or daemon) is usually named “LPD”. Wdws NT supplies a command line
application, thdpr utility, and it supplies the LPR Port print momitBoth act as clients
sending print jobs to an LPD service running onta@ocomputer. Windows NT also
supplies an LPD service, so it can receive pribsjsent by LPR clients, including
computers running Unix and others running Windows N

Getting Help

Getting help on Windows NT is much less of an atiwengame than it is on Unix. There
are noman pages in Windows NT. Rather, there is a unifigghentext help system that
follows a single consistent model and is used bgralgrams throughout the system. It
provides both general and context-sensitive helpedisas keyword and topic search
capabilities. You can also set bookmarks, annaketeext, cut and paste, and print
selected topics off-line.

Microsoft also has a technical support line, forumanost of the major online services,
and ftp, gopher, and Web sites on the Internetdutition there are CD-ROM
subscription services available, such as the Maftaeveloper Network (MSDN) and
the Microsoft TechNet CD.
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Hardware Platforms

Overview

Windows NT is a platform-independent, scalable afieg system. It is designed to take
full advantage of the advanced computing capadislitif either the x86 or RISC-based
processors on which it runs. In addition, it suppdoth single processor and symmetric
multiprocessor (SMP) systems. There are actuallyWindows NT-based operating
systems that share a common source-code baseafdieyindows NT Server and
Windows NT Workstation. This is similar to Unix, igh runs on both server and
workstation. Typically, the workstation is a scatkalvn version of the server in terms of
both hardware and software, especially softwarsystem administration. The same
holds true for Windows NT.

Hardware requirements for Windows NT can be brakann into three main areas:
processor, memory, and disk space. As a generlyol will need more of each for
Windows NT Server than for Windows NT Workstatidine minimum processor
requirements are a 32-bit x86-based microprocdssech as Intel® 80386/25 or higher),
Intel Pentium®, PowerPC, or other supported RIS€edgrocessor, such as the MIPS®
R4000® and Digital Alpha™ AXP™. The minimum memaeeguirement is 16 MB,
although Windows NT Workstation will run in 12 MBix86-based systems. In general,
the minimum disk space requirements for just therafing system are in the 100-MB
range. It varies by processor type and whether\Windows NT Workstation or
Windows NT Server. For Windows NT Workstation it 7 MB for x86 and 92 MB for
RISC. For Windows NT Server it is: 90 MB for x86dah10 MB for RISC. You will

need to add additional disk space for any appbeoatthat you run.

Choice

Windows NT is a portable operating system in tihe gense of the word. It runs on many
different hardware platforms and supports a mulétof peripheral devices.

Windows NT gives you choice.

This was the dream of Unix, which, even todayaigély unrealized. There is no such
thing as Unix; there are only Unixes, and eacligbtdy different from and generally
incompatible with the others. Sometimes there aem éhcompatibilities within different
versions of Unix from the same vendor. The apphbeesoftware that you buy to run on
their workstation version of Unix will not run “as* on their server version of Unix. If
you want to run it there, you need to purchasdfardnt copy of the same application. In
most cases, the same holds true with Unix itselieWyou buy Unix you are very often
locked in to a single-vendor hardware solution, tirad vendor is usually the same one
that sold you the copy of Unix.

Cost vs. Performance

In the Unix world, servers tend to be large and hadtiple applications. With

Windows NT, the servers are not as large and tergenerally more of them. A single
Unix-based server with a dozen applications miginidlate into two or three

Windows NT-based servers with the applicationg spliong them.

Because it is not apples-to-apples, cost versudernpeance comparisons become quite
difficult. It very much depends on the specificsyofir environment, such as number of
workstations, number and type of applications, &hdther or not there is an existing
installed base of one or the other type of syst@emeral data is available from industry
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research firms, such as the Gartner Group, TheoBu@Broup, the META Group, and
International Data Corporation (IDC). Unfortunatetlyere is no one-size-fits-all right
answer, and you must balance their data with kniydeof your own particular business
environment.

Operating System Installation and Configuration

In comparison to Unix, installing and configuringnilows NT is a walk in the park. You
do not mess with the kernel, nor do you “hand” editunch of obscure files scattered
hither and yon throughout the system. It is mualipger than that. You simply boot up
the computer from the setup disk, and it walks st&yp-by-step through the process.
Setup is a GUI-based program that uses standdmbdiaxes to ask you for
configuration information at various points throoghthe process. For example, you are
asked for things such as which network protocolsdtall and which file system to use
on a specific disk partition. Once setup has fi@istall configuration information is
centrally stored in the Windows NT Registry datahasd installation of the operating
system is complete. The entire process, from &idmish, takes roughly 45 minutes for a
complete install and roughly 20 minutes for an apgrof a previous version of the
operating system.

Many common peripheral device drivers are includétd Windows NT. Adding a new
printer to the system, for instance, is usually aumatter of running Print Manager and
answering questions in a series of dialog boxestHar situations you may need to install
additional software. This involves running a sgpupgram and answering a series of
configuration questions in dialog boxes. This i thmmon theme for system
administrators. Virtually everything you do invobs/the same process: run a program, and
answer questions in dialog boxes. Contrast this Witix in which every new installation

of peripheral or software is an adventure untdfitse

Because Windows NT is portable, so is system adination for Windows NT. The

tools and processes are the same no matter whet@goThis is one of the most
significant differences between Windows NT and Uilikere is virtually no
standardization for system administration toolseghniques across the different versions
of Unix, and this is the one area where the lackomimonality is the most glaring.

It is possible for a system administrator to makeient versions of Unix appear very
similar to the user, but the same cannot be saigyfstem administration. Take, for
instance, a tool such as the Windows NT Perform&fmeitor. There is no common,
analogous tool on Unix. Such tools exist, but tames differ from version-to-version, as
do the built-in features, the user interface, thimand structure, and, worst of all, the
type of data they present. So, if you can finchd aun it, you still might not be able to
make any sense out of the output, based on youiopieexperience with similar tools.

Application Software Installation and Configuration

Application software installation and configuratifam Windows NT follows the same
pattern outlined in the preceding section. At meetido you ever touch the kernel or
“recompile” the operating system. You run setup ansiwer questions in dialog boxes.
To change configurations, you typically selecoationsmenu entry and answer more
guestions in dialog boxes. If you have ever insth software package under Windows,
you know the process. It is the same one that WisddT uses.
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Error Handling

Unix was designed not to say much. When problemsrptnix, more often than not,
simply stops doing what it was doing without so mas a wave good-bye. Nowhere is
this more true than with X. If you set an invalimhéiguration, X simply ignores it and
moves on. It will not say a word to you about thelypem; it is up to you to figure it out,
which is, again, an adventure.

Windows NT takes a different approach. First, yeuer edit flat configuration files. You
make configuration changes through carefully cdletdodialog boxes. This control cuts
the chances of error way down. Second, when am éoes occur, Windows NT informs
you with a descriptive error message in a dialag Bnce the message is acknowledged
by you, Windows NT attempts to recover gracefulbni the error condition. If it is an
application error, the application is terminateal] &s resources are returned to the
system.
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[ ]
Unix-based Environment on Windows NT

Overview

Many companies, including Microsoft, offer softwahat enables you to create as much
of a Unix-like environment on Windows NT as you de€hese solutions range from the
POSIX subsystem to a full-blown Unix developmentiesnment and just about anything
in between. There are X servers, Internet accd#gest various flavors of shells,
virtually every common tool known to Unix, even This section deals mainly with
software that provides user functionality. Anotkection, “Cross-Platform Application
Development” covers the development tools and enwients. There will, however, be
some overlap between the two sections.

Network Access Utilities
Utilities for network access are included with Wimes NT and th&Vindows NT
Resource KitCommercial packages are also available from 4héndy sources.

In addition to Remote Access Server, Windows NTuidesping, ftp, andtelnet. As you
would expectping andftp are non-graphical, command-line utilitif®lnet can be
launched from either the command line or from amidt is a graphical version complete
with VT 52/VT 100™/ANSI terminal emulation.

TheWindows NT Resource Kitcludes software for the following services:
m  Gopher Server

m  HTTP Server (for World Wide Web Access)

m WAIS Server and Toolkit

m  Domain Name System (DNS) Server

m Time Synchronizing Service

The Gopher, HTTP, and WAIS software is providedh®/European Microsoft
Windows NT Academic Centre (EMWAC) and is underyraght by the University of
Edinburgh. It comes “as-is” and without warrantyaofy kind.

There are a number of commercial packages thaigeaarious combinations of
network access utilities such te¢net, ftp, gopher, archie, andmosaic Most are geared
for connecting to the Internet, but they can beldee general-purpose network access
tasks, such as between internal corporate machihesfollowing table gives examples
of some of packages.
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Product

IBM® Internet Connection for Windows

Vendor

InternatiorBlisiness Machines

Internet Chameleon

NetManage, Inc.

Internet in a Box & Internet Office

SPRY, Inc.

NCSA Mosaic for Windows &
Windows NT

National Center for Supercomputing
Applications (Software Development
Group)

NetScape Navigator

NetScape Communications Corp.

WinGopher Ameritech Library Services (Academic
Division)

Tools

Unix tools for Windows NT are available both compially and through the public

domain.

Tools included in th&/indows NT Resource Kite:ar, cat, cc, chmod, chown, cp,

find, grep, Id, In, Is, make, mkdir , mv, rm, rmdir , sh, tape (POSIX tape utility)fouch,
vi, we, andwindiff (Windows-based tool similar diff ). C source code is also included
in theWindows NT Resource Kiir these tools, with the exceptionstape andwindiff .
These tools also come “as-is” and are not suppdryedicrosoft.

There are a number of commercial packages on thieetrthat provide varying degrees
of functionality, from a single tool, such asacs to a full-up Unix environment. The
following is a list of some of the products thag available.

m  MKS Toolkit for Windows NT. The MKS Toolkit from Mortice Kern Systems,
Inc., provides a complete Unix-like user environtmércludingksh, vi, awk, and
190 additional utilities and programming tools.

m  Hamilton C shell for Windows NT. This is a package similar to the MKS Toolkit in
that it provides a complete Unix-like user envir@mn It recreates the original
Berkeley Unix C shell and utilities, adding numes@mnhancements, and provides
over 130 commands includirqnmod, cp, cron, cut, diff, grep, head kill , more,

mv, printf , rm, sed tail, tar, touch, tr, andwc.

m  Other Unix-like Environment Packages.There are two additional packages with
Unix-like environment features. They are NuUTCRACK&E®&n DataFocus
Incorporated and Portage from Consensys Compuikerstiowever, because both of
these packages provide significant features fosszpdatform software development,
discussion of them will be deferred until a latectson.

m  Win-EMACS. This product from Pearl Software Corp. is an exangpa single
Unix utility that has been ported to Windows. WiMECS is a version of the GNU
EMACS text editor. It is based on Lucid Emacs Mith windowing, font, and color
support. It also includes features, such as clipbeapport and drag-and-drop, that
are common to Windows.
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Public Domain

There are numerous places where you can find pdbheain software. The commercial
online services, such as CompuServe®, America ©alirand Prodigy™, all have
libraries of software available for downloading.€Tlimternet provides a veritable orchard
of free software, ripe for the picking. Caveat eonp$ the main rule to keep in mind

when shopping for public domain software; in maages, you really do get what you pay
for.

Here are a couple of places to go on the Intemget started. They are all World Wide
Web (WWW) sites:

Location Description

http://imww.berkeley.edu University of California Berkeley
http://imww.cmu.edu Carnegie Mellon University
http://www.microsoft.com Microsoft

http://www.mit.edu:8001 Massachusetts Institutd e€hnology
http://www.ora.com O'Reilly & Associates
http://www.research.att.com Bell Labs Research
http://www.stanford.edu Stanford University

X was developed at the Massachusetts Instituteeohilology as part of Project Athena.
With X, you can produce graphics on one networkation and display them on another.
The Unix graphical user interfaces, such as Matif @penLook, run on top of X.

A workstation or terminal that is capable of disjitg X graphical output is known as an
X server. X servers can be either dedicated deviaem the case of X-terminals, or
general-purpose workstations running X server srfdwX server software is available
for Unix and non-Unix platforms. Here are some epla® for Windows NT:

Product Vendor

eXceed for Windows NT Hummingbird Communicationd.Lt
NuTCRACKER X DataFocus

PC-XWare 2.1 Network Computing Devices (NCD) Ind.
Reflection X Walker Richer and Quinn (WRQ), Inc.

Network File Systems

Windows NT provides a built-in network file systéimough its network redirector and
server components. Virtually all Unix implementatigprovide similar functionality. The
three most common Unix network file systems are:Nletwork File System (NFS), the
Andrew File System (AFS), and Remote File SharRES).

NFS, originally developed by Sun Microsystems,\afi@irectories and files to be shared
across a network. It is the de facto Unix standardhetwork file systems and has been
ported to many non-Unix operating systems as Wwéllough NFS, users and software
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can access files located on remote systems asyifitre local files. It works
transparently through the Unix hierarchical filstgm by grafting a branch from the
remote file system onto a mount-point or stub efltical file system. Once attached, it
appears as just another limb of the tree, andtherea user or software, it looks like any
other local file.

Just as the network file system for Windows NT twas components, the redirector and
the server, so to does NFS with the NFS clientthadNFS server. As you would expect,
the functionality is similar. The client makes tiegjuest and the server services the
request. Any given machine can be an NFS clienB8 server, or both. By now it
should come as no surprise that there is thirdysaftware available to turn

Windows NT into any combination of NFS client/serv@ome of those packages are:

Product Vendor

BW-Connect NFS and BW-Connect NF$ Beame & Whiteside Software, Inc.
Server for Windows NT (subsidiary of Hummingbird
Communications, Ltd.)

Chameleon32NFS NetManage, Inc.

DiskShare for Windows NT Intergraph Corp.

The next most popular network file system undenxdUsiAFS. Originally developed at
Carnegie Mellon University, it is now commerciatlistributed by Transarc Corporation,
which is owned by IBM. AFS has a somewhat diffefecus from NFS in that it is
geared for very large, widely-dispersed Unix nekgor

There is at least one package available for sujpgoft-S on Windows NT. It is PC-
Interface (V.5.0) from Locus Computing Corp.

RFS, developed by AT&T, has been available undéx Sgstem V for a number of
years. It is not widely used, and, hence, no paekage available for Windows NT.
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Windows-based Environment on Unix

Overview

Several products are available that provide adoe¥géndows-based applications from
Unix. Each of these products has taken a slightfgreént approach to the solution. They
range from emulators with somewhat limited funcaility to modified versions of
Windows NT with 100% functionality.

Emulation Basics

An emulator impersonates the real thing. It typicalorks by providing a pseudo-
software library that intercepts the applicationgram’s calls and translates them into
native-API calls for the machine on which the ertadauns. This library
interception/translation can occur in one of twg/sval he company that produces the
emulator may not have access to the source codbda@oftware library that they wish to
emulate. In this situation they simply try to figusut which outputs are produced by
various inputs and code for these conditions iir #@ftware. This process is known as
reverse-engineering. If, on the other hand, thel@mucompany does have access to the
library source code, it makes their job much easied they can be certain to handle all
conditions in their software. In general, this tesin a truer emulator.

Commercial Packages

Windows Interface Source Environment (WISE) is @fdsoft licensing program that
enables independent software vendors (ISVs) tgiate their Windows-based
applications with Unix. Microsoft has licensed iWndows source code to MainSoft
Corporation, Bristol Technology Inc., Insignia Saas Inc., and Locus Computing
Corporation. The products from MainSoft and Bristee software development kits;
those from Insignia and Locus are emulators. Tha$at and Bristol products are
covered later in the “WISE SDK” section. The Insayand Locus products are covered
here.

The WISE emulators enable shrink-wrapped applioatfor Windows to run unmodified
on a wide variety of Unix systems such as Sol&@0®, Open Desktop®, and HP-
UX®. Because they are based on the source cod®ifudows, the WISE emulators
provide much closer compatibility to the real thikgr example, SoftWindows, the
WISE emulator from Insignia Solutions, can runwaity any application written for
Windows or MS-DOS.

A WISE emulator intercepts and translates API datisr Windows-based applications
into API calls for Unix. In some cases, an addilomanslation is required at the
instruction-set level. All this translation usuatBsults in a sacrifice of execution speed
for the application.

Wabi from SunSoft™ is not a WISE product. It inegpts the output from Windows-
based applications and converts it into X. UndebiM&/indows-based applications look
more like X-based applications. Additionally, eagiplication comes up in its own
separate X window, resulting in a desktop modey défferent from that of

Windows NT.

Because Wabi is not based on the Windows source, eqmblication compatibility is also
an issue. At the time of this writing, there aréyd?8 Wabi-certified applications. They
do, however, cover a good range of business privityapplications, such as Microsoft
Word, Microsoft Excel, Microsoft PowerPoint®, anddvbsoft Access.

Microsoft Windows NT from a UNIX Point of View 49



Windows Distributed Desktop (WinDD) is not an entafalt is, however, similar to
Wabi and WISE in that it seeks to provide similamdtionality. It is a modified version of
Windows NT that adds traditional multiuser supptiris produced and marketed by
Tektronix and consists of client and server pietég WinDD Server software
compresses updated screen images and transmdatthever the network. The WinDD
client interprets this data and displays the apfibtms. Mouse movements and keyboard
input are directed by the local client to the WinB&rver. Frequently used images, such
as icons, bitmaps, and buttons, are cached inigm@’s memory, further reducing
network traffic and greatly improving the performarof the applications.

WinDD Server software can be loaded on a varietytafl 486 or Pentium class servers.
Tests with a single processor, 90 MHz Pentium seaamd 25 typical users running 32-bit
versions of Microsoft Excel and Microsoft Word aamd 6-bit version of Microsoft
PowerPoint, revealed 486-DX33 class performancevanglow network loading. A
typical user was defined as someone who uses om@applications up to 50% of the
time.
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Cross-Platform Applications Development

Overview

There are a number of tools on the market thatlerddvelopers to create applications
that run on both Unix and Windows NT. The differesdn architecture between the two
systems means that a certain amount of disciptimeguired on the part of the developer
to make this work. For Unix developers this is mogmew; they have had to contend
with the various incompatible flavors of Unix foears. These tools also enable them to
migrate existing applications from Unix to WindoW3 and vice versa. Some even
enable them to take advantage of the best of bothds/by adding functionality from
Windows NT to Unix-based applications or functidtyairom Unix to Windows-based
applications.

Language Support

Microsoft
Microsoft offers the following three integrated éépment environments for developing
full 32-bit software applications for Windows NT:

m  Microsoft Visual C++™ for Windows NT (V.2.0)
m  Microsoft Visual Basic® for Windows NT (V.3.0)
m  Microsoft FORTRAN PowerStation 32 for Windows NT

They combine graphical interface design tools wittustrial strength language
compilers/interpreters to produce a seamless, iiuiggrated development environment.
They are comparable to similar products for Unixgtsas the SoftBench line from
Hewlett-Packard.

There are third-party compilers and interpretegslatsle for just about every known
language. The Internet and the commercial onlinéics are also good places to look
for these language compilers. The following takdtslsome of the commercial products
that are available.

Language Product Vendor
Ada ADA Graduate & ADA Masters Rocket Shareware
Classic-Ada Software Productivity

Solutions, Inc.

DEC™ Ada (for Alpha AXP) Digital Equipment Corp.
XD Ada (for Alpha AXP) EDS-Scicon
COBOL DEC COBOL (for Alpha AXP) Digital Equipmento@p.

Micro Focus® COBOL Workbench Micro Focus, Inc.
for Windows
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Language Product Vendor
Visual COBOL for Windows mbp Software and Systemp
Technology, Inc.
Forth LMI Forth for Windows NT Laboratory Microsgshs,
Inc.
LISP Star Sapphire Common LISP Sapiens Software.Cor
Modula-2 Logitech Modula-2 Symantec Corp.
Professional Modula-2 Stony Brook Software
Pascal Borland® Pascal with Objects Borland Intéonal, Inc.
DEC Pascal (for Alpha AXP) Digital Equipment Corp.
NDP Pascal-486 Microway, Inc.
Prolog Visual Prolog for Windows NT Prolog Develogmh Center
RPG Visual RPG Amalgamated Software of
North America, Inc.

Conversion Tools

NuTCRACKER from DataFocus provides a comprehensivix development
environment on top of Windows NT. NUTCRACKER isadtare development kit
(SDK) that comes in two versions: NUTCRACKER SDKIaMUTCRACKER X/SDK.

The main components of the NUTCRACKER SDK are th@ GRACKER APIs, the

Unix environment, and thenix-to-Windows NT Porting Guid@he NuTCRACKER

APIs provides the Unix system libraries on toptaf Win32 APls. This is a full
implementation of the Unix system call interfacel @mcludes things such as fork, exec,
pipes, named pipes, message queues, signals, senespdnd BSD sockets. For the Unix
environment, DataFocus includes a copy of the MKSIRit with the NUTCRACKER
SDK. The porting guide is provided both as a pdrdecument and as an online help file
for Windows.

The NUTCRACKER X/SDK adds an X11R5-based X serverthe X/Motif libraries to
the standard SDK product. It enables X-based Upptieations to be ported to
Windows NT.

NUuTCRACKER makes Windows NT look like a normal Udievelopment environment.
Existing Unix application source code can be redtedmnd run, often without
modification. New Unix applications can also be eleped using standard Unix tools
such awi, cc, andmake. These applications can be completely Unix-centnichey can
take advantage of the additional functionalitytaf ¥Win32 APIs. It really provides the
best of both worlds and gives developers trainddrix a comfortable place to call home
on Windows NT.

Portage, from Consensys Computers Inc., providesasifunctionality to that of
NuTCRACKER. It differs from NUTCRACKER in that i ia full port of the actual Unix
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SVR4 and SVR4.2 source code (licensed by ConsdrmysAT&T, USL, and Novell) to
Windows NT. It remains structured exactly like matlUnix and can be thought of as real
Unix running on Windows NT.

The product family is broken into smaller pieceantiNuTCRACKER and includes more
functionality, such as NFS. The Portage packaggade the following:
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m  Portage Kernel

m Portage Base System (kernel, 140+ utilities, gregdhinterface, &nan pages)
m Portage Software Development Kit (SDK)

m Portage X Server

m  Portage X/Motif Development Kit (XDK)

m  Portage Networking Utilities (configurabileet daemonftp, telnet, etc.)

m  Portage Network Development Kit (NDK)

m  Portage Multiuser Terminal Kit (multiuser dumb témai logon capability)

m  Portage NFS Client

m  Portage NFS Server

The Portage Base System is analogous in functibotio the MKS Toolkit and the
Hamilton C Shell and can be used to fill the sainben

Distributed Computing Environment (DCE)

The Open Software Foundation (OSF) is a consortiihardware and software

suppliers. In 1990, OSF produced the Distributech@ating Environment (DCE)
specification. The goal of DCE is to create a srggt of standards and protocols through
which to link diverse computers into a unified netlu

In a prime example of de facto standards becomingiie standards, OSF selected the
components of DCE from among multiple vendors’ texthgies. The selected
components were then consolidated into an Appticainvironment Specification
(AES). AES is a reference implementation producthie form of source code and a
Validation Test Suite (VTS), that is provided tader participants for use in their
products.

DCE is often mistakenly thought of as a single tethgy. The DCE specification is a
collection of different technologies, each of whiohy in turn be used on a variety of
different computer systems. Microsoft regards sofrtbese technologies as useful
building blocks for an advanced distributed commminfrastructure. Additional
components of DCE are perhaps less useful as cddiny blocks, but still provide a
basis for interoperability. The Microsoft positienexplained in detail in “The Microsoft
Strategy for Distributed Computing and DCE Serviagisite paper, but, briefly stated,
the primary focus at Microsoft is on providing stgosupport for multi-vendor
interoperability through effective use of DCE cortilpie services and other technologies.

For example, one of the most fundamental technetogf DCE is RPC. It provides the
basis of communication and interoperability betwtenvarious DCE services. During

the development of Windows NT, it was determinet thstrong RPC service was
required for many of the internal functions wittiire operating system. Rather than create
a new RPC service from scratch, Microsoft usedMBE8 as the basis for the DCE-
compatible RPC services in Windows NT. This intégraport for RPC allows

Windows NT to integrate with DCE at the RPC lewb. additional software need be
purchased.
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Distributed computing in general, and DCE in paiiic, rest on the foundation of three
core services: communications, security, and nantirigl the Microsoft belief that these
services need to be made available without regptticomplex low-level APIs. If
organizations are to succeed in building applicetithat meet their changing business
environments, distributed services will need tabailable at a more simplistic and
accessible level. One way in which Microsoft is mdding this need is detailed in the
Component Object Model (COM) of OLE. Briefly, CONaqgvides the plumbing needed
for applications to use services on a distributed @oss-platform basis.

The beauty of this model is that it means thatwidlprobably never need to write to
low-level APIs to enable distributed computing apgtions. Instead, you will either write
or use COM-enabled applications and derive sugpoCE and other distributed
environments in the process. These abilities aseiged by the inclusion of core
distributed computing support within the desigiihdows NT.

There are numerous third-party packages for WinddWsthat provide either partial or
full compatibility with the native DCE APIs. Microft has played and continues to play a
key role in ensuring that these solutions exisie @nch example comes from Digital
Equipment Corporation (Digital).

Digital produces a product for Windows NT with fGICE functionality. It is known as
Digital DCE Services for Windows NT V1ahd includes the RPC service, Cell Directory
Service, Distributed Time Service, DCE Securityv@er, and DCE Threads service. The
product consists of two separate pieces: the Renervices and the Application
Development Kit. The Runtime Services include alhe DCE client functions and
administration tools. The Application Developmerit itovides the Interface Definition
Language (IDL) and other tools necessary for depaieto create DCE-based
applications.

WISE SDK

The Windows Interface Source Environment (WISH) IEensing program from
Microsoft that enables customers to integrate appbins written for Windows with Unix
systems. WISE Software Development Kits (SDKs) &ndbvelopers to write to the
Windows APIs and use the resulting applicationsanious Unix systems. For each Unix
system, the application source code must be rededhWISE SDKs provide
compatibility at the source level, whereas the Wébftilators provide compatibility at
the binary level.

Windows-based applications call the Windows APlse WISE SDK remaps the
Windows APIs to X and Unix APIs. The X APIs carheit be low-level window creation
and manipulation functions (Xlib functions) or hitgvel toolkit functions (such as

Motif). Motif is one of the X-based, graphical useterfaces on Unix. The Motif
functions are built from the Xlib functions and pide easy-to-call functions for creating
widgets. Widgets are objects, such as menus, dimggs, and push buttons, that are the
basic building blocks of applications.

Programmers developing simultaneously for Windowsaxd Unix can write to the
Windows APIs and use the Windows SDK on the pedsooraputer and the WISE SDK
on the Unix system(s). Software development ofkhig requires more discipline than
software development for a single platform, butedepers get the tremendous benefit of
developing and maintaining only one code base.dtucial that they avoid writing code
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that is specific to one platform or compiler. Thedarlying architecture of Windows NT
is different from that of Unix, and code that utsstures specific to one will not be
adaptable to the other.

As mentioned earlier, the two companies that mankSE SDKs are MainSoft
Corporation and Bristol Technology Inc. Their regpe products are MAINWin and
Wind/U. Both provide support for Unix platforms froHP, IBM, Silicon Graphics, and
Sun, among others.
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conclusion [N

There are striking similarities between Windows &fd Unix. There are also differences.
They share some common ancestors, but each wasdartotally different era. In 1970,
the world was made up of host-based terminal coimguin 1990, it was and still is
client/server distributed computing. Making the taéshift to the new paradigm is not
easy to do, but is absolutely key to understandingre Windows NT is coming from.

The neighborhoods they come from are also verguwdifft. The world of academia and
research bears little resemblance to that of theozation. Much of the genius of Unix
came from its childhood environment, but so haveyrd its problems. It is fair to say
that it has spent the past several years in thdrging to overcome them. The architects
of Windows NT sought to capitalize on the strengthenix while avoiding the same
pitfalls. It is an operating system that incorpegamuch of the best thinking in the
industry, and one that rests squarely on the rotik-foundation of Windows.

The ambitions of the two have also been quite iiffe Unix started out with a focus
toward academia and has only recently come inteadingorate world, as a sort of
afterthought. From the beginning, Windows NT had aaommercial, rather than
academic, focus. It was born with a real-world gee¢ and has always viewed the global
market place as home.

The real world is not, however, a world of either\Windows NT and Unix can easily
coexist in peaceful harmony, and that is the regdlgd news. It means that you can mix
and match the two and, where appropriate, capétalivthe strengths of each in your
environment. The openness of Windows NT couplet thié cross-platform choices in
both environments and development tools ultimateians that you can have your cake
and eat it too. What more could you ask for?
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Appendix A: Assistance

Customer Support

Customer support is provided by the Microsoft Suppletwork. Some services are free;
some are not, and services vary outside the USitatks and Canada. Inside the United
States and Canada, the following support opticesgailable:

Information Services
No-cost and low-cost electronic information sersiege available 24 hours a day, 365
days a year, including holidays.

Microsoft FastTips

(800) 936-4400 on a touch-tone phone. Receive atwmranswers to common technical
problems, and access popular articles from theddift Knowledge Base, all delivered
by recording or fax.

Microsoft Download Service

Access, through modem, sample programs, devicerdtipatches, software updates, and
programming aides (1200, 2400, or 9600 baud; nibyp&rdata bits; 1 stop bit). In the
United States, call (206) 936-6735. In Canada,(8élb) 507-3022.

Internet

Access the Microsoft Knowledge Base (MSKB) and Bafe Library (MSL). The
Microsoft World Wide Web (WWW) site is located atgh//www.microsoft.com. The
Microsoft Gopher site is located at gopher.micrbsofm, and the Microsoft FTP site is
located at ftp.microsoft.com and can be access#dthag anonymous logon.

CompuServe and America Online

Access the MSKB, the MSL, and participate in MSufas. On CompuServe, tyge
mskb, go msl| or go microsoftto access these services. On America Online,dgpe
microsoft to access MSKB.

Priority Support
Priority telephone access to Microsoft support eegis is available 24 hours a day, 7
days a week, except holidays.

m In the United States, call (900) 555-2100; $15(Uper incident. Charges appear
on your telephone bill.

m In the United States, call (800) 936-5900; $150()per incident. Charges are
billed to your VISA card, MasterCard, or AmericaxpEess card.

m In Canada, call (800) 668-7975 for more information

Text Telephone

Microsoft text telephone/teletype device (TT/TDI@)\wbces are available for the deaf or
hard-of-hearing. In the United States, using a DT dial (206) 635-4948 between 6:00
A.M. and 6:00 P.M. Pacific time, Monday throughday, excluding holidays. In Canada,
using a TT/TDD modem, dial (905) 568-9641 betwef® &.M. and 8:00 P.M. Eastern
time, Monday through Friday, excluding holidays.
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Other Support Options

The Microsoft Support Network offers annual feedzhsupport plans. For information,
in the United States, call the Microsoft SupportWek Sales Group at (800) 936-3500
between 6:00 A.M. and 6:00 P.M. Pacific time, Mopttarough Friday, excluding
holidays. In Canada, call (800) 563-9048 betwe80 &.M. and 6:30 P.M. Eastern time,
Monday through Friday, excluding holidays. Techhg#port is not available through
these sales numbers.

Other Microsoft Services
The following services are also available from Mgwft:

Microsoft Authorized Support Centerddicrosoft Authorized Support Centers (ASCs)
are a select group of strategic support providérs effer high-quality customized
support services that include on-site supportgirsigon and implementation services,
help desk services, hardware support, developmsources, and others. For more
information, in the U.S. call (800) 936-3500 betw&e00 A.M. and 6:00 P.M. Pacific
time, Monday through Friday, excluding holidaysQanada, call (800) 563-9048
between 8:00 A.M. and 8:00 P.M. Eastern time, Mgrttieough Friday, excluding
holidays.

Microsoft Solution Providers ProgramMicrosoft Solution Providers are independent
developers, consultants, and systems analystsffieatfee-based technical training and
support, industry knowledge, objective advice, amednge of value-added services to
companies of all sizes. For more information, ia thS. call (800) 426-9400 between
6:30 A.M. and 5:30 P.M. Pacific Time, Monday thrbugriday, excluding holidays. In
Canada, call (800) 563-9048 between 8:00 A.M. aAd B.M. Eastern time, Monday
through Friday, excluding holidays.

Microsoft TechNet.Microsoft TechNet is the front-line resource fast, complete
answers to technical questions on Microsoft systemasdesktop products. As a TechNet
subscriber you receive:

m  Twelve monthly compact discs containing the Micfosmowledge Base, Microsoft
operating systems product resource kits, custoniatiens, key Microsoft
conference session notes, and other valuable iafoym

m  Twelve monthly supplemental (drivers and updatkgYicompact discs containing
the Microsoft Software Library.

m A dedicated Microsoft TechNet forum on CompuSeG&®(TECHNET).
m  WinCIM, a Windows-based application for accessimgnpuServe.
m A 20% discount on Microsoft Press books.

For more information, in the United States and @anaall (800) 344-2121, between
7:00 A.M. and 7:00 P.M. Central time, Monday thrbugiday.
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Windows NT Resource Kit

TheWindows NT Resource Kjiublished by Microsoft Press, contains a wedlth o
technical information about Windows NT. It is metmsupplement the standard
documentation set for Windows NT, not replacetitansists of the following four books
and associated software:

m  Volume 1: Windows NT Resource Guide
m  Volume 2: Windows NT Networking Guide
m  Volume 3: Windows NT Messages

m  Volume 4: Optimizing Windows NT

Books

Microsoft Press publishes books for the entire fawii Microsoft products. It is your
best single-source for books about Windows NT. Tifagge from introductory step-by-
step tutorials to books about the internals of Wimsl NT, and cover most audiences
along the way. Here are several titles to get yaried:

m  Microsoft Windows NT Step by Step

m  Running Windows NT

m  Windows NT 3.5 Guidelines for Security, Audit, @whtrol
m  Inside Windows NT

m Inside the Windows NT File System

m  Advanced Windows NT

Microsoft Press books are available wherever guhbibks are sold and through
CompusServe's Electronic Mall (GO MSP). For orderiimgthe United States, call (800)
677-7377 (1-800-MSPRESS), and, in Canada, call)(86@-1115. Additional
information about Microsoft Press titles can alsddund on the Microsoft Home Page
on the World Wide Web. Connect to http://mww.miafisom, select the Microsoft
Sales Information link, and then select the MicfoBoess link.

In business since 1978, O'Reilly & Associates ssldading publisher of books for Unix,
X, and related topics. Their books range from gainatroductions to highly advanced
and specialized, and pretty much everything in betw For more information, in the
United States and Canada, call (800) 998-9938@#)(829-0515, between 6:00 A.M.
and 5:00 P.M. Pacific time, Monday through Fridégu can also reach them through
electronic mail at nuts@ora.com or on the Inteatdittp://gnn.com.
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Technical White Papers
The following white papers are available from Mgoét:

m  Microsoft Directory Services Strategy
m  Microsoft Message Queuing (MQ)
m  Microsoft Windows NT Server 3.5 Remote AccesscegiiRiAS)

m  Microsoft Windows NT Server: Dynamic Host confaiom Protocol (DHCP) and
Windows Internet Naming Service (WINS)

m  Moving Unix Applications To Windows NT

m  Open Systems: Technology Leadership and Collatwrati

m  The Microsoft Object Technology Strategy

m  The Microsoft Strategy for Distributed ComputingldDCE Services

m  Windows-family Integration with UNIX Systems

m  Windows Interface Source Environment (WISE)

m  Windows NT Server 3.5 Domain Planning for Your Eprise

The following white papers are available from ThatBn Group:

m A Market-Driven Approach To Open Systems

m Directory Services Strategic Overview: The Advémicectory-Enabled Computing

Both Microsoft and The Burton Group maintain Wotide Web (WWW) sites on the
Internet. The Microsoft home page is at www.micfasom and many of these white
papers can be found there. The Burton Group isfanmation services company
specializing in network computing. Subscriptioroimhation for The Burton Group
Report can be found on their home page at www.ting.c

Training Materials

TheWindows NT Trainingdgit, from Microsoft Press, is a hands-on, selfgzhinteractive
training program aimed at those preparing for thaddws NT Workstation and
Windows NT Server Certified Professional examsolttains information of value for
anyone who has to install, configure, optimizeggnate, troubleshoot, and support
Windows NT Workstation and Windows NT Server. Thtechnsists of two self-paced
workbooks; four disks with utilities, troubleshaudifiles, and lesson files; and a 30-
minute VHS video that explains key concepts for agamg Windows NT Server.

Training for Microsoft products, including WindowsT, is available through Microsoft
Solution Provider Authorized Training and Educatienters (ATECS). For information
about the closest ATEC and course availabilityl, @&0) 765-7768 (1-800-SOL-PROV)
or Microsoft University at (206) 828-1507. Inforriwat is also available at the Microsoft
FTP site on the Internet. Connect to ftp.microsofn, and then choose the MS
Education and Certification folder in the Servisestion.
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Appendix B: Contacts

Third-Party Vendor Reference

The following table gives the names, addressesphonde numbers for the vendors whose
products are referenced in this paper.

Vendor Address & Phone

Amalgamated Software of North America 611 Spruce, PO Box 1668

(ASNA), Inc. Big Bear Lake, CA 92315
800-321-2762; 909-866-9000
America Online, Inc. 8619 Westwood Center Dr.

Vienna, VA 22182
800-827-6364; 703-448-8700

Ameritech Library Services (Academic 1007 Church St.

Division) Evanston, IL 60201-3622
800-556-6847; 708-866-4944

Argent Software, Inc. 49 Main St.

Torrington, CT 06790
203-489-5553

Beame & Whiteside Software, Inc. 706 Hillsborough St.
(subsidiary of Hummingbird Communications| Raleigh, NC 27603-1655
Ltd.) 800-463-6637; 919-831-8989
Borland International, Inc. 100 Borland Way

Scotts Valley, CA 95066-3249
800-233-2444; 408-431-1000
Bristol Technology, Inc. 241 Ethan Allen Hwy.
Ridgefield, CT 06877
203-438-6969

Citrix Systems, Inc. 210 University Dr., Suite 700
Coral Springs, FL 33071
800-437-7503; 305-755-0559
CompusServe Inc. 5000 Arlington Centre Blvd.,
(subsidiary of H&R Block, Inc.) PO Box 20212

Columbus, OH 43220
800-848-8199; 614-457-8600
Computer Associates International, Inc. One CompAsociates Plaza
Islandia, NY 11788-7000
800-225-5224; 516-342-5224
Consensys Computers, Inc. 35 Riviera Dr., Unit 9
Markham, ON, CD L3R 8N4
800-388-1896; 905-940-2900
Creative Interaction Technologies, Inc. 800 Eas®W®n, Suite 111
Chapel Hill, NC 27514
800-545-2442; 919-419-1694
DataFocus, Inc. 12450 Fair Lake Circle, Suite. 400
(subsidiary of Convergent Solutions, Inc.) Fairfax, VA 22033-3831
800-637-8034; 703-631-6770
Digital Equipment Corp. (Digital) 146 Main St.

Maynard, MA 01754-2571
800-344-4825; 508-493-5111
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Vendor Address & Phone

EDS-Scicon
(subsidiary of Electronic Data Systems Corp.

8 New England Executive Park
Burlington, MA 01803
800-843-9489; 617-273-3030

Hamilton Laboratories

21 Shadow Oak Dr.
Sudbury, MA 01776-3165
508-440-8307

Hewlett-Packard Co.

5301 Stevens Creek Blvd.,
PO Box 58059, MS 51LSJ
Santa Clara, CA 95052-8059
800-637-7740; 415-857-1501

Hummingbird Communications Ltd.

1 Sparks Ave.
North York, ON, CD M2H 2W1
416-496-2200

Insignia Solutions, Inc.
(subsidiary of Insignia Solutions, Ltd.)

1300 Charleston Rd.
Mountain View, CA 94043
800-848-7677; 415-694-7600

Intergraph Corp.

One Madison Industrial Park
Huntsville, AL 35894-0014
800-345-4856; 205-730-2000

IBM (International Business Machines)

Old Orchadl R
Armonk, NY 10504
800-426-3333; 914-765-1900

Laboratory Microsystems, Inc.

PO Box 10430
Marina del Rey, CA 90295
310-306-7412

Locus Computing Corp.

9800 La Cienega Blvd.
Inglewood, CA 90301-4440
800-955-6287; 310-670-6500

MainSoft Corp.

1270 Oakmead Pkwy., Suite 310
Sunnyvale, CA 94086
800-624-6946; 408-774-3400

mbp Software and Systems Technology, Inc.
(subsidiary of mbp Software & Systems)

1141 Harbor Bay Pkwy., Suite 161
Alameda, CA 94502-6576
800-231-6342; 510-769-5333

Micro Focus, Inc.

2465 E. Bayshore Rd., Suite 200
Palo Alto, CA 94303
800-872-6265; 415-856-4161

Microway, Inc.

PO Box 79, Research Park
Kingston, MA 02364
508-746-4678

MKS (Mortice Kern Systems, Inc.)

185 Columbia $¥.,
Waterloo, ON, CD N2L 575
800-265-2797; 519-884-2251
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Vendor Address & Phone

National Center for Supercomputing 605 E. Springfield Ave.

Applications (Software Development Group) [ Champaign, IL 61820-5518
217-244-3473

NetManage, Inc. 10725 N. De Anza Blvd.
Cupertino, CA 95014

408-973-7171

Netscape Communications Corp. 501 E. Middlefield Rd

Mountain View, CA 94043
800-638-7483; 415-528-2600
Network Computing Devices (NCD) Inc. (PC-| PO Box 4900, 9590 S.W. Gemini Dr.

Xdivision) Beaverton, OR 97005-7161
503-641-2200
New Technology Partners, Inc. 15 Constitution DriSaite 176

Bedford, NH 03110
603-472-4000

Pearl Software Corp. 2000 Powell St., Suite 1200
Emeryville, CA 94608
800-946-3622; 510-652-4361
Prodigy Services Co. 445 Hamilton Ave.

White Plains, NY 10601
800-776-3449; 914-448-8000
Prolog Development Center 568 14th St.

Atlanta, GA 30318
800-762-2710; 404-873-1366
Rocket Shareware PO Box 39326

Edina, MN 55439
612-474-3654

Sapiens Software Corp. PO Box 3365

Santa Cruz, CA 95063-3365
408-458-1990

Software Productivity Solutions, Inc. 122 4th Ave.

Indialantic, FL 32903
800-447-7760; 407-984-3370

SPRY, Inc. 316 Occidental Ave., S, Suite 200

(Internet Division of CompuServe) Seattle, WA 98104
800-777-9638; 206-447-0300

Stony Brook Software 187 E. Wilbur Rd., Suite 4

Thousand Oaks, CA 91360
800-624-7487; 805-496-5837
Symantec Corp. 10201 Torre Ave.

Cupertino, CA 95014-2132
800-441-7234; 408-253-9600
Tektronix, Inc. 26600 Southwest Pkwy., PO Box 1000
(Network Displays Division) Wilsonville, OR 97070-1000
800-547-8949; 503-682-7300
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Vendor Address & Phone

Transarc Corp. 707 Grant St., Gulf Tower, 20th FI.

(subsidiary of IBM) Pittsburgh, PA 15219
412-338-4400

Walker Richer and Quinn (WRQ), Inc. 1500 Dexter AMe, PO Box 31876
Seattle, WA 98103-1876
800-872-2829; 206-217-7100
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Appendix C: Glossary

A

access right The permission granted to a process to manipulpstacular object in a
particular way (for example, by calling a servidejfferent object types support different
access rights.

application programming interface (API) A set of routines that an application program
uses to request and carry out lower-level senpesformed by the operating system.

asynchronous 1/0 A method many of the processes in Windows NT usgtonize

their performance. When an application initiated/@noperation, the 1/O Manager
accepts the request but does not block the apipiicatexecution while the I/O operation
is being performed. Instead, the application isvedid to continue doing work. Most 1/0
devices are very slow in comparison to a compufogessor, so an application can do a
lot of work while waiting for an I/O operation t@mplete. See alssynchronous 1/O

audit policy Defines the type of security events that are lodge@ domain or for an
individual computer; determines what Windows NTlhdi when the security log
becomes full.

auditing The ability to detect and record security-relateents, particularly any
attempts to create, access, or delete objects. Mt T useSecurity IDs (SIDs)o
record which process performed the action.

authentication A security step performed by the Remote Accesse3€RAS), before
logon validation, to verify that the user had pession for remote access. See also
validation

B

batch program An ASCII file (unformatted text file) that contaimsie or more
commands in the command language for Windows Nbatkh program’s filename has a
.BAT or .CMD extension. When you type the filenaatéhe command prompt, the
commands are processed sequentially.

C

character-based A mode of operation in which all information is pliayed as text
characters. This is the mode in which MS-DOS-basetOS/2 version 1.2 applications
are displayed under Windows NT. Also called chamagtode, alphanumeric mode, or
text mode.

client A computer that accesses shared network resouroessied by another computer
(called a server). For the X Window System of Uthig client/server relationship is
reversed. Under the X Window System, this clierfitnition becomes the server
definition. See alseerver

computer name A unigue name of up to 15 uppercase charactersdbatifies a
computer to the network. The name cannot be the senany other computer or domain
name in the network, and it cannot contain spaces.
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D

Data Link Control (DLC) A protocol interface device driver in Windows NT,
traditionally used to provide connectivity to IBMamframes and also used to provide
connectivity to local area network printers dirgettitached to the network.

default profile Seesystem default profile, user default profile

demand paging Refers to a method by which data is moved in p&ges physical
memory to a temporary paging file on disk. As théads needed by a process, it is paged
back into physical memory.

device A generic term for a computer subsystem such am#ep serial port, or disk
drive. A device frequently requires its own corlirg) software called device driver

device driver A software component that allows the computeraagmit and receive
information to and from a specific device. For epéana printer driver translates
computer data into a form understood by a partiquiimter. Although a device may be
installed on your system, Windows NT cannot recpgtine device until you have
installed and configured the appropriate driver.

directory services The defining element of distributed computing, anitimately, a
logical name space capable of including all systesources regardless of type. The goal
is a blending in which the directory and the netioecome synonymous.

disk caching A method used by a file system to improve perforceatnstead of reading
and writing directly to the disk, frequently usdldd are temporarily stored in a cache in
memory, and reads and writes to those files arfepeed in memory. Reading and
writing to memory is much faster than reading aminng to disk.

distributed application An application that has two parts — a front-enduto on the

client computer and a back-end to run on the selwatistributed computing, the goal is
to divide the computing task into two sections. Tieat-end requires minimal resources
and runs on the client’s workstation. The back-eglires large amounts of data,
number crunching, or specialized hardware and ourthe server. Recently, there has
been much discussion in the industry about a theegenodel for distributed computing.
That model separates the business logic contambdth sides of the two-tier model into
a third, distinct layer. The business logic layies between the front-end user interface
layer and the back-end database layer. It typicalljdes on a server platform that may or
may not be the same as the one the databaseTs®three-tier model arose as a solution
to the limits faced by software developers tryiogxpress complex business logic with
the two-tier model.

DLC SeeData Link Control
DLL Seedynamic-link library

domain For Windows NT Server, a networked set of worketatiand servers that share
a Security Accounts Manager (SAM) database andctrabe administered as a group. A
user with an account in a particular network doneain log onto and access his or her
account from any system in the domain. See @bl database

domain controller For a Windows NT Server domain, the server thdtenitcates
domain logons and maintains the security policy #wedmaster database for a domain.
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Both servers and domain controllers are capablalidating a user’s logon; however,
password changes must be made by contacting thaidaentroller. See alsserver

domain database SeeSAM database
domain name The name by which a Windows NT domain is knowrhio ietwork.

Domain Name System (DNSA hierarchical name service for TCP/IP hosts (somes
referred to as the BIND service in BSD Unix). Thework administrator configures the
DNS with a list ofhosthnameand IP addresses, allowing users of workstationfigured
to query the DNS to specify the remote systemkdstnamesather than IP addresses.
DNS domains should not be confused with Windowsdémains

dynamic-link library (DLL) An application programming interface (APiputine that
user-mode applications access through ordinarysghare calls. The code for the API
routine is not included in the user’s executablagm Instead, the operating system
automatically modifies the executable image to prDLL procedures at run time.

E

environment subsystemsUser-mode protected servers that run and suppograms
from different operating systems environments. ExXasof these subsystems are the
Win32 subsystem, the POSIX subsystem, and the Qf&/&ystem. See algtegral
subsystem

environment variable A string consisting of environment information, buas a drive,
path, or filename, associated with a symbolic nraécan be used by Windows NT.

You use the System option in Control Panel orséiteommand to define environment
variables.

event Any significant occurrence in the system or in pplecation that requires users to
be notified or an entry to be added to a log.

Event Log service Records events in the system, security, and apiolickbgs.

Executive module The Kernel-mode module that provides basic opegatjstem
services to the environment subsystems. It inclgegeral components; each manages a
particular set of system services. One componkatSecurity Reference Monitor, works
together with the protected subsystems to proviperaasive security model for the
system.

extensibility Indicates the modular design of Windows NT, whicbvides for the
flexibility of adding future modules at several & within the operating system.

F

FAT file system A file system based on a file allocation table rteiimed by the
operating system to keep track of the status abuarsegments of disk space used for file
storage.

fault tolerance The ability of a computer and an operating sysemespond gracefully
to catastrophic events such as power outage omhaedailure. Usually, fault tolerance
implies the ability to either continue the systewperation without loss of data or to shut
the system down and restart it, recovering all essing that was in progress when the
fault occurred.
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file sharing The ability for Windows NT Workstation or WindowsINserver to share
parts (or all) of its local file system(s) with reta computers.

file system In an operating system, the overall structure irctviiles are named, stored,
and organized.

FTP service File transfer protocol service, which offers fitarisfer services to remote
systems supporting this protocol. FTP supportsst tiocommands allowing
bidirectional transfer of binary and ASCII filestiveen systems.

Fully Qualified Domain Name (FQDN) In TCP/IP,hostnamesvith theirdomain
namesappended to them. For example, a host with hogitsumamiand domain name
microsoft.comhad an FQDN ofsunami.microsoft.com

G

global account For Windows NT Server, a normal user account isex’s home

domain. If there are multiple domains in the netydtris best if each user in the network
has only one user account, in only one domaineanth user’'s access to other domains is
accomplished through the establishment of domast telationships.

group In User Manager, an account containing other adsatalled members. The
permissions and rights granted to a group aremt®aded to its members, making
groups a convenient way to grant common capalsiltbecollections of user accounts.

H

Hardware Abstraction Layer (HAL) Virtualizes hardware interfaces, making the
hardware dependencies transparent to the rest aférating system. This allows
Windows NT to be portable from one hardware platféo another.

home directory A directory that is accessible to the user andaioatfiles and programs
for that user. A home directory can be assigneghtmdividual user or can be shared by
many users.

host table The HOSTS or LMHOSTS file that contains lists oblum IP addresses.

hostname A TCP/IP command that returns the local workstasitilostnameused for
authentication by TCP/IP utilities. This valueh& tworkstation’somputer naméy
default, but it can be changed.

integral subsystem A subsystem such as the Security subsystem trettsffhe entire
Windows NT operating system. See adsvironment subsystems

interprocess communication (IPC) The exchange of data between one thread or
process and another either within the same computacross a network. Common IPC
mechanisms include pipes, named pipes, semaplishi@gd memory, queues, signals,
mailboxes, and sockets.

K

kernel The portion of Windows NT that manages the proaesso
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Kernel module The core of the layered architecture of WindowstNat manages the
most basic operations of Windows NT. The Kernek&ponsible for thread dispatching,
multiprocessor synchronization, hardware exceptimmdling, and the implementation of
low-level, hardware-dependent functions.

L

LLC Logical link control, in the Data Link layer of tmetworking model.
local printer A printer that is directly connected to one of gfets on your computer.

local procedure call (LPC) An optimized message-passing facility that allows o
thread or process to communicate with another thoegrocess on the same computer.
The Windows NT protected subsystems use LPC to eorimate with each other and
with their client processes. LPC is a variatiornha&f remote procedure call (RPC) facility,
optimized for local use. Compare wittmote procedure call

locale The national and cultural environment in which stegn or program is running.
The locale determines the language used for messangemenus, the sorting order of
strings, the keyboard layout, and date and timea#bting conventions.

logon authentication Refers to the validation of a user either locallyroa domain. At
logon time, the user specifies his or her nameswasl, and the intended logdomain
The workstation then contacts tthemain controllerdor the domain which verify the
user’s logon credentials.

LPC Seelocal procedure call

M

MAC Media access control, in the Data Link layer of tleéworking model.

mandatory user profile For Windows NT Server, a user profile created by an
administrator and assigned to one or more usensadatory user profile cannot be
changed by the user and remains the same fronogpa kession to the next. See also
personal user profile, user profile

MS-DOS-based application An application that is designed to run with MS-Da®i
which therefore may not be able to take full adagatof all of the features of
Windows NT.

N

named pipe An interprocess communication mechanism that allomes process to send
data to another local or remote process. Windows&lfied pipes are not the same as
Unix named pipes.

NBF transport protocol NetBEUI Frame protocol. A descendant of the NetBEUI
protocol, which is a Transport layer protocol, the programming interface NetBIOS.

NDIS SeeNetwork driver interface specification

NetBEUI transport NetBIOS (Network Basic Input/Output System) Extethtlser
Interface. The primary local area network transpootocol in Windows NT.

NetBIOS interface A programming interface that allows I/O requestbécsent to and
received from a remote computer. It hides netwaykiardware for applications.
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network device driver Software that coordinates communication betweeméteork
adapter card and the computer’s hardware and sttfievare, controlling the physical
function of the network adapter cards.

network driver interface specification (NDIS) An interface in Windows NT for
network card drivers that provides transport inaeleece, because all transport drivers
call the NDIS interface to access network cards.

NTFS (Windows NT file system)An advanced file system designed for use spedifical
with the Windows NT operating system. NTFS suppfilessystem recovery and
extremely large storage media, in addition to od@rantages. It also supports object-
oriented applications by treating all files as akgewith user-defined and system-defined
attributes.

O

object type Includes a system-defined data type, a list of ajg@ms that can be
performed upon it (such as wait, create, or caneal) a set of object attributes. Object
Manager is the part of the Windows NT Executive gravides uniform rules for
retention, naming, and security of objects.

OLE A way to transfer and share information betweerliegions.

P

packet A unit of information transmitted as a whole fromeodevice to another on a
network.

page A fixed-size block in memory.

partition A portion of a physical disk that functions as thbut were a physically
separate unit.

permission A rule associated with an object (usually a diregtéile, or printer) in order
to regulate which users can have access to thetaje in what manner. See atgght.

personal user profile For Windows NT Server, a user profile created by an
administrator and assigned to one user. A persaalprofile retains changes the user
makes to the per-user settings of Windows NT amdplements the newest settings each
time that the user logs on at any Windows NT Watksh. See alsmandatory user
profile, user profile

port A connection or socket used to connect a devieedomputer, such as a printer,
monitor, or modem. Information is sent from the pomer to the device through a cable.

portability Windows NT runs on both CISC and RISC processdiSCGncludes
computers running Intel 80386 or higher proces®RISC includes computers with MIPS
R4000 or Digital Alpha AXP processors.

print device Refers to the actual hardware device that prodpdated output.

printer In Windows NT, refers to the software interfacewssn the application and the
print device.

print processor A dynamic link library that interprets data typ#iseceives information
from the spooler and sends the interpreted infdomdb the graphics engine.
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protocol A set of rules and conventions by which two compip®ss messages across a
network. Networking software usually implements tipl levels of protocols layered
one on top of another.

provider The component that allows a computer running Wirglb\ to communicate
with the network. Windows NT includes a provider foe Windows NT-based network;
other providers are supplied by the alternate neétsiowendors.

R

redirector Networking software that accepts I/O requestsdanate files, named pipes,
or mailslots and the send®directy them to a network service on another computer.
Redirectors are implemented as file system drive¥dindows NT.

remote administration Administration of one computer by an administrdbmated at
another computer and connected to the first com@a®ss the network.

remote procedure call (RPC) A message-passing facility that allows a distridute
application to call services available on varioamputers in a network. Used during
remote administration of computers. RPC providpsoaedural view, rather than a
transport-centered view, of networked operatiormn@are withocal procedure call

resource Any part of a computer system or a network, such disk drive, or memory,
that can be allotted to a program or a processviti running.

right Authorizes a user to perform certain actions orstrstem. Rights apply to the
system as a whole and are different freenmissionswhich apply to specific objects.
(Sometimes called privilege)

RISC-based computer A computer based on a RISC (reduced instruction set
microprocessor, such as a Digital Alpha AXP, MIPRB0, or IBM/Motorola PowerPC.
Compare withx86-based computer

router TCP/IP gateways - computers with two or more nelvemtapters that are running
some type of IP routing software: each adapteoimected to a different physical
network.

RPC Seeremote procedure call

S

SAM SeeSecurity Accounts Manager

SAM database The database of security information that incluges account names
and passwords and the settings of the securitgipsli

scalability Scalability depends on the overall architecturéhefentire application server.
The three critical components of a scaleable syst@moperating system, application
software, and hardware. No one element by itsafifcient to guarantee scalability.
High performance server hardware is designed tie $osanultiple processors, providing
specific functionality to ease disk and memory leattcks. Applications and operating
systems, in turn, must be able to take advantagautiiple CPUs. All three components
are equally important.

Schedule serviceSupports and is required for use of #i&eommand, which can
schedule commands and programs to run on a comgiugespecified date and time.
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Security Accounts Manager (SAM) A Windows NT protected subsystem that
maintains the SAM database and provides an APddoessing the database.

security ID (SID) A unique name that identifies a logged-on useh#osecurity system
of Windows NT. A security ID can identify either ardividual user or a group of users.

server A LAN-based computer running administrative softevélrat controls access to all
or part of the network and its resources. A compatéing as a server makes resources
available to computers acting as workstations emttwork. For the X Window System
of Unix the client/server relationship is reversddder the X Window System, this
server definition becomes the client definitione $¢soclient

Server service A service in Windows NT that supplies an API formaging the
Windows NT-based network software. Provides RP®attpand file, print, and named
pipe sharing.

service A process that performs a specific system functioth often provides an API for
other processes to call. Services in Windows NTRRE-enabled, meaning that their
API routines can be called from remote computers.

sessionA connection that two applications on different guiters establish, use, and
end. The Session layer performs name recognitidrifafunctions needed to allow two
applications to communicate over the network.

socket Provides an end point to a connection; two sodiketa a complete path. A
socket works as a bidirectional pipe for incoming autgoing data between networked
computers. The Windows Sockets API is a networlkiRg tailored for use by Windows-
based applications.

standards Windows NT provides support for many standards,esofrwhich are:
AppleTalk, Apple File Protocol, C2, Connection-aitied Transport Protocol (Class 4),
Connectionless Network Protocol (CLNP), Domain N&@eevice (DNS), Dynamic Host
Configuration Protocol (DHCP), Ethernet, Fiber Dimited Data Interface (FDDI), FIPS
151-2, Frame Relay, IEEE 802.x, IEEE 1003.1, IPXSIAtegrated Services Digital
Network (ISDN), ISO 8073, ISO 8473, ISO 8208, I1SE18, 1ISO 8802, 1ISO 9660, ISO
9945-1, ISO 10646, ITU FAX Standards, ITU Modemn8trds, NetWare Core
Protocol (NCP), OpenGL™, OSI, POSIX, Point-to-Pdtmbtocol (PPP), Personal
Computer Memory Card International (PCMCIA), Setiale Interface Protocol (SLIP),
Simple Network Management Protocol (SNMP), TokengRil CP/IP, Unicode, and
X.25.

synchronous I/O The simplest way to perform I/O, by synchronizihg £xecution of
applications with completion of the 1/0O operatidhat they request. When an application
performs an 1/O operation, the application’s prea&sis blocked. When the 1/0
operation is complete, the application is alloweddntinue processing. See also
asynchronous I/O

system default profile For Windows NT Server, the user profile that isled when
Windows NT is running and no user is logged on. Wihe Welcome dialog box is
visible, the system default profile is loaded. 8E®user default profile, user profile

T

TDI SeeTransport Driver Interface
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Telnet service The service that provides basic terminal emulatiioremote systems
supporting the Telnet protocol over TCP/IP.

text file A file containing only letters, numbers, and synsh@ text file contains no
formatting information, except possibly linefeedsl &arriage returns. Text files are also
known as flat files and ASCII files.

thread An executable entity that belongs to a single pgeceomprising a program
counter, a user-mode stack, a kernel-mode stadka @et of register values. All threads

in a process have equal access to the processiress space, object handles, and other
resources. In Windows NT, threads are implemengaabgects.

Transport Driver Interface (TDI) In the networking model, a common interface for
network components that communicate at the Semjyen.

transport protocol Defines how data should be presented to the negtwiag layer in
the networking model and packages the data acaiydih passes data to the network
adapter card driver through tNDIS Interface, and to theedirectorthrough the
Transport Driver Interface

trust relationship Trust relationships are links between domainsé¢hable pass-
through authentication, in which a user has only oser account in one domain, yet can
access the entire network. A trusting domain hotteedogon authentications of a trusted
domain.

U

Unicode A fixed-width, 16-bit character encoding standaagable of representing all of
the world’s scripts.

user account Consists of all the information that defines a useindows NT. This
includes the username and password required fars#eto log on, the groups in which
the user account has membership, and the rightpenmissions the user has for using the
system and accessing its resources. Seeyadsgp.

user default profile For Windows NT Server, the user profile that istled by a server
when a user’s assigned profile cannot be accessehy reason, when a user without an
assigned profile logs on to the computer for th&t fime, or when a user logs on the
Guest account. See alsgstem default profile, user profile

user mode A nonprivileged processor mode in which applicatiode runs.

user profile Configuration information retained on a user-byrusasis. The information
includes all the per-user settings of Windows Nichsas the desktop arrangement,
personal program groups and the program itemsosetlgroups, screen colors, screen
savers, network connections, printer connectiormgjg®a settings, window size and
position, and more. When a user logs on, the upeofile is loaded, and the user’s
environment in Windows NT is configured accordinghat profile.

user right Seeright.

username A unique name identifying a user account to Winddi¥s An account’s
username cannot be identical to any other grouger@msername of its own domain or
workstation. See alsaser account
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validation Authorization check of a user’s logon informatiddhen a user logs on to an
account on a Windows NT Waorkstation computer, thentication is performed by that
workstation. When a user logs on to an account@firmlows NT Server domain, that
authentication may be performed by any serveratfdomain. See aldoust

relationship

virtual DOS machine (VDM) A Windows NT protected subsystem that supplies a
complete environment for MS-DOS and a console iithvto run applications for
MS-DOS or 16-bit Windows. A VDM is a Win32 applicat that establishes a complete
virtual x86 (that is, 80386 or higher) computermimg MS-DOS. Any number of VDMs
can run simultaneously.

virtual memory Space on a hard disk that Windows NT uses asviéiie actually
memory. Windows NT does this through the use ofrgafiles. The benefit of using
virtual memory is that you can run more applicagiahone time than your system’s
physical memory would otherwise allow. The drawlsaate the disk space required for
the virtual-memory paging file and the decreaseztation speed when swapping is
required.

volume A partition or collection of partitions that havednm formatted for use by a file
system.

\

Win32 APl A 32-bit application programming interface for Wawds NT. It updates
earlier versions of the Windows API with sophistéthoperating system capabilities,
security, and API routines for displaying text-bés@plications in a window.

Windows on Win32 (WOW) A Windows NT protected subsystem that runs within a
VDM process. It provides an environment for 16Windows capable of running any
number of applications for 16-bit Windows under dbmws NT.

Windows SocketsAn IPC mechanism based on the WinSock specificatiah
compatible with the Berkeley Sockets IPC under Utiixe WinSock specification allows
hardware and software vendors to design systemaggpittations that can access
virtually any type of underlying network, includiff@CP/IP, IPX/SPX, OSI, ATM
networks, wireless networks, and telephony networks

workstation In general, a powerful computer having considerableulating and
graphics capability. For Windows NT, computers tingrthe Windows NT Workstation
operating system are called workstations, as digtéed from computers running
Windows NT Server, which are called servers. Ssesdrver, domain controller

Workstation service A service for Windows NT that supplies user-modd Adeitines to
manage the Windows NT redirector. Provides networknections and communications.

WOW The subsystem for running Windows for MS-DOS undémdows NT;
sometimes also called Win16 on Win32.

X

x86-based computerA computer using a microprocessor equivalent tingel 80386 or
higher chip. Compare withRISC-based computer
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